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 1960s:ARPANETprojectfundedbythe
Department of Defense.

 ARPANET connected research universities 
defense contractors.

 Used packet switching technology to 
data transmission.

 Emailbecamepopularinthe1970s
academic and military users.
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 1980s: TCP/IP protocol standardized 
adopted widely. 

 1989:TimBerners-
Wide Web. 

 1991:WWWmadepublic,changedthe
peopleaccesseddata.

 1990s: Internet Service Providers (ISPs) 
offering access to the public.

 Rapidexpansionthroughthe1990sled 
tothedot-comboom.
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 DevelopedbyTimBerners
1989. 

 1991:Firstwebsitelaunched
 BrowserslikeMosaic(1993)and

Navigator (1994) fueled web adoption.
 HTML,URLs,andHTTPbecame

foundationoftheWeb.
 E-commerce,socialmedia,and

transformed online experiences.
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 Theriseininternetusehasledtoincrease 
incybercrimes. 

 Conventionallawswereinsufficient
address digital issues.

 Cyberlawsregulateonlinebehavior
protectdigitalrights.

 Providealegalframeworkfore
andonlinecontracts.
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 Protect against hacking, identity theft, 
data breaches. 

 Ensureprivacyandsecurityofpersonal
financialdata. 

 Regulate digital content and prevent 
terrorism. 

 Promote trust and reliability in 
transactions. 
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 Hacking: Unauthorized access to systems 
networks. 

 Phishing:Deceptiveemailsorwebsites
data. 

 Malware:Viruses,worms,ransomware 
affecting systems.

 Cyberstalking and cyberbullying via 
platforms. 
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 Financial losses to individuals 
businesses. 

 Loss of privacy and exposure of 
data. 

 Disruption of services 
(DDoSattacks,ransomware).

 Threats to national security 
infrastructure. 
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 Cybercrime: Illegal activity using 
or networks. 

 Hacking: Unauthorized intrusion 
computer systems.

 Phishing: Fraudulent attempts to 
sensitive data. 

 DigitalSignature:Cryptographicmethod
verify authenticity.
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 Cyber Forensics: Investigation of 
digitalcrimes. 

 Firewall: Security system that 
incoming/outgoing traffic.

 ISP (Internet Service Provider): 
offering internet access.

 DataProtection:Legalcontroloverthe
anduseofpersonaldata.
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 India'sdigitaleconomyanduserbase
rapidlygrowing. 

 Cyberthreatssuchashacking,data
andfraudareincreasing.

 Need for protecting personal data and 
transactions. 

 Existingtraditionallawswerenotequipped 
handle cybercrimes.
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 Toprovidelegalrecognitionforelectronic 
records and signatures.

 Toregulatee-commerceandonline
 Tocurbcyberterrorism,childpornography, 

digital harassment.
 Toensurenationalsecurityin
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 Before 2000: No dedicated laws for 
activities. 

 Crimes involving computers handled 
underIndianPenalCode(IPC).

 Needforacomprehensivelawfelt
increasing online activity.

 

InfluencefromUNCITRALModelLaw
ctronic Commerce (1996).
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 Enactedon17thOctober
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 Grantlegalrecognitiontoe
digitalsignatures.

 Facilitate electronic filing of documents 
government agencies.

 Prevent and punish cybercrimes like 
phishing, and identity theft.

 Enablee-Governanceandonline
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 Coverscyberoffensesanddata
 Empowerslawenforcementwithinvestigation 

tools. 
 Recognizes electronic records and 
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 Establishes Certifying Authorities and 

Appellate Tribunal.
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 IndianPenalCode(IPC),1860
cyberoffenses. 

 IndianEvidenceAct,1872
electronic evidence.

 Bankers'BooksEvidenceAct,1891
ofdigitalrecords.

 ReserveBankofIndiaAct,1934
supportfordigital banking regulations.
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 Empower citizens and businesses 
Information Technology.

 MakeIndiaaglobalhubforITandIT
services. 

 Promote innovation and R&D in 
technologies. 

 EnsuresecureandreliableIT
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 •Appliestothewholeof
 •Alsoappliestoanyoffenceorcontravention 

committed outside India by any person.
 • Covers all electronic records and 

communications. 
 

•Applicabletocompanies,individuals,
ermediaries involved in digital 
transactions. 
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 •Legalrecognitionofelectronic
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 •Useofelectronicrecordsanddigital 

signaturesingovernmentanditsagencies.
 •Regulationofcertifying
 • Penalties and adjudication for 
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 • Digital Signature: Ensures authenticity 
integrity of electronic documents.
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 • Promotes electronic governance and 
record maintenance.

 

•Allowsfilingofapplications,forms,
er documents online.

 • Facilitates delivery of services 
electronic means.
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 •Attribution:Establishesauthorship
electronic records.

 •Acknowledgement:Confirmsreceipt
electronic records.

 •Dispatch:Timeandplace 
sending/receiving electronic 
communications. 
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 • Licensed to issue Digital 
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 •MonitoredbytheControllerofCertifying 
Authorities(CCA).
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signatures. 
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 •IssuedbyCertifying
 •Containssubscriber’spublickey,
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 • Legally binding and recognized under 
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 •Generatekeypairsecurely.
 •Acceptresponsibilityforprotection

private key. 
 •InformCertifyingAuthorityincaseof

compromise. 
 •Ensureusagealignswithcertificate 

conditions. 
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 •Cyber crimes like hacking, identity 
phishing. 

 • Fines and imprisonment depending 
severity. 

 •AdjudicatingofficersandCyber
Tribunal handle disputes.
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 •EntitieslikeISPs,web
social media platforms.

 

•Requiredtoobserveduediligence
perate with authorities.

 •Notliableforthird
asaneutralfacilitator.
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Security Practices and Procedures and 
SensitivePersonalDataor Information)Rules, 
2011. 

 •TheIntermediaryGuidelinesand
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electronic records retention, etc.
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 • Conducting business transactions 
throughelectronic means.

 • Includes buying, selling, online banking, 
marketing. 

 •ITActprovideslegalrecognition 
electronic transactions.

 •Enablese-filingofdocumentsand
paymentsystems.

 • Secures online data exchanges 
communications. 
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 •LegallyvalidunderSection10Aofthe 
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 • Criminal activities involving computers 
networks. 

 • Examples: Hacking, phishing, identity 
data breaches. 

 •PunishableunderITActandIPC
 •HandledbyCyberCrimeCellsacross
 •Increasedregulationtoensuredigital

trust. 
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 • Fraudulent activities executed via 
digitalmeans. 

 • Includes online scams, financial 
fake websites. 

 •Oftentargetbanking,e
personaldata. 

 •LegalremediesavailableunderITAct
IndianPenalCode.

 

•Usersadvisedtopracticecybersecurity
areness and report incidents.
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 •Establishedtohandleappeals
orders of adjudicating officers.

 •Dealswithdisputesrelatedtocyber
contraventions under IT Act.

 •ReplacedbyTelecomDisputesSettlement 
Appellate Tribunal (TDSAT) in 2017.

 •Ensuresjusticeindigitalandcyber
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 •Nationalagencyforrespondingto
securityincidents.

 •OperatesunderMeitY.
 •Issuesalertsandadvisoriesonlatest

threats. 
 •Coordinatesincidentresponse,vulnerability 

handling and risk mitigation.
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 •On-demanddeliveryofITservicesover
internet. 

 •Includesstorage,servers,databases, 
networking, software.

 •Raisesdatasecurityandjurisdiction 
concerns. 

 

•NotdirectlycoveredunderITAct,
ect to data protection norms.

 

•RegulatedindirectlythroughITrules
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 • Visit the National Cybercrime 
Portal (www.cybercrime.gov.in).

 •Choose'ReportWomen/Child
Crime' or 'Report Other Cybercrime'.

 •RegistercomplaintwithlocalCyberCell
policestation. 

 •Providenecessarydetailsandevidence
screenshots, emails, etc.

 •FIRcanbelodgedunderITActand
PenalCode(IPC). 
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 •Usestrong,uniquepasswordsand
themregularly. 

 • Install antivirus and update 
frequently. 

 

•Avoidclickingonsuspiciouslinks
nloading unknown attachments.

 • Use secure websites (HTTPS) for 
transactions. 

 • Enable two-factor authentication 
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 •Enactedinresponsetorisingcrimes
women, including online harassment.

 •Expandedthedefinitionofsexual
under IPC. 

 •Introducednewsectionstocover
andvoyeurism. 

 • Recognized online harassment as
punishable offence.
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 •Section354DIPC:Punishesstalkingincluding 
online stalking (up to 3 years imprisonment).

 •Section509IPC:Addressesobscenegestures, 
commentsoremails.

 •ITActSection66E:Punishesviolationof
through electronic means.

 •Victimscanreportanonymouslyandseek
protection and restraining orders.

 •CyberCellsandwomen’shelplines
availableforassistance.
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