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UNIT-I




History of Internet: Early
Development

11960s:ARPANETprojectfundedbytheUS
Department of Defense.

IARPANET connected research universities ad
defense contractors.

IUsed packet switching technology to enable
data transmission.

iIEmailbecamepopularinthel1970samong
academic and military users.




History of Internet:
Commercialization

11980s: TCP/IP protocol standardized ad
adopted widely.

11989: TimBerners-LeeproposedtheWorld
Wide Web.

11991:WWWmadepublic,changedthewsy
peopleaccesseddata.

11990s: Internet Service Providers (ISPs) began
offering access to the public.

1Rapidexpansionthroughthe1990sled
tthedot-comboom.




History of the World Wide Web

1DevelopedbyTimBerners—-LeeatCERN n
1989.
11991 :Firstwebsitelaunched(info.cern.ch).

iBrowserslikeMosaic(1993)andNetscape
Navigator (1994) fueled web adoption.

tHTML,URLs,andHTTPbecamete
foundationoftheWeb.

IE-commerce,socialmedia,andstreaming
transformed online experiences.
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Need for Cyber Law: Overview

1Theriseininternetusehasledtoincrease
icybercrimes.

iIConventionallawswereinsufficiento
address digital issues.

iICyberlawsregulateonlinebehaviorad
protectdigitalrights.

IProvidealegalframeworkfore-commerce
andonlinecontracts.




Need for Cyber Law: Key Reasons

IProtect against hacking, identity theft, ad
data breaches.

IEnsureprivacyandsecurityofpersonalad
financialdata.

IRegulate digital content and prevent qyer
terrorism.

IPromote trust and reliability in online
transactions.
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Cybercrime on the Rise: Common
Types

iHacking: Unauthorized access to systems ad
networks.

IPhishing:Deceptiveemailsorwebsiteststeal
data.

iMalware:Viruses,worms,ransomware
affecting systems.

ICyberstalking and cyberbullying via sodal
platforms.




Cybercrime on the Rise: Impacts

IFinancial losses to individuals ad
businesses.

ILoss of privacy and exposure of sensitive
data.

Disruption of services
(DDoSattacks,ransomware).

iThreats to national security ad
infrastructure.




Key Cyber Law Terms - Part 1

ICybercrime: lllegal activity using computers
or networks.

iHacking: Unauthorized intrusion no
computer systems.

IPhishing: Fraudulent attempts to obtain
sensitive data.

DigitalSignature:Cryptographicmethodb
verify authenticity.




Key Cyber Law Terms - Part 2

ICyber Forensics: Investigation of
digtalcrimes.

iIFirewall: Security system that controls
incoming/outgoing traffic.

IISP (Internet Service Provider): Company
offering internet access.

iDataProtection:Legalcontrolovertheaccess
anduseofpersonaldata.




Need for Cyber Law in India -
Overview

iindia'sdigitaleconomyanduserbases
rapidlygrowing.

ICyberthreatssuchashacking,databreaches,
andfraudareincreasing.

INeed for protecting personal data and online
transactions.

1Existingtraditionallawswerenotequipped b
handle cybercrimes.




Need for Cyber Law in India -
Specific Reasons

iToprovidelegalrecognitionforelectronic
records and signatures.
iToregulatee-commerceandonlinebanking.

iTocurbcyberterrorism,childpornography, and
digital harassment.

iToensurenationalsecurityincyberspace.




History of Cyber Law in India -
Early Stage

Before 2000: No dedicated laws for oper
activities.

ICrimes involving computers handled
undeindianPenalCode(IPC).

iINeedforacomprehensivelawfeltwih

increasing online activity.
I

InfluencefromUNCITRALModelLawakle
ctronic Commerce (1996).




History of Cyber Law in India - IT
Act, 2000

iIEnactedon17thOctober2000.

ilndia's first law on electronic commerce ad
cybercrime.

iProvidedlegalrecognitionforelectronic
documents.

Defined cybercrime and laid penalties fr
offenses.




Information Technology Act, 2000
- Key Objectives

iGrantlegalrecognitiontoe-documentsad
digitalsignatures.

iIFacilitate electronic filing of documents wih
government agencies.

IPrevent and punish cybercrimes like hacking,
phishing, and identity theft.

iIEnablee-Governanceandonlinecontracts.




Information Technology Act, 2000
- Key Features

iCoverscyberoffensesanddataprotection.

IEmpowerslawenforcementwithinvestigation
tools.

IRecognizes electronic records and digital
signatures.

IEstablishes Certifying Authorities and Gghber
Appellate Tribunal.




Other Laws Amended by IT Act,
2000

illndianPenalCode(IPC),1 860-toinclude
cyberoffenses.

iindianEvidenceAct,1872-admissibility ¢
electronic evidence.

1Bankers'BooksEvidenceAct,1891 -inclusion
ofdigitalrecords.

1ReserveBankoflndiaAct,1934-
supportfdigital banking regulations.




National Policy on Information
Technology 2012 - Vision

IEmpower citizens and businesses through
Information Technology.

1iMakelndiaaglobalhubforlTandIT-enabled
services.

IPromote innovation and R&D in digital
technologies.

iIEnsuresecureandreliablelTinfrastructure.




National Policy on Information
Technology 2012 - Key Goals

lncreaselCTcontributiontoGDP.

IPromote digital literacy and IT skil
development.
IEnhancecybersecurityanddataprotection.

IFoster e-Governance and inclusive gromh
through IT.




UNIT-II




Applicability of the IT Act, 2000

1+ Appliestothewholeofindia.

1+ Alsoappliestoanyoffenceorcontravention
committed outside India by any person.

1+ Covers all electronic records and digital

communications.
[

- Applicabletocompanies,individuals,adnt
ermediaries involved in digital
transactions.




Important Provisions of the Act

1-Legalrecognitionofelectronicrecords.
1-Legalrecognitionofdigitalsignatures.
1+ Useofelectronicrecordsanddigital

signaturesingovernmentanditsagencies.
1+ Regulationofcertifyingauthorities.

1+ Penalties and adjudication for ofer
offences.




Digital and Electronic Signatures

1+ Digital Signature: Ensures authenticity ad
integrity of electronic documents.

1+ Electronic Signature: Broader term including
various types of electronic authentication.

1+ Bothprovidelegalvaliditytoelectronic
records.




Digital Signature under the IT Act,
2000

1+ Usedtoauthenticateanelectronicrecord.

1- Mustbesecureandissuedbyalicensed
Certifying Authority.

1+ Ensuresnon-repudiationandsecurity ¢
digital communications.




E-Governance

1+ Promotes electronic governance and digital

record maintenance.
[

- Allowsfilingofapplications,forms,atbth
er documents online.

1+ Facilitates delivery of services through
electronic means.




Electronic Records: Attribution,
Acknowledgement & Dispatch

1+ Attribution:Establishesauthorshipd
electronic records.

1+ Acknowledgement:Confirmsreceiptd
electronic records.

1- Dispatch:Timeandplace ¢
sending/receiving electronic
communications.




Certifying Authorities

1+ Licensed to issue Digital Signature
Certificates (DSCs).

1+ MonitoredbytheControllerofCertifying
Authorities(CCA).

1+ Ensuresecurityandvalidityofelectronic
signatures.




Electronic Signature Certificates

1-IssuedbyCertifyingAuthorities.

1- Containssubscriber’spublickey,identity,
anddigitalsignature.

1+ Legally binding and recognized under
teAct.




Duties of Subscribers

1-Generatekeypairsecurely.

1+ Acceptresponsibilityforprotectiond
private key.

1+ InformCertifyingAuthorityincaseofley
compromise.

1-Ensureusagealignswithcertificate
conditions.




Penalties and Offences

1+ Cyber crimes like hacking, identity theft,
phishing.

1+ Fines and imprisonment depending m
severity.

1+ AdjudicatingofficersandCyberAppellate
Tribunal handle disputes.




Intermediaries

1« EntitieslikelSPs,web-hostingservices,

social mec
[]

- Requirec

ia platforms.

toobserveduediligenceart

perate wit

n authorities.

OO0

1- Notliableforthird-partycontentifading
asaneutra

Ifacilitator.




UNIT-III




Rules Issued Under IT Act, 2000

1-InformationTechnology(Reasonable
Security Practices and Procedures and

SensitivePersonalDataor Information)Rules,
2011.

1« ThelntermediaryGuidelinesandDigital
Media Ethics Code Rules, 2021.
- RulesforCertifyingAuthorities.

1+ CyberAppellateTribunal(Procedure)Rules.

1+« Rulesforelectronicservicedelivery,
electronic records retention, etc.




Electronic Commerce

1+ Conducting business transactions
throughelectronic means.

1+ Includes buying, selling, online banking, e
marketing.

1-ITActprovideslegalrecognition b
electronic transactions.

1- Enablese-filingofdocumentsande
paymentsystems.

1+ Secures online data exchanges ad
communications.




Electronic Contracts

1+ LegallyvalidunderSection10Aofthe TACt.

1+ Formedthroughelectroniccommunication
likeemail,onlineforms.

1+ Offer,acceptance,andintentiontocontract
areessential.

1+ Digital/electronicsignaturesauthenticate
contracts.

1-Bindingifcompliantwithlegalformalities.




Cyber Crimes

1+ Criminal activities involving computers @
networks.

1+ Examples: Hacking, phishing, identity theft,
data breaches.

1+ PunishableunderITActandIPCprovisions.

1+HandledbyCyberCrimeCellsacrossindia.

1-Increasedregulationtoensuredigitalsafetyand
trust.
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Cyber Frauds

1- Fraudulent activities executed via
digtalmeans.

1+ Includes online scams, financial frauds,
fake websites.

1+ Oftentargetbanking,e-commercead
personaldata.

1-LegalremediesavailableunderlTAct&

IndianPenalCode.
i

- Usersadvisedtopracticecybersecurityaw
areness and report incidents.




UNIT-1V




Department of Electronics and
Information Technology (DeitY)

i
- NowpartofMinistryofElectronicsadnfor

mation Technology (MeitY).
[

- FormulatespoliciesonlT,electronics,adnte
rnet governance.

1+ Responsibleforpromotionofe-Governance
anddigitalservices.

1+ Implements IT Act provisions
attybersecurity policies.




Controller of Certifying Authorities
(CCA)

1. EstablishedunderthelTAct,2000.

1+ RegulatesfunctioningofCertifying
Authorities (CAs).

1-Issueslicensesandensurescompliance
with standards.

1+ Maintains trust in digital signature
ecosystem.




Cyber Appellate Tribunal

1- Establishedtohandleappealsagainst
orders of adjudicating officers.

1- Dealswithdisputesrelatedtocyberaimesand
contraventions under IT Act.

1+ ReplacedbyTelecomDisputesSettlement and
Appellate Tribunal (TDSAT) in 2017.

1+ Ensuresjusticeindigitalandcyberbw
cases.
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Indian Computer Emergency
Response Team (ICERT)

1- Nationalagencyforrespondingtocqyber
securityincidents.

1+ OperatesunderMeitY.

1-Issuesalertsandadvisoriesonlatestoper
threats.

1+ Coordinatesincidentresponse,vulnerability
handling and risk mitigation.




Cloud Computing

1-On-demanddeliveryoflTservicesoverte
Internet.

1-Includesstorage,servers,databases,
networking, software.

1+ Raisesdatasecurityandjurisdiction

concerns.
[

- NotdirectlycoveredunderlTAct,bkubj

ect to data protection norms.
i

- RegulatedindirectlythroughlTrulesatMei
tYguidelines.
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Important Case Laws under IT Act

1+ AvnishBajajv.State(Bazee.comase):.
Liability of intermediaries.

1-ShreyaSinghalv.Unionoflndia:Struck
downSection66A forviolatingfreedomof
speech.

1-SonySambandhcase:Firstconvictionunderl T
Act.

1+ Nasscomv.AjaySood:Emailspoofing
declaredillegal.

1+ lllustratesevolvinginterpretationofl Thv
byjudiciary.
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UNIT-V




Introduction to Cybercrime

1+ Cybercrimereferstoillegalactivities
involvingcomputersordigitaldevices.

1-Includeshacking,identitytheft,
cyberstalking,phishing,onlinefraud,etc.

1+ Targets individuals, businesses, @
governments.

1+ Rapidincreaseduetodigitaltransformation
andinternetusage.




Procedure to Report Cybercrime

1+ Visit the National Cybercrime Reporting
Portal (www.cybercrime.gov.in).

1« Choose'ReportWomen/ChildRelated
Crime' or 'Report Other Cybercrime'.

1- RegistercomplaintwithlocalCyberCello
policestation.

1- Providenecessarydetailsandevidencesuhas
screenshots, emails, etc.

1+ FIRcanbelodgedunderITActandindian
PenalCode(IPC).




_ possible.

Basic Rules for Safe Operations

1+« Usestrong,uniquepasswordsandchange
themregularly.

1+ Install antivirus and update software

frequently.
i

- Avoidclickingonsuspiciouslinksaow
nloading unknown attachments.

1+ Use secure websites (HTTPS) for financial
transactions.

1- Enable two-factor authentication whae



Criminal Law (Amendment) Act,
2013

1« Enactedinresponsetorisingcrimesagainst
women, including online harassment.

1- Expandedthedefinitionofsexualoffences
under IPC.

1« Introducednewsectionstocoverstalking
andvoyeurism.

1+ Recognized online harassment asa
punishable offence.




Remedies for Online Harassment &
Cyberstalking

Do

Section354DIPC:Punishesstalkingincluding
online stalking (up to 3 years imprisonment).

-Section509IPC:Addressesobscenegestures,

commentsoremails.

- ITActSection66E:Punishesviolationofprivacy

through electronic means.

- Victimscanreportanonymouslyandseekledl

protection and restraining orders.

- CyberCellsandwomen’shelplinesae

availableforassistance.




