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Course Objectives: 

1. To introduce the Fundamentals of data communication networks 

2. To demonstrate the Functions of various protocols of Data link layer. 

3. To demonstrate Functioning of various Routing protocols. 

4. To introduce the Functions of various Transport layer protocols. 

5. To understand the significance of application layer protocols 

Course Outcomes: Upon completing this course, the student will be able to 

1. Know the Categories and functions of various Data communication Networks 

2. Design and analyze various error detection techniques. 

3. Demonstrate the mechanism of routing the data in network layer 

4. Know the significance of various Flow control and Congestion control Mechanisms 

5. Know the Functioning of various Application layer Protocols. 

UNIT - I: 

Introduction to Data Communications: Components, Data Representation, Data Flow, Networks-

Distributed Processing, Network Criteria, Physical Structures, Network Models, Categories of 

Networks Interconnection of Networks, The Internet - A Brief History, The Internet Today, Protocol 

and Standards- Protocols, Standards, Standards Organizations, Internet Standards. Network Models, 

Layered Tasks, OSI model, Layers in OSI model, TCP/IP Protocol Suite, Addressing Introduction, 

Wireless Links and Network Characteristics, WiFi: 802.11 Wireless LANs -The 802.11 Architecture, 
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UNIT-1 

Introduction to Data Communications: Components, Data Representation, Data Flow, Networks-

Distributed Processing, Network Criteria, Physical Structures, Network Models, Categories of 

Networks Interconnection of Networks, The Internet - A Brief History, The Internet Today, 

Protocol and Standards- Protocols, Standards, Standards Organizations, Internet Standards. 

Network Models, Layered Tasks, OSI model, Layers in OSI model, TCP/IP Protocol Suite, 

Addressing Introduction, Wireless Links and Network Characteristics, WiFi: 802.11 Wireless LANs -

The 802.11 Architecture, 

Introduction 
Data communications and networking  

Change the way we do business and the way we live. Business decisions have to be made more 

quickly. Decision depends on immediate access to accurate information. Business today rely on 

computer networks and internetworks. Before get hooked up, we need to know: 

How networks operate? 

What types of technologies are available? 

Which design best fills which set of needs? 

Development of the PC changes a lot in business, industry, science and education. Similar revolution 

is occurring in data communication and networking. Technologies advances are making it possible 

for communications links to carry more and faster signals. Services are evolving to allow the use of 

this expanded capacity. For example telephone services extended to have Conference calling, Call 

waiting, Voice mail, Caller ID. 

Communication: Means sharing information Local (face to face) or remote (over distance) 

Telecommunication: Telephone, telegraph and television. Mean’s communication at a distance. Tele 

is Greek for far. 

Data: Refers to information. Presented in any form. Agreed upon by the parties (creating & using) 

Data communication: is the exchange of data between two devices via some form of transmission 

medium (wire cable). 

Communication system made up of a combination of hardware and software. Effectiveness of data 

communication system depends on: 

1. Delivery: The system must deliver data to correct destination. Data received by the indented 

user only. 

2. Accuracy: The system must deliver data accurately (no change). Data changed & 

uncorrected is unusable. 

3. Timeliness: The system must deliver data in timely manner. Data arrived late are useless. In 

the same order (video and audio) & without delay (Real time transmission). 

4. Jitter: Variation in the packet arrival time (uneven quality in the video is the result). 



 

 

 

Components 

A data communication system is made up of five components 

 

1.Message: the information (data) to be communicated Consist of text, numbers, pictures, 

audio, or video 

2.Sender: the device that sends the data message Computer, workstation, telephone handset, 

video camera, … 

3.Receiver: the device that receives the message Computer, workstation, telephone handset, 

television, …. 

4.Medium: The physical path by which a message travels from sender to receiver twisted pair, 

coaxial cable, fibre- optic, radio waves. 

 



 

 

 

5.Protocol: a set of rules that govern data communications. An agreement between the 

communicating devices. Devices may be connected but not communicating (no protocol).Arabic 

speaker with Japanese speaker. 

Data Representation 

 

Text:  

Sequence of bits (0s or 1s).Different sets of patterns to represent text symbols (each set is called: 

code).ASCII: 7 bits (128 symbols). common coding system today is Unicode uses: 32 bits to represent 

a symbol or character in any language (4,294,967,296). 

 

Numbers:  

Represented by bit patterns. The number is directly converted to a binary number 

Images:  

Represented by bit patterns. A matrix of pixel. Resolution: size of the pixels. High resolution: 

more memory is needed. Each pixel is assigned a bit pattern 

1-bit pattern (black and white dots image) 

2-bit pattern (4 levels of grey) 



 

 

RGB (colour images) 

Audio: 

Continuous not discrete. it Change to digital signal 

Video: 

Recording or broadcasting of a picture or movie. Change to digital signal. 

Data Flow 

Communication between two devices can be 

1.Simplex 

2.Half-Duplex 

3.Full-Duplex 

1.Simplex (one way street) 

The communication is unidirectional. Only one device on a link can transmit; the other can only 

receive. Use the entire capacity of the channel to send data. 

Example: Keyboards, Monitors 

 

2. Half-Duplex (one-lane with two-directional traffic) 

Each station can both transmit and receive, but not at the same time. When one device is 

sending, the other can only receive, and vice versa. The entire capacity of a channel is taken over 

by the transmitting device 

Example: Walkie-talkies  

 

3.Full-Duplex (Duplex) (two-way street) 

Both stations can transmit and receive at same time. In Signal’s going in either direction sharing 

the capacity of the link. Sharing can occur in two ways: Link has two physically separate 

transmission paths. One for sending and the other for receiving. The capacity of the channel is 

divided between signals travelling in both directions. 

Example: Telephone network 



 

 

 

 

Network:  A set of devices (nodes) connected by communication links 

Node: computer, printer, … 

Distributed Processing: Most networks used it Task is divided among multiple computers instead 

of one single large computer 

Network Criteria  

Network must meet a certain number of criteria, The most important  of the network criterions  

are: Performance, Reliability& Security. 

Performance 

Transit time: A mount of time required for a message to travel from one device to another 

Response time: Elapsed time between an inquiry and a response 

Performance depends on : 

 1- Number of users: large number slow response time. 

 2- Type of transmission medium: fiber-optic cabling faster than others cables. 

 3- Capabilities of the connected hardware: affect both the speed and capacity of 

transmission. 

4- Efficiency of the software: process data at the sender and receiver and intermediate 

affects network performance 

Performance is evaluated by two contradictory networking metrics: 

Throughput (high): a measure of how fast we can actually send data through a network 

Delay (low) 

Reliability 

Reliability is measured by: Frequency of failure, Recovery time of a network after a failure Network’s 

robustness in a catastrophe: protect by good back up network system 

Security 

Protecting data from unauthorized access 

Protecting data from damage and development 

Implementing policies and procedures for recovery from breaches and data losses (Recovery plan) 

Physical Structures: 



 

 

Type of connection 

Network: Two or more devices connected through links 

Link: Communication pathway that transfers data from one device two another 

Two devices must be connected in some way to the same link at the same time. Two possible types: 

Point-to-Point 

Multipoint 

Point-to-Point 

 Dedicated link between two devices 

Entire capacity of the link is reserved for transmission between those two devices 

Use an actual length of wire or cable 

 

Other options, such as microwave or satellite is possible 

Example: Television remote control 

 

Multipoint (multidrop) 

 More than two devices share a single link 

Capacity is shared 

Channel is shared either spatially or temporally 

 Spatially shared: if devices use link at same time 

 Timeshare: if users must take turns 



 

 

 

Physical Topology 

 The way a network is laid out physically 

 Two or more links form a topology 

 The topology of a network is the geometric representation of the relationship of all the links 

and linking devices (nodes) to one another. 

Four topologies : Mesh, Star, Bus, and Ring 

 

Mesh 

To link n devices fully connected mesh has: 

     n ( n - 1) / 2 physical channels (Full-Duplex) 

Every Device on the network must have 

   n - 1 ports 

 

Mesh 



 

 

Example: 

  8 devices in mesh has links: n(n-1) / 2 

 

  number of links = 8 (8-1)/2 = 28 

 

  number of ports per device = n – 1 = 8 –1 = 7 

Advantages 

 Each connection carry its own data load (no traffic problems) 

 A mesh topology is robust 

 Privacy or security 

 Fault identification and fault isolation 

Disadvantages 

 Big amount of cabling 

 Big number of I/O ports 

 Installation and reconnection are difficult 

 Sheer bulk of the wiring can be greater than the available space 

 Hardware connect to each I/O could be expensive 

 Mesh topology is implemented in a limited fashion; e.g.,  as backbone of hybrid network 

Star: 

Dedicated point-to-point to a central controller (Hub). No direct traffic between devices. The control 

acts as an exchange 

 

Advantages 

 Less expensive then mesh 

 Easy to install and reconfigure 

 Less cabling 

 Additions, moves, and deletions required one connection 

 Robustness : one fail does not affect others 

 Easy fault identification and fault isolation 

Disadvantages 



 

 

 Dependency of the whole topology on one single point (hub) 

 More cabling than other topologies ( ring or bus) 

 Used in LAN 

 

Bus 

It is multipoint  One long cable acts as a backbone. Used in the design of early LANS, and Ethernet 

LANs 

 

Nodes connect to cable by drop lines and taps. Signal travels along the backbone and some of its 

energy is transformed to heat. Limit of number of taps and the distance between taps 

 

Advantages 

 Ease of installation 

 Less cables than mesh, star topologies 

Disadvantages 

 Difficult reconnection and fault isolation ( limit of taps) 

 Adding new device requires modification of backbone 

 Fault or break stops all transmission 

 The damaged area reflects signals back in the direction of the origin, creating noise in both 

directions 

 

 



 

 

Ring 

Each device has dedicated point-to-point connection with only the two devices on either side of it 

A signal is passed along the ring in one direction from device to device until it reaches its destination 

Each devices incorporates a Repeater 

 

Advantages 

 Easy of install and reconfigure 

 Connect to immediate neighbors 

 Move two connections for any moving (Add/Delete) 

 Easy of fault isolation 

Disadvantage 

 Unidirectional 

 One broken device can disable the entire network. This weakness can be solved by using a 

dual ring or a switch capable of closing off the break 

 Hybrid Topology 

Example: having a main star topology with each branch connecting several stations in a bus topology 

Categories of Networks 

Network Category depends on its size 

Two primary categories 

LAN: Covers area < 2miles 

WAN: Can be worldwide 

MAN: Between LAN & WAN, span 10s of miles 

Local Area Network (LAN) 

Privately owned. Links devices in the same office, building, or campus. Simple LAN: 2 PCs & 1 printer 

in home or office. Size is limited to a few kilometers.Allow resources to be shared (hardware, 

software, or data). 



 

 

 

An isolated LAN connecting 12 computers to a hub in a closet 

LAN is distinguished by: 

 Size (# users of OS, or licensing restrictions) 

 Transmission medium (only one type) 

 Topology (bus, ring, star) 

 

Data Rates (speed): 

Early: 4 to 16 Mbps 

Today: 100 to 1000 Mbps 

 

 

 

 

 



 

 

Wide Area Networks (WAN) 

Provides long-distance transmission of data over large geographic areas (country, continent, world)

 

Switched WAN is a Backbone of the Internet. Dialup line point-to-point WAN.Leased line from a 

telephone company. 

 



 

 

 

Metropolitan Area Networks (MAN) 

 Size between LAN and WAN 

 Inside a town or a city 

Example: the part of the telephone company network that can provide a high-speed DSL to the 

customer 

Interconnection of Networks: Internetworks 

Two or more networks connected together 

 

The Internet 

Internet has revolutionized many aspects of our daily lives. It has affected the way we do business as 

well as the way we spend our leisure time. Internet is a communication system that has brought a 

wealth of information to our fingertips and organized it for our use. An internet is 2 or more 

networks that can communicate with each other. The Internet is a collaboration of more than 

hundreds of thousands of interconnected networks An internet (small i) is two or more networks. 

Notable internet is called the Internet (hundreds of thousands interconnected networks)  

 Private individuals + government agencies + school + research facilities + Corporations + libraries  in 

more than 100 countries  

This communication system came in 1969. Mid-1960 (ARPA) Advanced Research Projects Agency in 

(DOD) was interested to connect mainframes in research organizations. 1967, ARPA presented its 

ideas for ARPANET. Host computer connecting to (IMP) interface message processor. Each IMP 

communicate with other IMP. 1969, four nodes (universities) connected via IMPs to form a network. 



 

 

Software (NCP) Network Control Protocol provided communication between the hosts.. 1972,  Vint 

Cerf and Bob Kahn invented (TCP) Transmission Control Protocol. Later TCP was split to (TCP) 

Transmission Control Protocol and (IP) Internetworking Protocol 

Internet Today 

Made of many LANs and WANs. Every day new networks area added and removed. Internet services 

Providers (ISPs) offer services to the end users.  

 International service providers                                                             

 National service providers 

 Regional service providers 

 Local service providers  

 

   

                                                           Hierarchical organization of the Internet 

Protocols and Standards 

 Protocol synonymous with rule 

 Standards: agreed-upon rules 

 

Protocols 

A protocol is a set of rules that govern data communications,Defines What, How, and When it is 

communicated 

Elements of a protocol: 

 Syntax: structure or format of data 

Example: 8-bits address of sender, 8-bits address of receiver 



 

 

 

 Semantics: meaning of each section of bits 

Example: Does the address is a route to be taken or the final destination of the message 

 

 Timing:  when data should be sent and how fast they can be sent 

overload and data loose 

Standards 

Essential in creating and maintaining an open and competitive market for equipment manufactures. 

Guaranteeing national and international interoperability of data and telecommunication technology 

and processes. Providing guidelines to manufacturers, vendors, government agencies, and other 

service providers to ensure the kind of interconnectivity necessary in today’s marketplace and in 

international communications 

Two categories 

De facto: not approved by an organized body but adopted as standards through widespread use 

De jure: Legislated by an officially recognized body 

Standards are developed through the cooperation of: 

Standards Creation Committees 

ISO, ITU-T, CCITT, ANSI, IEEE, EIA 

Forums 

Created by special-interest groups 

Present their conclusions to the standards bodies 

Regulatory Agencies 

Ministry of Telecommunication and Information Technology (KSA) 

Purpose: Protecting the public by regulating radio, television, and communication 

Internet standards 

Tested thoroughly tested specification that is useful to be adhered to by those who work with the 

Internet 

Formalized regulation that must be followed 

Specification become Internet standard 

Begins as Internet draft for 6 months 

Upon recommendation from the Internet authorities draft published as Request for Comment (RFC) 

RFC is edited, assigned a number, and made available to all interested parties. 



 

 

 

                             

 

 

 

The OSI Model and the TCP/IP Protocol 

An ISO (International standard Organization) that covers all aspects of network communications is 

the Open System Interconnection (OSI) model. An open system is a model that allows any two 

different systems to communicate regardless of their underlying architecture (hardware or 

software). The OSI model is not a protocol; it is model for understanding and designing a network 

architecture that is flexible, robust and interoperable. 

 



 

 

                             

 

 



 

 

 

 

 

 

 

 

 

Layer in the OSI Model 

The functions of each layer in the OSI model is briefly described. The topics discussed in this section 

include: 

Physical Layer 

Data Link Layer 

Network Layer 

Transport Layer 

Session Layer 

Presentation Layer 

Application Layer 

Summary of Layers 

 

 



 

 

Physical layer 

 

The physical layer is concerned with the following: 

Physical characteristics of interfaces and media: The physical layer defines the characteristics of the 

interface between devices and the transmission media, including its type.  

Representation of the bits: the physical layer data consist of a stream of bits  without any 

interpretation. To be transmitted, bits must be encoded into signals –electrical or optical-. The 

physical layer defines the type of encoding. 

Data rate: The physical layer defines the transmission rate, the number of bits sent each second. 

Line configuration:  the physical layer is concerned with the connection of devices to the medium. 

Physical topology, Transmission Mode. 

Data link layer 

 

Functions of the data link layer: 

Framing. The data link layer divides the stream of bits received from the network layer into data 

units called frames. 

Physical addressing: If frames are to be distributed to different systems on the network, the data link 

layer adds a header to the frame to define the physical address of the sender (source address) 

and/or receiver (destination address) of the frame. If the frame is intended for a system outside the 

sender’s network, the receiver address is the address of the device that connects one network to the 

next. 



 

 

Flow Control: If the rate at which the data are absorbed by the receiver is less than the rate 

produced in the sender, the data link layer imposes a flow control mechanism to prevent 

overwhelming the receiver. 

Error control: The data link layer adds reliability to the physical layer by adding mechanisms to 

detect and retransmit damaged or lost frames. Error control is normally achieved through a trailer to 

the end of the frame. 

Access Control: When two or more devices are connected to the same link, data link layer protocols 

are necessary to determine which device has control over the link at any time. 

 

 

Network Layer 

The Network layer is responsible for the source-to-destination delivery of a packet possible across 

multiple networks. If two systems are connected to the same link, there is usually no need for a 

network layer. However, if the two systems are attached to different networks, there is often a need 

for the network layer to accomplish source-to-destination delivery. 

Logical addressing: The physical addressing implemented by the data link layer handles the 

addressing problem locally. The network layer adds a header to the packet coming from the upper 

layer, among other things, includes the logical address of the sender and receiver. 



 

 

Routing: When independent networks or links are connected together to create an internetwork (a 

network of networks) or a large network, the connecting devices (called routers or gateways) route 

or switch the packets to their final destination. 

 

 

 

 

Transport Layer 

The transport layer is responsible for process-to-process delivery of the entire message. The network 

layer oversees host-to-destination delivery of individual packets, it does not recognize any 

relationship between those packets. The transport layer ensures that the whole message arrives 

intact and in order, overseeing both error control and flow control at the process-to-process level. 

                            Reliable process-to-process delivery of a message 



 

 

 

Functions of the transport layer 

Port addressing: Computer often run several processes (running programs) at the same time. 

Process-to-process delivery means delivery from a specific process on one computer to a specific 

process on the other. The transport layer header include a type of address called port address. The 

network layer gets each packet to the correct computer; the transport layer gets the entire message 

to the correct process on that computer. 

Segmentation and reassembly: a message is divided into transmittable segments, each having a 

sequence number. These numbers enable the transport layer to reassemble the message correctly 

upon arrival at the destination. 

Connection control: The transport layer can be either connectionless or connection-oriented. A 

connectionless transport layer treats each segment as an independent packet and delivers it to the 

transport layer at the destination machine. A connection-oriented transport layer makes a 

connection with the transport layer at the destination machine first before delivering the packets. 

After all the data are transferred, the connection is terminated. 

Flow control:  the transport layer performs a flow control end to end. The data link layer performs 

flow control across a single link. 

Error control: the transport layer performs error control end to end. The data link layer performs 

control across a single link. 

 



 

 

SESSION LAYER 

The session layer allows session establishment between processes running on different stations. It 

provides:  

Session establishment, maintenance and termination: allows two application processes on different 

machines to establish, use and terminate a connection, called a session.  

Session support: performs the functions that allow these processes to communicate over the 

network, performing security, name recognition, logging, and so on. 

 

PRESENTATION LAYER 

The presentation layer formats the data to be presented to the application layer. It can be viewed as 

the translator for the network. This layer may translate data from a format used by the application 

layer into a common format at the sending station, then translate the common format to a format 

The presentation layer provides:  

Character code translation: for example, ASCII to EBCDIC. Data conversion: bit order, CR-CR/LF, 

integer-floating point, and so on. Data compression: reduces the number of bits that need to be 

transmitted on the network. Data encryption: encrypt data for security purposes. For example, 

password encryption. 

 

 

 



 

 

APPLICATION LAYER 

The application layer serves as the window for users and application processes to access network 

services. This layer contains a variety of commonly needed functions: Resource sharing and device 

redirection, Remote file access, Remote printer access, Inter-process communication, Network 

management, Directory services , Electronic messaging (such as mail) , Network virtual terminals. 

 

 

 

 

TCP/IP Protocol Suite 

The TCP/IP protocol suite is made of five layers: physical, data link, network, transport, and 

application. The first four layers provide physical standards, network interface, internetworking, and 

transport functions that correspond to the first four layers of the OSI model. The three topmost 

layers in the OSI model, however, are represented in TCP/IP by a single layer called the application 

layer. 

The topics discussed in this section include: 

Physical and Data Link Layers 

Network Layer 

Transport Layer 

Application Layer 



 

 

 

 

Wireless Link Characteristics (1) 

important differences from wired link …. 

decreased signal strength: radio signal attenuates as it propagates through matter (path loss) 

interference from other sources: standardized wireless frequencies (e.g., 2.4 GHz) shared by other 

devices (e.g., phone); devices (motors) interfere as well 

multipath propagation: radio signal reflects off objects/ground, reaching destination at slightly 

different times 

…. make communication across (even a point to point) wireless link much more “difficult” 

Wireless Link Characteristics (2) 

SNR: signal-to-noise ratio 

larger SNR – easier to extract signal from noise (a “good thing”) 

SNR versus BER trade offs 

-error-rate (BER) 

given SNR: choose physical layer that meets BER requirement, giving highest thruput 

SNR may change with mobility: dynamically adapt physical layer (modulation technique, rate) 

                                                                                      



 

 

 

 

 

Wireless network characteristics 

Multiple wireless senders and receivers create additional problems (beyond multiple access): 

 

 

 

 



 

 

Code Division Multiple Access (CDMA) 

 unique “code” assigned to each user; i.e., code set partitioning 

 all users share same frequency, but each user has own “chipping” sequence (i.e., code) to 

encode data 

 allows multiple users to “coexist” and transmit simultaneously with minimal interference (if 

codes are “orthogonal”) 

 encoded signal = (original data) X (chipping sequence) 

 decoding: inner-product of encoded signal and chipping sequence. 

CDMA encode/decode 

 

CDMA: two-sender interference 

 



 

 

IEEE 802.11 Wireless LAN 

802.11b 

 2.4-5 GHz unlicensed spectrum 

 up to 11 Mbps 

 direct sequence spread spectrum (DSSS) in physical layer 

802.11a  

 5-6 GHz range 

 up to 54 Mbps 

802.11g  

 2.4-5 GHz range 

 up to 54 Mbps 

802.11n: multiple antennae 

 2.4-5 GHz range 

 up to 200 Mbps 

all use CSMA/CA for multiple access 

all have base-station and ad-hoc network versions 

IEEE 802.11 Architecture 

 

 

 

 



 

 

IEEE 802.11 Architecture and Services 

Basic service set (BSS) consists of some number of stations executing the same MAC protocol and 

competing for access to the same shared wireless medium. A BSS may be isolated or it may connect 

to a backbone distribution system (DS) through an access point (AP). In a BSS, client stations do not 

communicate directly with one another. In an IBSS the stations all communicate directly. No AP is 

involved. An IBSS is typically an ad hoc network. 

                                                                     

An extended service set (ESS) consists of two or more basic service sets interconnected by a 

distribution system. To integrate the IEEE 802.11 architecture with a traditional wired LAN, a portal 

is used. 

IEEE 802.11 Operating Modes 

802.11 Infrastructure Mode 

 at least one wireless AP and one wireless client. 

                   

802.11 Ad Hoc Mode 

 wireless clients communicate directly with each other without the use of a wireless AP 

                            
 



 

 

IEEE 802.11 Terminology 

 
Each layer has Service Data Unit (SDU) as input. Each layer makes Protocol Data Unit (PDU) 

as output to communicate with the corresponding layer at the other end. SDUs may be 

fragmented or aggregated to form a PDU. PDUs have a header specific to the layer. 

 
 

 

 

 

 

 

 



 

 

IEEE 802.11 Services 
IEEE 802.11 defines nine services that need to be provided by WLAN 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

UNIT-2 

Data Link Layer: Links, Access Networks, and LANs- Introduction to the Link Layer, The Services 

Provided by the Link Layer, Types of errors, Redundancy, Detection vs Correction, Forward error 

correction Versus Retransmission Error-Detection and Correction Techniques, Parity Checks, Check 

summing Methods, Cyclic Redundancy Check (CRC) , Framing, Flow Control and Error Control 

protocols , Noisy less Channels and Noisy Channels, HDLC, Multiple Access Protocols, Random 

Access ,ALOHA, Controlled access, Channelization Protocols. 802.11 MAC Protocol, IEEE 802.11 

Frame 

DATA LINK LAYER 

OVERVIEW OF DLL 

The data link layer transforms the physical layer, a raw transmission facility, to a link responsible for 

node-to-node (hop-to-hop) communication. Specific. responsibilities of the data link layer include 

framing, addressing, flow control, error control, and media access control. 

 

DLL DESIGN ISSUES 

1. Services Provided to the Network Layer 

*The network layer wants to be able to send packets to its neighbors without worrying 

about the details of getting it there in one piece. 

2. Framing 

* Group the physical layer bit stream into units called frames. Frames are nothing more than 

"packets" or "messages". By convention, we use the term "frames" when discussing DLL. 

3. Error Control 

*Sender checksums the frame and transmits checksum together with data. Receiver re-

computes the checksum and compares it with the received value. 

4. Flow Control 

*Prevent a fast sender from overwhelming a slower receiver. 

DATA LINK LAYER DESIGN ISSUES 



 

 

Providing a well-defined service interface to the network layer. Dealing with transmission errors. 

Regulating the flow of data so that slow receivers are not swamped by fast senders. For this, the 

data link layer takes the packets it gets from the network layer and encapsulates them into frames 

for transmission. Each frame contains a frame header, a payload field for holding the packet, and a 

frame trailer. 

 

SERVICES PROVIDED TO THE NETWORK LAYER 

The function of the data link layer is to provide services to the network layer. The principal service is 

transferring data from the network layer. on the source machine to the network layer on the 

destination machine. The data link layer can be designed to offer various services. The actual 

services offered can vary from system to system. Three reasonable possibilities that are commonly 

provided are 

1) Unacknowledged Connectionless service 

2) Acknowledged Connectionless service 

3) Acknowledged Connection-Oriented service 

UNACKNOWLEDGED CONNECTIONLESS SERVICE 

Unacknowledged connectionless service consists of having the source machine send independent 

frames to the destination machine without having the destination machine acknowledge them. No 

logical connection is established beforehand or released afterward. If a frame is lost due to noise on 

the line, no attempt is made to detect the loss or recover from it in the data link layer. This class of 

service is appropriate when the error rate is very low so that recovery is left to higher layers. It is 

also appropriate for real time traffic, such as voice, in which late data are worse than bad data. Most 

LANs use unacknowledged connectionless service in the data link layer. 

ACKNOWLEDGED CONNECTIONLESS SERVICE 

When this service is offered, there are still no logical connections used, but each frame sent is 

individually acknowledged. In this way, the sender knows whether a frame has arrived correctly. If it 

has not arrived within a specified time interval, it can be sent again. This service is useful over 

unreliable channels, such as wireless systems. Adding Ack in the DLL rather than in the Network 

Layer is just an optimization and not a requirement. If individual frames are acknowledged and 

retransmitted, entire packets get through much faster. On reliable channels, such as fiber, the 

overhead of a heavyweight data link protocol may be unnecessary, but on wireless channels, with 

their inherent unreliability, it is well worth the cost. 

ACKNOWLEDGED CONNECTION-ORIENTED SERVICE 



 

 

Here, the source and destination machines establish a connection before any data are transferred. 

Each frame sent over the connection is numbered, and the data link layer guarantees that each 

frame sent is indeed received. Furthermore, it guarantees that each frame is received exactly once 

and that all frames are received in the right order. When connection-oriented service is used, 

transfers go through three distinct phases. In the first phase, the connection is established by having 

both sides initialize variables and counters needed to keep track of which frames have been received 

and which ones have not. In the second phase, one or more frames are actually transmitted. In the 

third and final phase, the connection is released, freeing up the variables, buffers, and other 

resources used to maintain the connection. 

PLACEMENT OF DATA LINK PROTOCOL 

 

FRAMING 

DLL translates the physical layer's raw bit stream into discrete units (messages) called frames. How 

can frame be transmitted so the receiver can detect frame boundaries? That is, how can the receiver 

recognize the start and end of a frame? 

1. Character Count 

2. Flag byte with Byte Stuffing  

3. Starting and ending flag with bite stuffing 

4. Encoding Violations 

 

CHARACTER COUNT 



 

 

The first framing method uses a field in the header to specify the number of characters in the frame. 

When the data link layer at the destination sees the character count, it knows how many characters 

follow and hence where the end of the frame is. 

 

The trouble with this algorithm is that the count can be garbled by a transmission error. 

BYTE STUFFING 

Use reserved characters to indicate the start and end of a frame. For instance, use the two-character 

sequence DLE STX (Data-Link Escape, Start of TeXt) to signal the beginning of a frame, and the 

sequence DLE ETX (End of TeXt) to flag the frame's end. The second framing method, Starting and 

ending character stuffing, gets around the problem of resynchronization after an error by having 

each frame start with the ASCII character sequence DLE STX and end with the sequence DLE ETX. 

Problem: What happens if the two-character sequence DLE ETX happens to appear in the frame 

itself? 

Solution: Use character stuffing; within the frame, replace every occurrence of DLE with the two-

character sequence DLE DLE. The receiver reverses the processes, replacing every occurrence of DLE 

DLE with a single DLE. 

Example: If the frame contained ``A B DLE D E DLE'', the characters transmitted over the channel 

would be “DLE STX A B DLE DLE D E DLE DLE DLE ETX''. 

Disadvantage: character is the smallest unit that can be operated on; not all architectures are byte 

oriented. 



 

 

 

 

 

Byte stuffing and unstuffing 

 



 

 

BIT STUFFING 

This technique allows data frames to contain an arbitrary number of bits and allows character codes 

with an arbitrary number of bits per character. It works like this. Each frame begins and ends with a 

special bit pattern, 01111110 (in fact, a flag byte). Whenever the sender's data link layer encounters 

five consecutive 1s in the data, it automatically stuffs a 0 bit into the outgoing bit stream. This bit 

stuffing is analogous to byte stuffing, in which an escape byte is stuffed into the outgoing character 

stream before a flag byte in the data. When the receiver sees five consecutive incoming 1 bits, 

followed by a 0 bit, it automatically destuffs (i.e., deletes) the 0 bit. 

 

BIT STUFFING EXAMPLE 

 



 

 

 

PHYSICAL LAYER CODING VIOLATIONS 

This Framing Method is used only in those networks in which Encoding on the Physical Medium 

contains some redundancy. Some LANs encode each bit of data by using two Physical Bits i.e. 

Manchester coding is Used. Here, Bit 1 is encoded into high-low (10) pair and Bit 0 is encoded into 

low-high (01) pair. The scheme means that every data bit has a transition in the middle, making it 

easy for the receiver to locate the bit boundaries. The combinations high-high and low-low are not 

used for data but are used for delimiting frames in some protocols. 

 

ERROR CONTROL 

Error control is concerned with insuring that all frames are eventually delivered (possibility in order) 

to a destination. How? Three items are required. 

Acknowledgements: Typically, reliable delivery is achieved using the “Acknowledgement’s with 

retransmission" paradigm, whereby the receiver returns a special acknowledgment (ACK) frame to 

the sender indicating the correct receipt of a frame. In some systems, the receiver also returns a 

negative acknowledgment (NACK) for incorrectly-received frames. This is nothing more than a hint 

to the sender so that it can retransmit a frame right away without waiting for a timer to expire. 

Timers: One problem that simple ACK/NACK schemes fail to address is recovering from a frame that 

is lost, and as a result, fails to solicit an ACK or NACK. What happens if an ACK or NACK becomes 

lost? Retransmission timers are used to resend frames that don't produce an ACK. When sending a 

frame, schedule a timer to expire at some time after the ACK should have been returned. If the timer 

goes o, retransmit the frame. 



 

 

Sequence Numbers: Retransmissions introduce the possibility of duplicate frames. To suppress 

duplicates, add sequence numbers to each frame, so that a receiver can distinguish between new 

frames and old copies. 

FLOW CONTROL 

Flow control deals with throttling the speed of the sender to match that of the receiver. 

Two Approaches: 

*Feedback-based flow control, the receiver sends back information to the sender giving it 

permission to send more data or at least telling the sender how the receiver is doing 

*Rate-based flow control, the protocol has a built-in mechanism that limits the rate at which senders 

may transmit data, without using feedback from the receiver. 

Various Flow Control schemes uses a common protocol that contains well-defined rules about when 

a sender may transmit the next frame. These rules often prohibit frames from being sent until the 

receiver has granted permission, either implicitly or explicitly. 

ERROR CORRECTION AND DETECTION 

It is physically impossible for any data recording or transmission medium to be 100% perfect 100% of 

the time over its entire expected useful life. In data communication, line noise is a fact of life (e.g., 

signal attenuation, natural phenomenon such as lightning, and the telephone repairman). As more 

bits are packed onto a square centimeter of disk storage, as communications transmission speeds 

increase, the likelihood of error increases-- sometimes geometrically. Thus, error detection and 

correction is critical to accurate data transmission, storage and retrieval. Detecting and correcting 

errors requires redundancy – sending additional information along with the data. 

TYPES OF ERRORS 

There are two main types of errors in transmissions: 

1. Single bit error: It means only one bit of data unit is changed from 1 to 0 or from 0 to 1. 

 
2. Burst error: It means two or more bits in data unit are changed from 1 to 0 from 0 to 1. In 

burst error, it is not necessary that only consecutive bits are changed. The length of burst 

error is measured from first changed bit to last changed bit. 

 



 

 

ERROR DETECTION VS ERROR CORRECTION 

There are two types of attacks against errors: 

Error Detecting Codes: Include enough redundancy bits to detect errors and use ACKs and 

retransmissions to recover from the errors. 

Error Correcting Codes: Include enough redundancy to detect and correct errors. The use of error-

correcting codes is often referred to as forward error correction. 

 

 

 
ERROR DETECTION 

Error detection means to decide whether the received data is correct or not without having 

a copy of the original message. Error detection uses the concept of redundancy, which 

means adding extra bits for detecting errors at the destination. 

 
 

VERTICAL REDUNDANCY CHECK (VRC) 

Append a single bit at the end of data block such that the number of ones is even 

Even Parity (odd parity is similar) 

0110011 →01100110 

0110001 → 01100011 

VRC is also known as Parity Check. Detects all odd-number errors in a data block 



 

 

 
EXAMPLE OF VRC 

The problem with parity is that it can only detect odd numbers of bit substitution errors, i.e. 

1 bit, 3bit, 5, bit, etc. errors. If there two, four, six, etc. bits which are transmitted in error, 

using VRC will not be able to detect the error. 

 
 

 

 

LONGITUDINAL REDUNDANCY CHECK (LRC) 

Longitudinal Redundancy Checks (LRC) seek to overcome the weakness of simple, bit-

oriented, one-directional parity checking. LRC adds a new character (instead of a bit) called 

the Block Check Character (BCC) to each block of data. It’s determined like parity, but 

counted longitudinally through the message (also vertically). It’s has better performance 

over VRC as it detects 98% of the burst errors (>10 errors) but less capable of detecting 

single errors If two bits in one data units are damaged and two bits in exactly the same 

positions in another data unit are also damaged, the LRC checker will not detect an error. 

 



 

 

TWO DIMENSIONAL PARITY CHECK 

Upon receipt, each character is checked according to its VRC parity value and then the entire 

block of characters is verified using the LRC block check character. 

 

 
 

 
 



 

 

CYCLIC REDUNDANCY CHECK (CRC) 

The cyclic redundancy check, or CRC, is a technique for detecting errors in digital data, but 

not for making corrections when errors are detected. It is used primarily in data transmission 

In the CRC method, a certain number of check bits, often called a checksum, are appended 

to the message being transmitted. The receiver can determine whether or not the check bits 

agree with the data, to ascertain with a certain degree of probability whether or not 

an error occurred in transmission The CRC is based on polynomial arithmetic, in particular, 

on computing the remainder of dividing one polynomial in GF(2) (Galois field with two 

elements) by another. Can be easily implemented with small amount of hardware 

*Shift registers 

*XOR (for addition and subtraction) 

GENERATOR POLYNOMIAL 

A cyclic redundancy check (CRC) is a non-secure hash function designed to detect accidental 

changes to raw computer data, and is commonly used in digital networks and storage 

devices such as hard disk devices. CRCs are so called because the check (data verification) 

code is a redundancy (it adds zero information) and the algorithm is based on cyclic Code. 

The term CRC may refer to the check code or to the function that calculates it, which accepts 

data streams of any length as input but always outputs a fixed length code 

The divisor in a cyclic code is normally called the generator polynomial or simply the 

generator. The proper 

1. It should have at least two terms. 

2. The coefficient of the term x0 should be 1. 

3. It should not divide xt + 1, for t between 2 and n − 1. 

4. It should have the factor x + 1. 

 

CRC CALCULATION 

Given a k-bit frame or message, the transmitter generates an n-bit sequence, known as a 

frame check sequence (FCS), so that the resulting frame, consisting of(k+n) bits, is exactly 

divisible by some predetermined number. 

 
CYCLIC REDUNDANCY CHECK 

 Let M(x) be the message polynomial 

 Let P(x) be the generator polynomial 

 P(x) is fixed for a given CRC scheme 

 P(x) is known both by sender and receiver 



 

 

 Create a block polynomial F(x) based on M(x) and P(x) such that F(x) is divisible by 

P(x) 

 

Sending 

1. Multiply M(x) by xn 

2. Divide xnM(x) by P(x) 

3. Ignore the quotient and keep the reminder C(x) 

4. Form and send F(x) = xnM(x)+C(x) 

 

1. Receive F’(x) 

2. Divide F’(x) by P(x) 

3. Accept if remainder is 0, reject otherwise. 

EXAMPLE OF CRC 

Consider a message 110010 represented by the polynomial M(x) = x5+ x4+ x 

Consider a generating polynomial G(x) = x3+ x2+ 1 (1101) 

This is used to generate a 3 bit CRC = C(x) to be appended to M(x). 

Steps: 

1. Multiply M(x) by x3 (highest power in G(x)). i.e. Add 3 zeros. 110010000 

2. Divide the result by G(x). The remainder = C(x).  

1101 long division into 110010000 (with subtraction mod 2) 

= 100100 remainder 100 

3. Transmit 110010000 + 100 

To be precise, transmit: T(x) = x3M(x) + C(x) 

= 110010100 

4. Receiver end: Receive T(x). Divide by G(x), should have remainder 0. 

Note if G(x) has order n - highest power is xn, then G(x) will cover (n+1) bits and the 

remainder will cover n bits. i.e. Add n bits to message. 



 

 

 

 

 

 

 

 

 

 



 

 

 
 

ANOTHER EXAMPLE OF CRC 

 

 

 
CRC DIVISION IN POLYNOMIAL FORM 



 

 

 

 
 

CRC STANDARD POLYNOMIALS 

 
 

 

CRC PERFORMANCE 



 

 

CRC is a very effective error detection technique. If the divisor is chosen 

according to the previously mentioned rules, its performance can be 

summarized as follows: 

 CRC can detect all single-bit errors 

 CRC can detect all double-bit errors (three 1’s) 

 CRC can detect any odd number of errors (X+1) 

 CRC can detect all burst errors of less than the degree of the polynomial. 

 CRC detects most of the larger burst errors with a high probability. 

       •      For example CRC-12 detects 99.97% of errors with a length 12 or more. 

 

CHECKSUM 

Checksum is the error detection scheme used in IP, TCP & UDP. Here, the data is divided into 

k segments each of m bits. In the sender’s end the segments are added using 1’s 

complement arithmetic to get the sum. The sum is complemented to get the checksum. The 

checksum segment is sent along with the data segments At the receiver’s end, all received 

segments are added using 1’s complement arithmetic to get the sum. The sum is 

complemented. If the result is zero, the received data is accepted; otherwise discarded The 

checksum detects all errors involving an odd number of bits. It also detects most errors 

involving even number of bits. 

 

                      
 

CHECKSUM 

 
CHECKSUM EXAMPLE 



 

 

 

 

 

 

 
  

Q) For a pattern of, 10101001 00111001 00011101 Find out whether any transmission errors 

have occurred or not 

 

 

 



 

 

 

 



 

 

 
 

CHECKSUM VS CRC 

CRC is more thorough as opposed to Checksum in checking for errors and reporting. 

Checksum is the older of the two programs. CRC has a more complex computation as 

opposed to checksum. Checksum mainly detects single-bit changes in data while CRC 

can check and detect double-digit errors. CRC can detect more errors than checksum due to 

its more complex function. A checksum is mainly employed in data validation when 

implementing software. A CRC is mainly used for data evaluation in analogue data 

transmission. 

ERROR CORRECTION 

Once detected, the errors must be corrected. Two Techniques for error correction 

Retransmission (aka Backward error correction). Simplest, effective and most commonly 

used technique involves correction by retransmission of data by the sender. Popularly called 

Automatic Repeat Request (ARQ). Forward Error Correction (FEC). Receiving device can 

correct the errors itself. Messages (frames) consist of m data (message) bits and r 

redundancy bits, yielding an n = (m+r)-bit codeword. Hamming Distance. Given any two 

codewords, we can determine. how many of the bits differ. Simply exclusive or (XOR) the 

two words, and count the number of 1 bits in the result. Significance? If two codewords are 

d bits apart, d errors are required to convert one to the other. A code's Hamming Distance is 

defined as the minimum Hamming Distance between any two of its legal codewords (from 

all possible codewords). To detect d 1-bit errors requires having a Hamming Distance of at 

least d+1 bits. To correct d errors requires 2d+1 bits. Intuitively, after d errors, the garbled 

messages is still closer to the original message than any other legal codeword. 

 

 

 

 

 

 

 

 

 



 

 

HAMMING CODE 

Ex : If The Value of m is 7, the Relation will Satisfy if The Minimum Value of r is 4. 

2^4 = 16 > 7+4+1 

 
If The Number of Data bit is 7, Then The Position of Redundant bits Are : 

2^0=1 2^1=2 

2^2=4 2^ 3=8 

 

 
 

^

 
3=8 



 

 

 
 

Let Receiver receives 10010100101 

 
Burst Error Correction 

Hamming Code Cannot Correct a burst Error Directly. it is Possible to Rearrange the Data and 

Then Apply The code. Instead of Sending All the bits in. The data Unit Together, we 

can organize N units in a column. Send the First bits of Each Followed by The Second bit of 

each, and so on. In This Way, if a burst Error of M bit Occurs (M<N), Then The Error does not 

Corrupt M bit of Single Unit, it Corrupt Only 1 bit of Unit. Then We Can Correct it Using 

Hamming Code Scheme. 

 
 

 

 

 



 

 

FUNCTIONS AND REQUIREMENTS OF THE DATA LINK PROTOCOLS 

The basic function of the layer is to transmit frames over a physical communication link. 

Transmission may be half duplex or full duplex. To ensure that frames are delivered free of 

errors to the destination station (IMP) a number of requirements are placed on a data link 

protocol. The protocol (control mechanism) should be capable of performing: The 

identification of a frame (i.e. recognize the first and last bits of a frame). The transmission of 

frames of any length up to a given maximum. Any bit pattern is permitted in a frame. The 

detection of transmission errors. The retransmission of frames which were damaged by 

errors. The assurance that no frames were lost. In a multidrop configuration -> Some 

mechanism must be used for preventing conflicts caused by simultaneous transmission by 

many stations. The detection of failure or abnormal situations for control and monitoring 

purposes. It should be noted that as far as layer 2 is concerned a host message is pure data, 

every single bit of which is to be delivered to the other host. The frame header pertains to 

layer 2 and is never given to the host. 

 

ELEMENTARY DATA LINK PROTOCOLS 

The protocols are normally implemented in software by using one of the common 

programming languages. 

• An Unrestricted Simplex Protocol 

• A Simplex Stop-and-Wait Protocol 

• A Simplex Protocol for a Noisy Channel 

 
 

AN UNRESTRICTED SIMPLEX PROTOCOL 

In order to appreciate the step-by-step development of efficient and complex protocols we 

will begin with a simple but unrealistic protocol. In this protocol: Data are transmitted in one 

direction only. The transmitting (Tx) and receiving (Rx) hosts are always ready. Processing 

time can be ignored Infinite buffer space is available No errors occur; i.e. no damaged 

frames and no lost frames (perfect channel). 

 
 



 

 

A SIMPLEX STOP-AND-WAIT PROTOCOL 

In this protocol we assume that Data are transmitted in one direction only. No errors occur 

(perfect channel). The receiver can only process the received information at a finite rate. 

These assumptions imply that the transmitter cannot send frames at a rate faster than the 

receiver can process them. The problem here is how to prevent the sender from flooding the 

receiver. A general solution to this problem is to have the receiver provide some sort of 

feedback to the sender. The process could be as follows: The receiver send an acknowledge 

frame back to the sender telling the sender that the last received frame has been processed 

and passed to the host; permission to send the next frame is granted. The sender, after 

having sent a frame, must wait for the acknowledge frame from the receiver before sending 

another frame. 

                           
 

STOP & WAIT PROTOCOL 

The sender sends one frame and waits for feedback from the receiver. When the ACK 

arrives, the sender sends the next frame 

 
 

A SIMPLEX PROTOCOL FOR A NOISY CHANNEL 

In this protocol the unreal "error free" assumption in protocol 2 is dropped. Frames may be 

either damaged or lost completely. We assume that transmission errors in the frame are 

detected by the hardware checksum. One suggestion is that the sender would send a frame, 

the receiver would send an ACK frame only if the frame is received correctly. If the frame is 

in error the receiver simply ignores it; the transmitter would time out and would retransmit 

it. One fatal flaw with the above scheme is that if the ACK frame is lost or damaged, 

duplicate frames are accepted at the receiver without the receiver knowing it. 

 



 

 

Imagine a situation where the receiver has just sent an ACK frame back to the sender saying 

that it correctly received and already passed a frame to its host. However, the ACK frame 

gets lost completely, the sender times out and retransmits the frame. There is no way for 

the receiver to tell whether this frame is a retransmitted frame or a new frame, so the 

receiver accepts this duplicate happily and transfers it to the host. The protocol thus fails in 

this aspect. 

STOP-AND-WAIT, LOST FRAME                    STOP-AND-WAIT, LOST ACK FRAME 

     
 

To overcome this problem it is required that the receiver be able to distinguish a frame that 

it is seeing for the first time from a retransmission. One way to achieve this is to have the 

sender put a sequence number in the header of each frame it sends. The receiver then can 

check the sequence number of each arriving frame to see if it is a new frame or a duplicate 

to be discarded. The receiver needs to distinguish only 2 possibilities: a new frame or a 

duplicate; a 1-bit sequence number is sufficient. At any instant the receiver expects a 

particular sequence number. Any wrong sequence numbered frame arriving at the receiver 

is rejected as a duplicate. A correctly numbered frame arriving at the receiver is accepted, 

passed to the host, and the expected sequence number is incremented by 1 (modulo 2). 

 

FLOW DIAGRAM OF A STOP & WAIT PROTOCOL 

 



 

 

After transmitting a frame and starting the timer, the sender waits for something exciting to 

happen. Only three possibilities exist: an acknowledgement frame arrives undamaged, a 

damaged acknowledgement frame staggers in, or the timer expires. if a valid 

acknowledgement comes in, the sender fetches the next packet from its network layer and 

puts it in the buffer, overwriting the previous packet. It also advances the sequence number. 

If a damaged frame arrives or no frame at all arrives, neither the buffer nor the sequence 

number is changed so that a duplicate can be sent. When a valid frame arrives at the 

receiver, its sequence number is checked to see if it is a duplicate. If not, it is accepted, 

passed to the network layer, and an acknowledgement is generated. Duplicates and 

damaged frames are not passed to the network layer. 

 

SLIDING WINDOW PROTOCOLS 
DATA FRAME TRANSMISSION 

Unidirectional assumption in previous elementary protocols 

                       →Not general 

Full-duplex - approach 1 Two separate communication channel’s(physical circuits).Forward 

channel for data. Reverse channel for acknowledgement 

Problems: 1. reverse channel bandwidth wasted 

                   2. cost 

Full-duplex - approach 2 Same circuit for both directions. Data and acknowledgement 

are intermixed. How do we tell acknowledgement from data? "kind" field telling data or 

acknowledgement Can it be improved? Approach 3 Attaching acknowledgement to outgoing 

data frames                                                                                                                                                                                                                                                                                                                                                                                                                                  

 

                           
 

PIGGYBACKING 

Temporarily delaying transmission of outgoing acknowledgement so that they can be 

hooked onto the next outgoing data frame 

Advantage: higher channel bandwidth utilization 

Complication: 

How long to wait for a packet to piggyback? 

If longer than sender timeout period then sender retransmits Purpose of acknowledgement 

is lost Solution for timing complexion. If a new packet arrives quickly Piggybacking   



 

 

If no new packet arrives after a receiver ack timeout. Sending a separate acknowledgement 

frame. 

The next three protocols are bidirectional protocols that belong to a class called sliding 

window protocols. (max sending window size, receiving window size) One-bit sliding window 

protocol (1, 1), Go back N (>1, 1), Selective repeat (>1, >1). The three differ among 

themselves in terms of efficiency, complexity, and buffer requirements. Each outbound 

frame contains an n-bit sequence number Range: 0 - MAX_SEQ (MAX_SEQ = 2n - 1)  For 

stop-and-wait, n = 1 restricting the sequence numbers to 0 and 1 only. At any instance of 

time Sender maintains a set of sequence numbers of frames permitted to send. These 

frames fall within sending window Receiver maintains a set of sequence numbers of frames 

permitted to accept. These frames fall within receiving window Lower limit, upper limit, and 

size of two windows need not be the same - Fixed or variable size. Senders Window contains 

frames can be sent or have been sent but not yet acknowledged – outstanding frames. 

When a packet arrives from network layer. Next highest sequence number assigned. Upper 

edge of window advanced by 1. When an acknowledgement arrives Lower edge of window 

advanced by 1. If the maximum window size is n, the sender needs n buffers to hold the 

unacknowledged frames. If the window ever grows to its maximum size, the sending data 

link layer must forcibly shut off the network layer until another buffer becomes free. The 

receiving data link layer's window corresponds to the frames it may accept. Any frame falling 

outside the window is discarded without comment. When a frame whose sequence number 

is equal to the lower edge of the window is received, it is passed to the network layer, an 

acknowledgement is generated, and the window is rotated by one. Unlike the sender's 

window, the receiver's window always remains at its initial size. 

 

SENDER SLIDING WINDOW 

At the sending site, to hold the outstanding frames until they are acknowledged, we use the 

concept of a window. The size of the window is at most 2m -1 where m is the number of bits 

for the sequence number. Size of the window can be variable, e.g. TCP. The window slides to 

include new unsent frames when the correct ACKs are received. 

          
RECEIVER SLIDING WINDOW 

Size of the window at the receiving site is always 1 in this protocol. Receiver is always 

looking for a specific frame to arrive in a specific order. Any frame arriving out of order is 

discarded and needs to be resent. Receiver window slides as shown in fig. Receiver is waiting 

for frame 0 in part a 



 

 

 
 

CONTROL VARIABLES 

Sender has 3 variables: S, SF, and SL S holds the sequence number of recently sent frame SF 

holds the sequence number of the first frame. SL holds the sequence number of the last 

frame. Receiver only has the one variable, R, that holds the sequence number of the frame it 

expects to receive. If the seq. no. is the same as the value of R, the frame is accepted, 

otherwise rejected. 

 

            
 

 

 

 

 

 

 

 



 

 

A ONE BIT SLIDING WINDOW PROTOCOL 

 

 
A sliding window of size 1, with a 3-bit sequence number. 

(a) Initially. 

(b) After the first frame has been sent. 

(c) After the first frame has been received. 

(d) After the first acknowledgement has been received. 

 
(a) Case 1: Normal case.                                                                 (b) Case 7: Abnormal case. 

The notation is (seq, ack, packet number). An asterisk indicates where a network layer 

accepts a packet. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Case 1: no error                                                                           Case 2: data lost 

            
 

Case 3: data error                                                                 Case 4: ack. Lost 

 

 
 

Case 5: early timeout                                                      Case 6: outgoing frame timeout  

 

 
 

 

 

 

 



 

 

PERFORMANCE OF STOP-AND-WAIT PROTOCOL 

Assumption of previous protocols: 

 Transmission time is negligible 

 False, when transmission time is long 

Example - satellite communication 

 channel capacity: 50 kbps, frame size: 1kb 

 round-trip propagation delay: 500 msec 

 Time: t=0 start to send 1st bit in frame 

t=20 msec frame sent completely 

t=270 msec frame arrives 

t=520 msec best case of ack. Received 

 blocked 500/520 = 96% of time 

 

Conclusion: 

Long transit time + high bandwidth + short frame length → disaster 

                                                        

In stop-and-wait, at any point in time, there is only one frame that is sent and waiting to be 

acknowledged. This is not a good use of transmission medium. To improve efficiency, multiple 

frames should be in transition while waiting for ACK. 

Solution: PIPELINING 

Allowing w frames sent before blocking 

Problem: errors 

Solutions 

 Go back n protocol (GNP) 

 Selective repeat protocol (SRP) 

 Acknowledge n means frames n, n-1, n-2,… are acknowledged (i.e., received correctly) 

GO BACK N PROTOCOL 

Improves efficiency of Stop and Wait by not waiting. Keep Channel busy by continuing to send 

frames. Allow a window of upto Ws outstanding frames. Use m-bit sequence numbering. Receiver 

discards all subsequent frames following an error one, and send no acknowledgement for those 

discarded. Receiving window size = 1 (i.e., frames must be accepted in the order they were sent). 

Sending window might get full. If so, re-transmitting unacknowledged frames. Wasting a lot of 

bandwidth if error rate is high. 



 

 

 

Frames 0 and 1 are correctly received and acknowledged. Frame 2, however, is damaged or lost. The 

sender, unaware of this problem, continues to send frames until the timer for frame 2 expires. Then 

it backs up to frame 2 and starts all over with it, sending 2, 3, 4, etc. all over again. 

GO-BACK-N ARQ WITH WINDOW=4 

 

GO-BACK-N ARQ, SENDER WINDOW SIZE 

Size of the sender window must be less than 2 m. Size of the receiver is always 1. If m = 2, window 

size = 2 m – 1 = 3. Fig compares a window size of 3 and 4. 



 

 

 

SELECT REPEAT PROTOCOL 

Receiver stores correct frames following the bad one. Sender retransmits the bad one after noticing 

Receiver passes data to network layer and acknowledge with the highest number. Receiving window 

> 1 (i.e., any frame within the window may be accepted and buffered until all the preceding one 

passed to the network layer. Might need large memory. ACK for frame n implicitly acknowledges all 

frames ≤ n. SRP is often combined with NAK. When error is suspected by receiver, receiver request 

retransmission of a frame. Arrival of a damaged frame. Arrival of a frame other than the expected\ 

NAKs stimulate retransmission before the corresponding timer expires and thus improve 

performance. 

 

SELECTIVE REPEAT WITH NAK 

 

 

 

 



 

 

SELECTIVE REPEAT ARQ, SENDER AND RECEIVER WINDOWS. 

Go-Back-N ARQ simplifies the process at the receiver site. Receiver only keeps track of only one 

variable, and there is no need to buffer out-of-order frames, they are simply discarded. However, 

Go-Back-N ARQ protocol is inefficient for noisy link. It bandwidth inefficient and slows down the 

transmission. In Selective Repeat ARQ, only the damaged frame is resent. More bandwidth efficient 

but more complex processing at receiver. It defines a negative ACK (NAK) to report the sequence 

number of a damaged frame before the timer expires. 

 

 

SELECTIVE REPEAT IN ACTION 

 

SELECTIVE REPEAT ARQ, LOST FRAME 

Frames 0 and 1 are accepted when received because they are in the range specified by the receiver 

window. Same for frame 3. Receiver sends a NAK2 to show that frame 2 has not been received and 

then sender resends only frame 2 and it is accepted as it is in the range of the window. 

 



 

 

 

SELECTIVE REPEAT DILEMMA 

Example: 

seq #’s: 0, 1, 2, 3 window size=3 

receiver sees no difference in two scenarios! incorrectly passes duplicate data as new in (a) 

Q: what relationship between seq # size and window size? 

 

 

 

 



 

 

SELECTIVE REPEAT ARQ, SENDER WINDOW SIZE 

Size of the sender and receiver windows must be at most one-half of 2m. If m = 2, window size 

should be 2 m /2 = 2. Fig compares a window size of 2 with a window size of 3. Window size is 3 and 

all ACKs are lost, sender sends duplicate of frame 0, window of the receiver expect to receive frame 

0 (part of the window), so accepts frame 0, as the 1st frame of the next cycle – an error. 

 
 

SELECT REPEAT PROTOCOL - WINDOW SIZE 

 Problem is caused by new and old windows overlapped 

 Solution 

o Window size=(MAX_SEQ+1)/2 

o E.g., if 4-bit window is used, MAX_SEQ = 15 

  → window size = (15+1)/2 = 8 

 Number of buffers needed 

= window size 

SELECT REPEAT PROTOCOL 

 

(a) Initial situation with a window size seven. 

(b) After seven frames sent and received, but not acknowledged. 

(c) Initial situation with a window size of four. 

(d) After four frames sent and received, but not acknowledged. 

 



 

 

ACKNOWLEDGEMENT TIMER 

 Problem 

 If the reverse traffic is light, effect? 

 If there is no reverse traffic, effect? 

 Solution 

 Acknowledgement timer: If no reverse traffic before timeout send separate           

acknowledgement 

 Essential: ack timeout < data frame timeout Why? 

HIGH LEVEL DATA LINK CONTROL PROTOCOL (HDLC) 

HDLC was defined by ISO for use on both point to point and multipoint data links. 

• It supports full-duplex communication 

• Other similar protocols are 

    (i)Synchronous Data Link Control (SDLC) by IBM 

   (ii)Advanced Data Communication Control Procedure (ADCCP) by ANSI 

   (iii)Link Access Procedure, Balanced (LAP-B) by CCITT, as part of its X.25 packet-switched network 

standard. 

HDLC Overview 

Broadly HDLC features are as follows: 

1.It is most widely accepted protocol. It offers a high level of flexibility, adaptability, reliability and 

efficiency. 

2.Full duplex communication is possible. 

3.It is Bit-oriented protocol i.e. use bits to stuff flags occurring in data 

4.Flow control-adjust window size based on receiver capability. 

To make HDLC protocol applicable to various network configurations, three types of stations have 

been defined: 

   1.Primary Station 

   2.Secondary Station 

   3.Combined Station 

• There are three types of data transfer mode : 

    1.Normal Response mode (NRM) 

    2.Asynchronous Response mode (ARM) 

    3.Asynchronous Balanced mode (ABM) 

• Three types of frames 

    1.Unnumbered or U-frame 



 

 

  2.Information or I-frame 

  3.Supervisory or S-frame 

HDLC 

• The three stations are discussed as: 

    1.Primary station 

       • It looks after data link management. 

       • In case of communication between primary and secondary station, primary station has 

responsibility of connecting and disconnecting the data link. 

        • Frames issued by the primary station are called commands. 

     2.Secondary station, 

        • Operates under the control of the primary station. 

        • Frames issued by a secondary station are called responses. 

     3.Combined station, 

        • Acts as both as primary and secondary station. 

        • It issue both commands and responses  

 

• The three modes of data transfer operations are: 

1.Normal Response Mode (NRM):  This mode is suitable for point to point and point to multipoint 

configurations. Primary station controls the overall data link management. 



 

 

2.Asynchronous Response Mode (ARM): In ARM secondary station can transmit response(frame) 

without taking permission from primary station. Reduces overhead as no frames need to be sent to 

allow secondary nodes to transmit. Transmission proceeds when channel is detected idle , used 

mostly in point-to-point links. NRM is more disciplined than ARM. 

3.Asynchronous Balanced Mode (ABM):  Mainly used in point-to-point links, for communication 

between combined stations. Information frames can be transmitted in full duplex manner. 

Data Link Control HDLC frame structure 

 

• There are three different classes of frames used in HDLC 

1.Unnumbered frames, used for exchanging session management and control information between 

communicating devices. 

2.Information frames, which carry actual information. If the first bit in control field is 0 it is identified 

as Iframe. 

3.Supervisory frames, which are used for error and flow control purposes and hence contain send 

and receive sequence numbers. If first two bits of control field are 1 and 0 it is identified as S-frame. 

Flag field is unique 8-bit word pattern (01111110) used to identify start and end of each frame and 

to fill idle time between consecutive frames. Address field consist of secondary station. Control field 

carries sequence number of frame, ACKs etc. Frame check Sequence is used for error detection in 

address. It is 16 bit CRC code for error detection. 

Four types of S-frames are possible corresponding to four values of ‘S’ 

1.SS=00→corresponds to receive ready (RR) frames 

2.SS=01→corresponds to Reject frame which are used by receiver to send NAK when error has 

occurred. 



 

 

3.SS=10→corresponds to Receive not Ready (NRN) frame and is used for flow control. 

4.SS=11→corresponds to selective repeat Frame which indicates to transmitter to retransmit the 

frame indicated in N(R) subfield. N(R) corresponds to value of ACK when piggybacking is used. (to 

include flow and error control information is piggybacking) 

P/F can have two possible values 0 or 1. 

→When P/F=1, it means poll when frame is sent by primary station to secondary station (when 

address field contains address of receiver). When P/F=0, it means final when frame is sent by 

secondary station to primary (when address field contains address of sender). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

UNIT-3 

The Network Layer: Introduction, Forwarding and Routing, Network Service Models, Virtual Circuit 

and Datagram Networks-Virtual-Circuit Networks, Datagram Networks, Origins of VC and 

Datagram Networks, Inside a Router-Input Processing, Switching, Output Processing, Queuing, The 

Routing Control Plane, The Internet Protocol(IP):Forwarding and Addressing in the Internet- 

Datagram format, Ipv4 Addressing, Internet Control Message Protocol(ICMP), IPv6 

3.1 INTRODUCTION -FORWARDING AND ROUTING, NETWORK SERVICE MODELS ESSAY QUESTIONS 

WITH SOLUTIONS 

 

Q9.Discuss about forwarding and routing functions of network layer. 

Answer: 

Forwarding 

Forwarding is a mechanism of sending packet from a source host to the destination via its route. A 

routing table is the essential requirement of forwarding, therefore a router or a host must maintain 

a routing table prior to forwarding the packet. It Forwarding host has a packet which is to be 

transmitted over the network, then the host must initially look into routing table so as to discover 

the route (path) of sending the packet to the desired destination. In the same way, if a router 

receives a packet which has to be forwarded then it initially look within the table so as to check the 

final destination route.  

Routing 

Routing is the key feature of Internet. It is a process of selecting a best path for a packet to reach the 

destination. Every intermediary computer performs routing of packets from one computer to 

another computer until it eventually reaches the destination. Its path is calculated using routing 

table. 

                                    

                                                   Figure: Routing 

 

Generally, there exist many networks which many want to communicate with other networks. This 

also shows that there may be many routers too. For example consider different networks A to G 

which are connected to each other with the help of routers, irrespective of their size and topologies. 

Now one must focus on the following questions 

(i) How these networks communicate with each other? 



 

 

(ii) Which route datagrams should take to travel from source to destination?  

The solution to the above questions is adaptation of routing algorithms which enables seamless 

integration of networks with the help of routers. As well as helps in identifying the paths which 

should be taken to forward a packet. 

Routing/Forwarding Table 

A routing table consists of various data field that holds path information according to which the data 

packets are transmitted to reach the destination. The destination can be a specific Internetwork or a 

node in an Internetwork. If the path information of a particular destination is not available then the 

table stores a default path for it. The process of routing a packet in the router using table is 

discussed below, 

                      

 

Q10. List the services provided by network layer. Discuss about network service model with an 

example. 

Answer:  

Services Provided by Network Layer 

Some of the services provided by network layer are as follows, Services Provided 

1.Guaranteed Delivery 

Network layer ensures that the data will reach its destination. 

2.Guaranteed Delivery within a Specified Time 

Network layer ensures that the data will reach its destination within a specified time. 

3.Flow Control                                                                                                                     Flow control means 

controlling the overflow of data on the receiver side. It is used when the receiver is not having the 

capacity to process the incoming data or when it does not have enough space in its memory to store 

the data. 

4.Congestion Control 

Congestion is the state in which network performance decreases. This happens when a network is 

holding too many packets below which are much more than the network's capability. There are 

various reasons for congestion to occur. Few of them are listed   

(i) If the traffic on the network is very high. 



 

 

(ii) If the CPU's processing speed is slow. 

(iii) If there is insufficient memory to hold the packets. 

5 Quality of Services, 

Quality of Service (QoS) is defined as the ability to provide different priority to different applications, 

users or data flows or to guarantee a certain level of performance to a data flow. 

The attributes that can be used to describe the data flow are as follows, 

(i) Reliability 

(ii) Jitter 

(iii) Delay 

(iv) Bandwidth. 

6.Security 

The Internet consists of tens of thousands of networks which are interconnected without any 

boundaries. Such environment requires high network security due to the fact that organizational 

network is accessible through any computer from any part of the world, therefore making it prone to 

threats. 

According to the survey conducted by Computer Security Institute (CSI), 70% of the organizations 

network security policies has been violated and 60% of the misuse is performed from inside the 

organization itself. The most easy method to give protection to the network is securing it from 

outside attack by closing the network entirely from outside world. So, then the network is closed, it 

gives connectivity to the trusted parties only, not the public networks. The absence of outside 

connectivity makes the network secure from outside attacks. 

One of the important issues to balance between two requirements is, 

1.To open the networks in order to establish emerging business requirements and freedom of 

information.  

2.To secure private, personal and strategic business information. 

 With Internet, the organizations can maintain stronger relationship with customers, suppliers, 

partners and employees. Also the e-business has made the companies more competitive because 

many new applications were developed for e-commerce, supply chain management, customer care, 

work force optimization and e-learning. Apart from this, applications which organizes and improves 

the processes, decreases turn around time, lowering the cost were also developed. 

Network Service Models 

Network service model can be defined as a model which describes the characteristics of transfer of 

packets from sou Network Service Models to destination in an end-to-end network. 

 

Example 

Consider ATM service models i.e., CBR (Constant Bit Rate) and ABR (Available Bit Rate). 



 

 

 

1. CBR ( Constant Bit Rate) ATM Service Model 

CBR model is used to make the data packets flow at a constant bit-rate. It follows a criteria similar to 

the early telephone systems. The flow of packets is provided using virtual pipes which offer fixed 

bandwidth transmission. 

 

      2 . ABR (Available Bit Rate) ATM Service Model 

ABR model is used to offer best-effort service over Internet. It also offers an additional feature of 

sending feedback t to the sender in the form of a notification. 

The features/Services comparison of CBR and ABR is tabulated below, 

                      

 

3.2 VIRTUAL CIRCUIT AND DATAGRAM.NETWORKS 

 

3.2.1 Virtual Circuit Networks, Datagram Networks 

Q11. Explain about virtual circuit network and datagram network. 

Answer: 

Virtual Circuit Network 

A connection in the context of connection-oriented organization of subnet is called as Virtual Circuit 

(VC). A virtual circuit packet network is analogous to the telephone networks. 

With VC there are three phases, 

(a) VC Setup 

During this phase, the source machine requests the network layer to setup a virtual connection 

between it and the destination machine. The network layer finds and sets up a route between the 

sender and the receiver. The route consists of the set of transmission lines and packet switches that 

will be followed by all packets of the same VC. The network layer may also allocate resources such as 

bandwidth for the VC. 

(b) Data Transmission 

Once the VC is setup, the data transfer begins. All the data flows along the path of the VC. 

(c) VC Termination 



 

 

After all the data have been sent, the network layer terminates the VC on the desire from the sender 

(or receiver). It also updates routing tables at each of the packet switches along the path to indicate 

that the VC is terminated. 

In VC subnets each VC is numbered and every router maintains a table with an entry for each of the 

currently open virtual circuits passing through it. This connection state information is needed to 

forward the packets on the correct VC since a the packets of a given virtual circuit always take the 

same route through the subnet. Each packet's header contains HO number. The router uses this 

number to forward the packets on the correct output line. 

                      

Datagram Network 

In datagram subnet, no routes are set up in advance even if the network layer service is connection-

oriented. Each packet routed independently of its predecessors, if any. Therefore, subsequent 

packets from the same source to same destination may follow different routes. The independent 

packets in the context of connectionless organization of subnet is called datagram subnet and the 

corresponding subnet is called datagram subnet. 

In the datagram subnet the routers do not maintain any state information about VCs because no VCs 

are setup. Instead, they have a table with a pair of the destination router address and the outgoing 

time to be used for that destination, 

Each time the source machine wants to send packets to destination machine, it puts the full 

destination address in the packet's header and then the packet is entered into the network. When 

the packet arrives at a router, the router examines the packet's destination address and uses its 

routing table to forward the packet in the direction of its destination. Since, the making tables are 

updated, the series of packets from the same source to the same destination may follow different 

paths through the network. They may also arrive out of order at the receiver. 

The destination address in a packet's header can be quite long for a large network. The datagram 

subnet are more robust and easily adapt to failures, the congestion control is also difficult. 

 

3.2.2 Origins of VC and Datagram Networks 

Q12. Discuss the evolution of virtual circuit and datagram networks. 



 

 

Answer: 

The origin of virtual circuit networks is the traditional telephone systems which are based on real 

circuits. VC is complex than datagram because the responsibility of call set-up and per-call state is 

handed over to the routers. Datagram networks inter connect computers over the Internet and 

therefore, its origin lies in the Internet. The internet architects usually prefer to simplify the 

complexities existing end-system devices. The simplifications include the following, 

1. The internet-based service model does not offer any service-level guarantees. This minimizes the 

network level requirements and simplifies the interconnection of networks over distinct link layer 

technologies. These technologies can differ in terms of physical properties, transmission rates and 

losses. 

2. The servers in the network are responsible for handling infrastructure based services like DNS 

thereby simplifying the process of adding additional service or application layer protocol. 

 

3.3 INSIDE A ROUTER 

 

Q13. Discuss the four components present Inside a router. 

Answer: 

The four components of a router are, 

1. Input port 

2. Output port 

3. Routing processor 

4. Switching fabric. 

 

 

 

 

                                   Figure (1): Architecture of Router 

 



 

 

1.Input Port 

This component performs the physical and data link functions of the router. Once the bits are 

created from the received signal, the packet is decapsulated from the frame. Then, detection and 

correction of errors is carried out allowing the network layer to route the packet. 

The input port contains buffers to queue the packets prior sending them to the switching fabric 

along with a physical layer processor and a data link processor. 

 

 

                                       Figure (2): Input Port 

 

2.Output Port 

In output port, the packets are first queued. After that, the packets are encapsulated in a frame and 

then sent by implementing the functions of physical layer on frame. The functions performed by 

output port are reverse of the functions, performed by the input port. 

 

3. Routing Processor 

This component is responsible for carrying out the network layer functions. It simultaneously finds 

the address of the next hop as well as the output port number from which the packet arrived. This 

activity of choosing next hop for the packet is some times called table lookup. The functionality of 

routing processor in latest switches is handed over to input ports to make the process fast and 

efficient. 

4. Switching Fabric 

This component is responsible for moving the packets from the input queue to the output queue. 

The speed of this process not only impacts on the size of input/output queue but also on the total 

delay in packet delivery. The transfer of packets from input queue.to the output queue is the most 

difficult task in the router. Earlier, the task of switching fabric was handled by computer memory or 

a bus where, the packets were stored in the memory by the input port and retrieved from the 

memory by the output port. 

 



 

 

3.3.1 Input Processing  

Q14. Explain in brief about input processing of a router. 

Answer: 

For answer refer Unit-III, Q13, Topic: Input Port. 

Routers make use of forwarding table to forward a packet received from input port. This table is 

updated regularly by the routing processor where input port carry a copy of the table. The updated 

copies are sent to the input ports over an additional bus. With such an approach, routing decisions 

can be made without interacting with other ports within the local network. This helps in minimizing 

the overhead of centralized processing. For this, an efficient searching algorithm required especially 

in case of larger data transmissions. Moreover, it is also necessary to improve memory access times. 

The data packet is forwarded to the switching fabric as soon as the entry of output port is identified 

in the lookup table. Some times when the switching fabric is in use, the other packets are blocked 

temporarily for entering into the fabric. The blocked packet is placed in a queue at input port. Apart 

from table lookup, the following actions are performed at the input port, 

 

1.Processing of link layer and physical layer. 

2 Checking and noting down the checksum, version number and time-to-live field. 

3. Updating the counters such as data grams. 

The same process can also be followed to block certain followed by the network address (NAT) 

which discards every data packet whose port number value does not matches with a specific 

number/value. 

 

 

3.3.2 Switching 

 

Q15. Describe the three switching techniques. 

Answer: 

The three switching techniques are,  

 

1.Switching via memory 

2.Switching via bus 

3. Switching via crossbar switch.  

 

1.Switching via Memory 



 

 

Traditional routers use routing processor as CPU for the purpose of switching among input and 

output ports. Here, input output ports act as input/output devices for such routing prices sors. 

Modern routers use memory for the purpose of switching These routers perform like a shared-

memory multiprocessors in various aspects. These routers work by saving the packets in memory 

while using input line cards for processing. This process makes the modern routers different from 

traditional older routers. Some routers like Cisco 8500 series make use of shared-memory for 

forward packets. 

                                                      

2.Switching via a Bus 

This type of processing makes use of a bus that recently forwards the packets received from input 

ports to the output ports. For this reason, it does not require assistance from such rouing processor. 

However, the bus need to be shared among all the available ports. Here, the input port includes a 

header value which indicates the output port to which the packet needs to be forwarded. The 

output ports receive the packets but the port whose associated value is included in the header keeps 

the packets while the remaining ports discard the packet. The label or header value is only used 

within the switch. The problem in these routers is that the arrived packets need to wait in a queue if 

a packet is already crossing the bus. This means that only one packet can cross the bus at a time. 

This makes the routing speed to completely depend on the bus. For this reason, this approach is 

preferred only for small local area/network. 

                                               

3. Switching via Crossbar Switch 

 Crossbar switch consists of a series of points called cross points which handles inputs and outputs in 

the switch. Depending on the number of inputs given to the cross points, output will be given by the 

cross s points. For example, if 5 inputs of data  are given then 5 outputs of data will be the result 

given by the cross points. Now, a question arises that how many cross points should be used. The 

answer is just multiply the total number of inputs and outputs to get the cross points. In this 

example, cross points required are 5x5-25 cross points.  

The below figure shows a crossbar switch, which is built from two important entities, transistor or 

gates and switch which consists of 25 cross points. This switch is in the form of grid or a square, 



 

 

 

                                             Figure: Crossbar Switch 

 

 

 

 

 

 

3.3.3 Output Processing, Queueing, The Routing Control Plane 

 

Q16. Write short notes on the following, 

(i) Output processing 

(ii) Queueing 

(iii) Routing control plane. 

Answer: 

(i) Output Processing 

The port processing for output in the process of switching starts by considering the data packets 

stored in the port memory These packets are forwarded over the output link. The tasks performed 

during output processing are, 

1. Selecting the packets 

2. Dequeuing the packets 

3. Performing physical and link-layer functions. 



 

 

(ii) Queueing 

Packet queueing is possible at both input and output ports similar to the cars weighting near round 

about for their turn to cross it. The weighting time and other attributes completely relay on the 

traffic load and speed of processing. With increase in the size of queue, the memory utilization 

increases thereby increasing the chances of packet loss in case if memory is completely in use. Such 

losses occur from router side as it starts dropping packets when memory is unavailable. 

Similar situation can arise at output ports when multiple packets are sent simultaneously to a single 

port. This leads to the creation of queues as output port can forward only a single packet at a time. 

Moreover, the queued packets need to be forwarded based on certain criteria. This criterion is 

imposed using packet scheduler. Two of such criteria include FCFS (First-Comes First Served) and 

Weighted Fair Queueing (WFQ). In the former one, the packets are forwarded in the order of their 

arrival. In the latter one, the linked is shared among various connections on which the packets are 

destined. The use of packet scheduler helps in ensuring quality of service. 

Similarly on the input ports, various approaches like AQM (Active Queue Management) and RED 

(Random Early Detection) are adopted to make a decision regarding the packets arriving in the 

queue. 

(iii) Routing Control Plane 

The routing control plane exists near the location where the decisions are made by routing 

processor. This makes it de centralized as the routing process involves different aspects of entire 

network. However, modern routers integrate both hardware data plane and software control plane 

to generate an integrated product. 

Moreover, research is under way to create an architecture in which the routing control plane can be 

internal as well as external to the routers. The internal part performs link state measurements, 

maintaining and installing routing tables etc., whereas the external part performs route 

calculations). To make these two parts work corroboratively, an API is used. 

 

 

 

 

 

 

3.4 THE INTERNET PROTOCOL (IP): FORWARDING AND ADDRESSING IN THE INTERNET 

3.4.1 Datagram Format 

Q17. What is Internet Protocol (IP)? What are the two important components of IP? Discuss about 

the data gram format of IPv4. 

Answer: 

Model Paper-I, Q7(a) 

Internet Protocol (IP) 



 

 

Internet protocol is the third layer in TCP/IP. The functionality of this layer is to transmit data over 

the Internet. The responsibility of this layer is to send IP packets from source to destination 

independently. This means that each packet should contain the full address of the desired 

destination. It is an connectionless protocol, where in no connection exists between the end points. 

Components of IP 

The two important components of IP are forward and routing. 

For remaining answer refer Unit-III, Q9. 

Datagram Format of IPv4 

Datagram is nothing but the packets in IPv4. The datagram format of IPv4 is as follows, 

                                        

 The A datagram is a variable length packet having header and a data. Length of the header is about 

20 to 60 bytes containing the information necessary for routing and forwarding. Usually, a 4-bytes 

header sections are shown in TCP/IP a the fields of a datagram,  

1.Version (VER) 

It is a 4-bit field defining the session of IPv4 protocol. Currently, the available version is 4. But in 

future, version 6 supposed to replace version 4. Version (VER) field is responsible for informing the 

software in the processing machine about the version in use i.e., version 4. Interpretation of all the 

fields must be in accordance to fourth version of the protocol If a different version of protocol used 

by the machine, then the datagram is eliminated so as not to interpret it wrongly 

2.Header Length (HLEN) 

It is a 4-bit field defining the entire length of the datagram header in 4-byte words. This field is 

required because header length is variable between 20 and 60 bytes. In the absence of options, 

header length is 20 bytes with value 5 (ie.,5x4 20). The option field with maximum size has a value of 

15 (i.e., 15 × 4 = 60). 

3. Services 

It is a 8-bit field whose name and interpretation is changed by IETF from service type to 

differentiated services 

4. Total Length 



 

 

It is a 16-bit field that contains header as well as data. It has a maximum length of 65, 535 bytes. But, 

when larger datagram are required, the field contains length greater than the maximum length. 

JOJOTOR TEMAATIN SK 

5. Identification Field 

It is a 16-bit field, which specifies the identity of a fragment i.e., to which datagram it belongs to. me. 

6. Flag Bit  

 It is a 3 bit field which is used to control the fragment. Here, first bit is zero and it is reserved, 

second bit is 1 which represents. Don't fragment (DF). Third bit is '2' which represent More Fragment 

(MF). 

 

7. Fragment Offset  

It is a 13-bit field, which specifies the location of the fragment in the datagram. The maximum length 

of fragment offset is one byte more than the total length field i.e., 65, 536 bytes. 

8. Time-to-live Field 

It is a 8-bit field, which refers to counter used for limiting the lifetime of a packet. The maximum 

lifetime of a packets 255 sec. At each hop, the counter is decremented and when it becomes zero, 

the packet is removed and a warning packet is transmitted to the source. 

9. Protocol 

It is a 8-bit field. It specifies to which transport layer protocol (TCP or UDP), the datagram is to be 

given. 

10. Header Checksum 

It is a 16-bit field, which checks the header part so as to detect the errors occurred during the 

transmission of packets. Al each hop, the checksum must be recomputed because one or more fields 

of the header changes regularly. 

11. Source IP Address and Target IP Address 

Each of these fields is of 32-bit length. The source field specifies the port number of the sender host 

that sends the fragment. 

whereas, the destination field specifies the port number of the receiver host that receives the 

fragment. 

12. Options Field 

It is of variable length. Options may occupy space at the end of IP header and there lengths a is 

generally used to provide more information that wasn't covered in the IP header.  

 

3.4.2 IPv4 Addressing 

 Q18. Discuss in brief about the IPv4 addresses. 

Answer: 



 

 

IPv4 Address 

IPv4 (IP-version 4) defines 32-bit IP address for hosts and routers connected to the Internet. Each 

host and router has a unique and universal IP address.. This means that, no two hosts connected to 

the Internet can have same IP address at the same time. Any host that wants to establish connection 

on the Internet must accept the addressing system. Hence, IPv4 addresses are unique and universal. 

Address Space 

An address space is defined as the total number of addresses that are used by the protocol. IPv4 

protocol uses 32-bit addresses. Hence, the address space of IPv4 is 232 or 4, 294, 967, 296. (i.e., 

more than 4-billion). If limitation is not given then these large number of devices can be connected 

on the Internet. The IPv4 address makes use of three generated notations. They are, 

They are, 

1.Binary Notation 

Binary notation is a popular notation to present an IPv4 address which is displayed as 32 bits. An 

IPv4 address can be defined as a 32-bit address or a 4 byte address where each octet (8-bits) refers 

to one byte. 

 

Example 

 

The example of IPv4 address in binary notation.is, 

 

 

2.Dotted Decimal Notation 

Dotted Decimal Notation is another notation that specifies the IPv4 addresses. Generally Internet 

addresses are written in decimal form which are more easier to look through. In decimal forms, each 

octet (byte) is separated by decimal point (dot), and its value ranges from 0 to 255. 

Example 

The dotted decimal notation for the IPv4 binary notation is given below. 

 

 

 

3.Hexadecimal Notation 

Hexadecimal notation is another notation which is used rarely to specify the IPv4 addresses. Here, 

every set of four bits is equal to a single hexadecimal digit. That is, in an address of 32-bit there are 

total 8-hexadecimal digits. This type of notations are mostly used in network programming. 



 

 

 

Example 

 

Hierarchy In Addressing 

     Ever communication network requires hierarchy in addressing systems. For example, a postal 

network or a postal addressing system involves the following hierarchy. 

 

 

 

 

 

The hierarchy of 32-bit IPv4 addressing is divided into two parts i.e., prefix and suffix. Prefix 

is the first part of the address whose length is 'n' bits. It basically defines the network. 

The second part of the IPv4 address is suffix and the length a is (32-n) bits. It basically 

defines the node. The length of prefix can be fixed or variable. The following figure shows 



 

 

the hierarchy in IPv4 addressing. 

 

 

Q19. Explain the working of DHCP protocol with its header format. 

Answer: 

Dynamic Host Configuration Protocol (DHCP) 

Dynamic Host Configuration Protocol (DHCP) is mainly used for the simplification of installation and 

maintenance networked computers. If a new computer is connected to a network, DHCP can provide 

it with all necessary information system integration into the network, e.g., address of a DNS server 

and the default router, the subnet mask, the domain name and an IP address. DHCP mainly used as 

mobile IP as a source since it has the capability of providing an IP address. DHCP mechanism are 

quite simple. Since, many options are available. DHCP is based on a client/server model as shown in 

figure (1) 

contains one client and two servers.  

 

DHCP clients send a request to a server (DHCP DISCOVER) to which the server responds. 

A client sends requests using MAC broadcasts A DHCP relay might be needed to forward requests to 

a DHCP server. Client initialization via DHCP is shown in figure (2) 



 

 

                                

(i) In above figure there is one client and two servers. The client broadcasts a DHCP 

DISCOVER into the subnet. There might be a relay to forward this broadcast. 

Two servers receive this broadcast and determine the configuration they can offer to the 

client. Servers reply to the client's request with DHCP OFFER and offer a list of configuration 

parameters. The client can choose one of the offered configurations.  

(ii). The client then replies to the servers, accepting one of the configurations and 

rejecting the others using DHCP REQUEST. If a server receives a DHCP REQUEST with a rejection it 

can free the reserved configuration for other possible clients. The server with the configuration 

accepted by the client, confirm the configuration with DHC PACK this completes the initialization 

phase. 

(iii) If a client leaves a subnet, it releases the configuration received by a server using DHCP 

RELEASE. The server free the context stored for the client and offer the configuration again. The 

configuration which a client gets from a server is only leased for a certain amount of time. Therefore, 

the client has to reconfirm the configuration from time to time otherwise, 

the server will free the configuration. This time out of configuration helps in case of crashed 

nodes or nodes moved away without releasing the context. 

Advantage 

(i) The DHCP is good for supporting the acquisition of Care-Of-Addresses (COA) for mobile 

nodes. The hosts for all other parameters needed, such as addresses of the default router, DNS 

servers, the time server etc. 

(ii) A DHCP server should be located in the subnet of the access point of the mobile node or 

atleast a DHCP relay should provide forwarding of the messages. 

Disadvantages 

(i) Security Issue there is no authentication of DHCP messages specified. This means that 

the mobile node cannot a DHCP server and the DHCP server cannot trust the mobile node. 



 

 

(ii) There is no protocol for server-server configuration i.e., one DHCP server cannot 

communicate with another DHCP server and exchange currently used configuration thus, 

configurations on servers have to be set up by hand.. 

(iii) An administrator has to take care that every DHCP server has its own address space for 

clients. This typically results in address space fragmentation.  

 

3.4.3 Internet Control Message Protocol (ICMP) 

Q20. Write a short notes on ICMP. 

Answer: 

Internet Control Message Protocol (ICMP) 

ICMP has been designed to overcome the problems posed by IP protocol. It is used in IP 

network management and administration. Its importance is seen in IP implementations. It is said 

to be a control protocol because it does not hold the data it keeps the report of data. The 

latest version of ICMP is ICMP4. 

Types of ICMP Messages 

ICMP messages are categorized into following two types, 

1. Error-reporting messages 

2. Query messages. 

1. Error Reporting Messages 

These messages report about the issues encountered by host/ router while processing an IP 

packet. 

2.Query Messages 

These messages help the network manager in retrieving specific information about the 

network from host/router. 

Format of ICMP Message 

Every ICMP message is encapsulated with an 8-byte header, which is followed by variable 

length data field. of header vary depending on the type of message being transmitted, the first 32-

bits of the header remains message. The general format of ICMP message is as follows. 



 

 

                                                      

                                                figure (1): ICMP Message Format 

 

1. Type 

This is a 1-byte field that specifies the message type. 

 

2. Code 

This is a 1-byte field that specifies the reason for including a particular type of message. 

 

3. Checksum 

This is a 2-bytes field that is used for detecting the errors within the message. 

 

4. Remaining Part of Header 

This is a 4-byte field that contains information specific to the type of message specified in "type" 

field. 

 

5.Data 

This is a variable length field that contain data pertaining to respective message type. If "error 

messages" are specified "type" field then the data part contain information for searching the actual 

erroneous packet. Moreover if "query message are specified in "type" field then data part contain 

additional information depending on the query type. 

Message Format of ICMPv4 

ICMPv4 is the integral part of IPv4 format (i.e., fourth version of IP protocols). This is included in the 

IPv4 header format. to main purpose is to provide the information of error, loss of data packets and 

also it controls the data. 



 

 

                                 

The above figure shows the basic ICMPv4 message format. It also shows the association between IP 

and physical frame. The ICMPv4 messages are transmitted in the data area of IPv4 datagram which 

uses protocol type of 1. In addition to this, it will follow all standard IPv4 datagram formatting rules. 

The ICMPv4 has a fixed format header wherein the first octet which is type field specifies the format 

of ICMPv4 message, the single octet code field specifies the type of message in use, and the 16 bit 

checksum field specifies the integrity check on the complete ICMPv4 message including header and 

data areas. The computation of actual value within the checksum field is performed by breaking the 

message into sequence of 16 bit words. Then it is added in 1's compliment arithmetic with any carry-

the generated result in then added into the checksum field. However, the IP header is not 

significantly used in the computation of ICMPv4 checksum. Moreover, the variable length ICMPv4 

data area specifies the actual message. 

 

3.4.4 IPv6 

021. Explain about IPv6 addresses. 

Answer: 

IPv6 Addresses 

The IPv6 addresses were introduced to overcome the problems related to, 

(i) Address depletion for the Internet 

(ii) Lack of accommodation for real time audio and video transmission 

(iii) Data encryption and authentication. 

 

Structure 

 



 

 

An IPv6 address is 128 bits long (i.e. 16 bytes). The structure of IPv6 addresses is based on 

hexadecimal colon notation and abbreviation that enables the IPv6 address to be more readable and 

abbreviated. 

 

(a)Hexadecimal Colon Notation 

Hexadecimal colon notation of IPv6 address makes them more readable. In hexadecimal colon 

notation 128 bits are divided into eight sections where each section is of 2 bytes, which requires four 

hexadecimal digits. This implies that IPv6 address (a) comprises of 32 hexadecimal digits. The 

arrangement of these digits is made in such a way that a colon is placed as a separator a between 

every four digits.  

Example 

 

(b) Abbreviation 

The hexadecimal notation results in a very long format consisting of numerous zero digits. In 

such cases, the abbreviation technique can be applied to the address where the leading zeroes (but 

not trailing zeros) can be eliminated from the section. The abbreviation can be 

performed only once for every address. That is, if there are two sections of zeroes, only one 

of them abbreviated. The re-expansion of the abbreviated address is performed easily just 

by aligning the unabbreviated parts and inserting zeroes so as to get the original expanded 

address. 

Example 

 

Address Space 

The IPv6 addresses consists of much larger address space with the availability of storing 

maximum of 2 address address of IPv6 is divided into various categories, which are defined 

by the left most bits called "type prefix" of each address prefix is of variable length and is 

used so as to ensure that the first part of a code is different from other code, thereby avoid 



 

 

ambiguity issue. The following table shows the prefix of every address type, 

 

 

 

 

Type of Addresses 

IPv6 defines the following different type of addresses, 

1.Unicast Addresses 

The unicast address defines a single host. Therefore, if the packet is supposed to be forwarded using 

unicast address, then it should be delivered to that particular destination. There are two types of 

unicast addresses defined by IPv6. 

(a) Geographic based address 

(b) Provider based address. 

 

(a) Geographic Based Address 

Geographic based address was introduced as an alternative for Simple Internet Protocol (SIP). These 

addresses are based on geographic location and once assigned they cannot be changed. The 

geographic based addresses are significantly complicated and are highly expensive. The geographic 

address allocation is used in developing improved automatic and dynamic host con figuration in 

IPv6. 



 

 

 

(b) Provider Based Address 

 

Provider based address is generally used as a unicast address by a normal host. See The address 

format of provider based address is as follows, 

                            

(i) Type Identifier 

The type identifier is a 32-bit field that defines the address as a "provider-based address". 

(ii) Registry Identifier 

The registry identifier is a 5-bit field that specifies the agency that has registered the address. 

(iii) Provider Identifier 

The provider identifier is a 16-bit field that specifies the provider for Internet access. 

(iv) Subscriber Identifier 

The subscriber identifier is a 24-bits field that is assigned if the organization subscribe to the Internet 

via provider. 

(v) Subnet Identifier 

A subnet identifier is a 32-bit field that defines a particular subnetwork that belongs to a subscriber. 

(vi) Node Identifier 

A node identifier is a 48-bit field that specifies the identity of the node which is connected to a 

subnet. 

2. Multicast Address 

Multicast address defines a group of hosts rather than a specific host if a packet is supposed to be 

forwarded, then delivered to each and every member of a group. The address format of multicast 

address is as follows, 

                                         

(i) Flag 



 

 

The flag field is a 4-bit field that specifies whether the group address is a permanent address (0000) 

or transient a dress (0001). 

(ii) Scope 

The scope field is a 4-bit field that defines the scope of the group address. The following table shows 

different scopes. 

                                                          

3.  Any Cast Address 

Any cast address defines a group of host. A packet intended for any cast address is delivered to only 

a single member of any cast group that have shortest route. 

4.Reserved addresses 

Reserved addresses consist of eight zeroes in the beginning. The sub-categories of reserved 

addresses are as follows, 

(a)Unspecified Address 

It is used when the host is unaware of its own address and requests other host to determine its 

address. 

                         

(b).Loop Back Address 

It is used by the host in order to test itself without traversing the network 

.                           

(c).Compatible Address 

It is used by the host that wants to perform transition from IPv4 to IPv6. 



 

 

                     

(d)Mapped Address 

It is used by a host that wants to perform transition from IPv6 to IPv4. 

                       

 

 

5. Local Addresses 

If an organization is in need of IPv6 protocol without connecting itself to the global Internet, then it 

uses local addresses. Alternatively, local addresses are the addresses provided to private networks. 

An organization using this address cannot send beyond its boundary network... 

(a) Link Local Address 

The two types of addresses defined by local addresses are as follows, 

 

(b) Site Local Address 

It is used in an isolated site consisting of many subnets. 

 

 

Q22. Draw the IPv6 packet header format. 



 

 

Answer: 

IPv6 Header Format 

The IPv6 packet is made up of header payload. Payload consists of optional extension headers and 

data from top layer The base header has fixed length of 40 bytes but the extension headers and data 

from top layer has approximately 65,535 byte of data. The following figure shows IPv6 datagram 

header and payload. 

                                

Base Header 

The following figure shows the format of an IPv6 header. 

                               

(i) Version 

It is a 4-bit field defining the version number of the Internet protocol. 

Example: IPv6 has the value 6. 

(ii) Priority 

It is a 4-bit field defining the priority of the packet related to traffic congestion. 

(iii) Flow Label 

It is a 3-byte field used for handling flow of data. 

(iv) Payload Length 

It is a 2-byte field defining IP datagram length. 

(v) Next Header 

It is a 8-bit field defining the header after the base header in the datagram. The next header can be 

an headers used by IP or the header of an encapsulated packet like UDP or TCP every extension 



 

 

header includes this field. version 4, this field is called the protocol. The values of the next headers 

are tabulated below, 

                                           

(Vi) Hop Limit 

It is 8-bit field, which has the same function as that of TTL field in IPv4. 

(vii) Source Address 

It is 16-byte Internet address field identifying the actual source of the datagram. 

(viii) Target Address 

It is a 16-byte Internet address field identifying the final target of the datagram. In case of source 

routing, this field includes the address of the next router. 

 

Q23. Compare IPv4 and IPv6. Also write the advantages of IPv6 over IPv4. 

 

Answer: 

 



 

 

 

Advantages of IPv6 Over IPv4 

IPv6 has the following advantages over IPv4, 

1. IPv6 has a larger address space. It is 128-bits long. It has 296 increase in its address space 

compared with that of 32 address of IPv4. 

 

2.It has a better header format wherein the options are separated from the base header and if 

required they are placed between the base header and the upper-layer data. Routing process is 

simplified and speeded up because most options & not require to be checked by the routers. 

3. It has new options which adds additional functionalists. 

4. If necessary, the protocol can be intended by new technologies or applications. 

5. It supports resource allocation. The type-of-service field is removed and a method called flow 

label is introduced which allows the source to request packet handling. This method can handle 

traffic like real-time audio and video can be supported  

6. It provides greater security. Confidentiality and integrity of the packet is provided by encryption 

and authentication options in IPv6. 

 

 

 

 

 

 

 

 

 

 



 

 

UNIT-4(Part- B) 

Transport Layer: Introduction and Transport Layer Services : Relationship Between Transport and 

Network Layers, Overview of the Transport Layer in the Internet, Multiplexing and Demultiplexing, 

Connectionless Transport: UDP -UDP Segment Structure, UDP Checksum, Principles of Reliable 

Data Transfer-Building a Reliable Data Transfer Protocol, Pipelined Reliable Data Transfer 

Protocols, Go- Back-N(GBN), Selective Repeat(SR), Connection Oriented Transport: TCP - The TCP 

Connection, TCP Segment Structure, Round-Trip Time Estimation and Timeout, Reliable Data 

Transfer, Flow Control, TCP Connection Management, Principles of Congestion Control - The Cause 

and the Costs of Congestion, Approaches to Congestion Control 

 

                                                  UNIT-4 Transport Layer 

 

                                                            PART-B 

 

 

ESSAY QUESTIONS WITH SOLUTIONS 

 

4.1 INTRODUCTION AND TRANSPORT LAYER SERVICES: RELATIONSHIP BETWEEN TRANSPORT AND 

NETWORK LAYERS, OVERVIEW OF THE TRANSPORT LAYER IN THE INTERNET 

 

Q11. Discuss the services/responsibilities of transport layer? 

Answer: 

Services Responsibilities of Transport Layer      

The following are the responsibilities of transport layer. 

1.Service-point Addressing 

Transport layer introduces a type of address called service point address. This address is included in 

the header of transport layer. Computers are capable of running several programs simultaneously. 

The term source-to-destination delivery doesn't y mean delivery of data from one system to the 

other, but it also means delivery of data from one specific process to the other. Therefore, in this 

case it becomes necessary to include a service point address in the header of transport layer. 

2.Segmentation and Reassembly.  

Transport layer divides a single message into various transmittable segments wherein every segment 

contains a sequence number. This sequence enables the layer to reassemble the message once it 

reaches the destination. It also enables the layer to identify the lost packets during transmission and 

to replace them as well. 

3.Connection Control 



 

 

A transport layer can he either of the following. 

 

1. (Connection Less This layer considers segment as an individual packet. These packets are 

then individually delivered to the destination. () Connection Oriented. 

 

2. This layer initially establishes a connection with the transport layer of destination machine. 

It then transfer the entire data and terminates the connection after transmission. 

4.Flow Control 

Flow control of this layer is similar to the flow control of data link layer. But the only difference is 

that; in data link layer, flow control is performed across a single link whereas in transport layer end-

to-end flow control is performed. 

5.Error Control 

Error control of this layer is similar to the error control of data link layer. But the only difference is 

that, in data link layer. error control is performed across a single link where as in transport layer, 

process-to-process error control is performed. While sending the data, transport layer of sender's 

machine ensures that complete data reaches the transport layer of re ceiver's machine. In case if an 

error occurs, the entire data is retransmitted. 

 

 

Q12. Explain the relationship between network and transport layers? 

Answer: 

The network layer offers logical communication among host while transport layer offers logical 

communication among et processes. The relationship between these two layers remain the services 

provided by the network layer to the transport layer.  

Providing Services to the Transport Layer 

The function of the network layer is to provide services to the transport layer. These services are 

provided at the network transport layer interface. This interface is important because it acts as a 

frequent medium between the carrier (the boundary of subnet) and the customers. The job of the 

carrier is to send all the packets passed to it by the customers. Therefore, it must be designed well. 

The network layer services are designed such that they are independent of the subnet organization, 

the detail of subnet topology is hidden from the transport layer and the uniform network addresses 

are available to the transport layer across LANS and WANS. There are arguments on whether the 

network layer should provide the connectionless service or connection-oriented service. 

One argument is that the job of the subnet is just to move bits from one end system to another. No 

matter how the subnet is designed, it is inherently unreliable. Therefore, the hosts should do packet 

reordering, error control and flow control themselves. 

 With network layer providing connectionless service only two primitives SEND PACKET and RECEIVE 

PACKET required. The packet reordering, error control and flow control is all left to the hosts 

because, any how they do this job and the is little to be gained by doing it twice. Further, each 



 

 

packet must contain the full destination address because each packet is independently of its 

predecessors. 

Another argument is that a reliable, connection-oriented service should be provided at the subnet. A 

network layer that provides connection-oriented service between two end systems must establish a 

connection between them before sending data. This is the virtual connection which is given a special 

identifier. The identifier is used to send all the data. After all data have been sent, the connection is 

released. The two end systems decide the parameters, quality and cost service to be provided at the 

time the connection is set up. The data flows in both directions.  

With this service the packets are delivered to destination end system in sequence and flow control is 

provided automatically. In connectionless service the complexity is in the transport layer (i.e., hosts). 

In connection-oriented service, the complexity lies in the network layer (i.e.. subnet).  

 

Q13. Discuss about transport layer in the Internet. 

Answer: 

Internet uses two transport layer protocols called TCP and UDP. The data packets of transport layer 

protocols for TCP a referred as segments. The transport layer using Internet or IP, offers the 

following services, 

For remaining answer refer Unit-IV, Q11. 

 

4.2 MULTIPLEXING AND DEMULTIPLEXING  

 

Q14. Write notes on multiplexing and demultiplexing? 

Answer: 

The service of multiplexing and demultiplexing is necessary for all computer networks. Extending 

host-to-host delivery to process-to-process delivery is called transport layer multiplexing and 

demultiplexing. At the receiving host, transport layer is responsible to deliver the data present in the 

segments Transport Layer (PDVUS) to the correct process running on the host. For instance, consider 

un example that user is working on the computer system and the user is downloading the web pages 

while running one FTP session and two Telnet sessions. Thus, the computer has four application 

processes such as two Telnet processes, FTP process and one Http process. The transport layer must 

send the data collected the network layer to any of the four processes. 

Each and every process contains a socket. The transfer of data from process to network and from 

network to process takes place completely through socket i.e., socket is the door between 

application process and TCP. Thus, in the receiving host, transport layer transmitts data to the 

intermediary socket rather than transmitting data directly to the process. In the receiving host, there 

can be more than one socket, where each socket contains a unique indentifier which distinguishes 

one socket from another. 

  



 

 

 

 

Each segment of transport layer contains a set of fields which is used by the receiving end to identify 

the receiving socket so that the segment can be transmitted to the correct socket. Thus based on the 

above scenario it can be said that, Demultiplexing refers to process of transmitting the data of 

transport layer segment to the appropriate socket. The data chunks collected from different sockets 

at the source host are encapsulated with header information to create segments and the process of 

sending these segments to the network layer is known as multiplexing. 

 In the middle host, transport layer is responsible to carry out two things. 

 

1. Demultiplexing segments coming from network layer to either process P, or P, which is 

carried out by sending the data to the socket of corresponding process. 

 

2. Collecting outgoing data from the sockets, creating transport layer segments and then 

directing these segments to the network layer. 

 

In transport layer, multiplexing and demultiplexing is carried out in a host as follows. It is known 

that, in transport layer, multiplexing needs two things. 

 

1. Each socket must contain unique identifier. 

2. Each segment contain special fields like source port number field and destination port 

number field in order to identify the receiving socket so that the segment can be directed to 

the correct socket. Each port number refers to 16-bit number, whose range is from 0 to 

65535. Among these port numbers only well known port numbers (whose range is from 0 to 

1023) are used for application protocols like HTTP. 

 

Demultiplexing is implemented as follows a port number is allotted for each and every socket in the 

host and when segment arrives to the receiving host, the transport layer examines the fields of 

segments for destination port number to identify the receiving socket and then directs the segment 

to that socket. 



 

 

 

Q15. Explain in detail about connection-oriented multiplexing and demultiplexing? 

Answer: 

The protocol which provides a reliable, connection-oriented service to the application is TCP 

(Transmission Control Protocol). The difference between UDP socket and TCP socket is UDP socket is 

a two tuple whereas TCP socket is four tuple. The four values of TCP socket include source address, 

source port number, destination IP address and destination port number, which are used by the 

receiving host to direct the segment to the appropriate socket unlike UDP two TCP segments having 

different source IP address or source numbers are sent to the two different sockets. 

TCP demultiplexing can be understood by taking a closer look at TCP sockets and TCP connection 

establishment. TCP server application contains welcoming socket, which waits for connection 

establishment requests from clients. With server process running, the client process can initiate a 

TCP connection to the server. This is done in the client program by creating a socket object. 

When the client creates its socket object it specifies the address of the server process, namely the IP 

address of the server and the port number of the process which is shown below.  

Socket client socket= new socket ("ServerHostName", 6789); 

The above line creates a socket for the client process through which transmission of data takes place 

usually and connection establishment request means a TCP segment containing destination port 

number (6789) as well as specifying connection establishment but set in the TCP header. 

When the server receives connection establishment request from the client it tells the process to 

create a connection socket. 

Socket Connection socket-welcomesocket.accept(); 

In the connection request segment, the server notes source port number, source IP address, 

destination port number and destination IP address. These four values are used to demultiplex the 

TCP segment to the correct socket. Consider host, host B and server C where host A initiates one 

HTTP session to sever C and host b initiates two HTTP sessions to server C. The IP addresses of host A 

and B and server Care A, B and C respectively. Host 4 assigns source port number of 26145 to its 

HTTP connection and host B assigns two source port numbers to its two HTTP connections. Server 

directs the segments to the appropriate socket even though the connections have same source port 

numbers with different source IP addresses. 

 

 

 

 



 

 

 
Figure: Hosts A and Cusing Same Destination Part Number to Communicate with Same Web Server 

Application.  

 

Q16. Discuss about connectionless multiplexing and demultiplexing? 

Answer: 

Connectionless Multiplexing and Demultiplexing  

The protocol which provides unreliable connectionless service to the application is UDP (User 

Datagram Protocol). 

UDP multiplexing and demultiplexing can be understood by the port numbers assigned to UDP 

sockets.  

UDP sockets can be created as follows, 

DatagramSocket Socket1-new DatagramSocket():  

Here, transport layer is responsible to automatically assign a port number ranging from 1024 to 

65535 to the UDP socket. UDP sockets can also be created by specifying the port numbers. 

Datagram Socket Socket2 = new DatagramSocket(19158). 

Here, application is responsible to assign a specific port number (i.e., 19158) to the UDP socket 

usually, at the client side transport layer is allowed to assign a port number whereas at the server 

side, application is allowed to assign a port number. A process in host A with port number 19158 can 

transmit data to a process in host B with port number 46428 as follows, Initially, in host A, transport 

layer creates a transport layer segment (PDU) consisting of application data, source port number and 

destination port number. These segment is then passed to the network layer, which it encapsulates 

in an IP datagram and sends that segment to the receiving host. 



 

 

 

 

Figure: Interchanging of Source and Destination Part Numbers 

At the receiving end, transport layer in host B examines the destination port number to identify the 

receiving socket then directs the segment to the appropriate socket. 

UDP socket is a two tuple consisting of destination IP address and Destination port number. with 

different source IP address and source port numbers but with same destination IP address and 

destination port number then the two segments are passed to the same destination process through 

the socket with same destination port number. When host B wants to send a segment back to host 

then host B extracts the source port number from the 4-to-B segment and uses that source port 

number as a destination port number in the B-to-A segment. 

 

4.3 CONNECTIONLESS TRANSPORT: UDP - UDP SEGMENT STRUCTURE, UDP CHECKSUM 

 

Q17. What is UDP? List its features and explain its header. 

 

Answer: UDP 

UDP is another commonly used connectionless, unreliable protocol on the Internet. UDP is never 

used to send important a such as webpages, databases, etc. UDP is a connectionless, unreliable 

protocol. UDP is a transport layer protocol defined for use with the IP network layer protocol. It 

provides a best-effort datagram service to an end system. The service provided by UDP is an 

unreliable service that provides no guarantee for delivery and no protection from duplication. The 

simplicity of UDP reduces the overhead from using the protocol and the services may be adequate in 

many cases. A computer may send the UDP packet without first establishing a connection with the 

receipt. It completes the appropriate field in UDP header and forwards the da together with the 

header for transmission by the IP network layer. 

Features of UDP  

The two important features of UDP are, 

1.Simple  



 

 

It is a simple protocol that uses a very straightforward messaging structure that is similar to the 

message format used by many other TCP/IP protocols. The real goal of this protocol is to serve as an 

interface between networking application processes running at the higher layer and the 

internetworking capacities of IP. Like TCP, UDP layer is on the top of IP which is a method of 

addressing through the use of UDP port numbers. It does include an optional checksum capability for 

an error-detection but adds virtually no other functionality. 

2.Fast 

UDP is a fast protocol as it doesn't require error-detection mechanism. This make it unsuitable for 

use in many networking applications. 

UDP was developed for use by application protocols that do not require reliability, acknowledgment 

or flow control features at the transport layer. It is designed to be simple and fast providing 

transport layer addressing in the form of UDP ports and an optional checksum capability. 

UDP Header 

UDP header is a fixed-size header of 8 bytes which contains protocol control information 

 

 

 

 

 

 

UDP header consists of four fields each of 2 bytes in length 

 

1.Source Address 

It specifies the port number of the sender which describes where a reply packet is to be sent. This 

can actually be set to zero. .zero if it is not used. For example if a user don't require a reply packet, 

then the source address for that packet can be set to zero. 

 

2.Destination Address 

It specifies the port number of the receiver where the packet is to be transmitted. If the destination 

host is a server, then the port numbers are reserved.  



 

 

 

3.UDP Length 

It specifies number of bytes comprising the combined UDP header information and payload data. 

The UDP user datagram is 65,535 bytes, but as the datagram is stored within the IP packet, the 

length of UDP datagram in, 65535-20-65515 bytes. 

ie, UDP length-IP length - IP header length 

 

4.UDF Checksum 

This checksum’s is the same kind of checksum used in TCP header except that it contains a different 

set of data. It is computed in the same way as that of TCP. A checksum is used to verify that end-to-

end data that has not been corrupted by ou or bridges in the network. If checksum is not required, 

the value zero is placed in this field in which case the data is t checked by the receiver, checksum 

comprises of pseudobeader, UDP header and UDP data. The pseudoheader serves the same purpose 

as that of TCP. But for UDP, the value for protocol is 17. 

 

Q18. Define UDP checksum and discuss the operation of UDP. 

Answer: 

UDP Checksum 

UDP checksum is defined as a safety feature in which its value represent an encoding of a datagram. 

Initially it's values i calculated by the sender and then by the receiver. If the given value of the 

sender does not matche’s with the receiver's data, the the UDP help's in detecting the error by using 

checksum algorithm. The checksum value of the UDP is mandatory for the sends but not to the 

receiver because if the given value is checksumed, then automatically the receiver gets the correct 

data send by the sender. If the sender checksum's contain all 0's then the receiver also receives all 

zeros. 

 

Operation of UDP 

The concepts of transport layer is used in UDP operation. The operation of UDP includes the 

following criteria,  

 

1.Connectionless Services 

UDP supports connectionless service, therefore, the establishment and termination of connections 

are not required in UDP operation. This causes each user datagram to travel on different path. 

Hence, all the user datagrams that are send by UDP are independent datagrams and are not 

numbered. The different user datagrams don't have any relationship among them, though they 

come from same source process or go to same destination program. 

In a connectionless service, any process that is implementing UDP to transmit a data stream cannot 

predict that the UDP 2. Flow and Error Control splits the data in to fragments when data is large. It 



 

 

ensures that each request is of small size so that it can fit into a user datagram. Thus, UDP should be 

used only by those processes which sends short messages. 

 

2. Flow and Error Control 

UDP is simple and unreliable transport protocol. Flow control and window mechanisms are not 

present in UDP protocol This may result in overflow of incoming messages at the receiver end. 

Also, UDP doesn't have error control mechanism (except for the checksum). Because of this, the 

sender is unaware whether the message has been duplicated or lost. If the receiver detects an error 

using checksum, then the user datagram will b discarded without the knowledge of the receiver, 

 

3. Encapsulation and Decapsulation 

When messages are being sent from one process to another process, it gets encapsulated at the 

sender's side and decapsulated at the receiver's side by the UDP protocol. 

 

4.Queuing 

Queues of the UDP are associated with port numbers shown in the figure below.  

 

 

 

 

Two types of queues can be created for each ports of UDP they are incoming queue and outgoing 

queue, These queues help performing certain implementations which can create both incoming 

queue and outgoing queue associated with each process des there are some other implementations 

that can create only incoming queue associated with each process. When a process is initiated at the 

client site, it sends a request to the operating system for the port number. The operating provides 

only one port number, one outgoing and one incoming queue, even if it wants to communicate with 

several process. 



 

 

Mostly the queues that are opened by the client are identified by ephemeral (temporary) port 

numbers. These queues does process as long as the process runs and gets destroyed on the process 

termination. 

Messages being sent by the client process using the requested source port number, will get stored 

into the outgoing queue. These messages are then removed by UDP one by one. After removing, 

UDP adds UDP header to it and then deliveres them to IP. The continuous sending of the messages 

may cause queue overflow. To stop this, delay message sending until the messages of the queue 

gets delivered. 

If a message arrives at the client process (user datagram), then UDP examine its port number 

present in the field of destination port number to see whether an incoming queue has been created 

or not. It finds such queue then it stores the message to the cane end. But if the UDP doesn't finds 

such queue, it discards the message and informs the server by sending 'port unreachable" message 

using ICMP protocol. All the incoming messages for a client program whether from same or different 

sources, are sent to the same queue. The continuous receiving of incoming messages may cause 

incoming queue overflow. To present this, the DP discards the user datagram and informs the server 

by sending a 'port unreachable' message. At the server site, the creation of que is different but 

simple when a server process is initiated it uses its well-known port number for creating incoming 

and outgoing queues, As long as server runs, the queues will function When a message arrives at the 

server then UDP examine its port number present in the field of destination port number whether 

an incoming queue has been created or not. If it finds such queue then stores the message to the 

end of the queue. if it doesn't finds such queue, discards the user datagram and asks the ICMP 

protocol to send a "port unreachable" message to the client. 

All the incoming messages for a server program whether from same or different sources, are sent to 

the same queue. The s receiving of messages may cause overflow of incoming queue. To avoid this, 

the UDP discards the user datagram and informs the client by sending a 'port unreachable' message 

using ICMP protocol. 

A server can respond to a client by sending a message to the outgoing queue using the source port 

number specified in the request. The message from the queue is removed one by one by UDP and 

after adding the headers delivers the messages to IP. 

The continuous message sending may cause outgoing queue overflow. To stop this overflow, the 

operating system asks the server process to delay message sending until the queue becomes empty. 

 

 

 

 

 

 

 

 

4.4 PRINCIPLES OF RELIABLE DATA TRANSFER 



 

 

4.4.1 Building a Reliable Data Transfer Protocol 

 

Q19. What is the responsibility of reliable data transfer protocol? Discuss simple protocol used at 

transport? 

Answer: 

Reliable Data Transfer Protocol 

Reliable data transfer protocols are responsible for the implementation of service abstraction from 

upper layers. It end that the data packets remain uncomputed and delivered in sequence. However, 

the performance of this protocol can be effect if there exist inefficiency in the layer present beneath 

the protocol. 

Simple Protocol Transport Layer 

Simple protocol is a connectionless protocol with no error and flow control techniques. In this 

protocol, forwards packets and the receiver receives packets respectively. The receiver in this 

protocol will never flow out i.e., it will ne be overwhelmed. The simple protocol is illustrated in the 

following figure. 

                                    

 

Finite State Machine er Simple Protocol 

In this protocol, if application layer of the sender has a message to forward then a n only for y sender 

forwards the packet to the receiver and then the receiver forwards the message to its application layer 

when the packet is arrived. This scenario is a using two finite state machines. 

 



 

 

                               

The above figure indicates two finite state machines for simple protocol. Both FSM's contains only 

one ready state sender stays in ready state until the arrival of request from the application layer and 

then the sender converts the message packet and forwards it to the receiver. Then the receiver in 

steady state converts the message out of packets and delivers to the application layer. 

 

Q20. Explain the stop and wait protocol of transport layer. 

Answer: 

Stop and wait protocol is the second protocol of the Transport layer. It is a connection oriented 

protocol with both flow Here, the sender and receiver makes use of a sliding window whose size is 1. 

In the process of stop and wait protocol, the sender transmits one data packet at a single instance of 

time and wait until is an acknowledgement from the receiver before transmitting the other data 

packet. In order to identify whether the data packet’s are corrupted there is a checksum added to 

every data packet. That is, whenever a packet is received the receiver checks the packet, if the 

packet's checksum is found to be incorrect, then it indicates that the arrived packet is corrupted and 

the receiver discards the corrupted packet. 

  If there is no acknowledgement sent from the receiver after receiving the packet, then the sender 

believes that the packet transmitted is either corrupted or lost. Besides this, a fixed timer is also 

used in order to record the time at which the packet is transmitted and received. If an 

acknowledgement is received before the timer expires, then the timer is switched off and the next 

data packet in the queue is transmitted to the receiver. In case if the timer gets expired and the 

sender does not receives any acknowledgement from the receiver then the sender retransmitted 

packet is either lost or corrupted. This means that the sender has to maintain a copy of every packet 

which is transmitted packet is either lost or corrupted. This means that the sender has to maintain a 

copy of every packet which is transmitted until it receives an acknowledgement from the receiver. 

The figure below shows the process of stop and wait protocol. 

 

 

 

 



 

 

 

Sequence Numbers 

 

The Sequence Numbers are the numbers that are added to the packet header. These numbers are 

used to prevent the packet. duplication. The most important thing about the sequence numbers is 

the range of the sequence numbers. Every user demands a packet whose size is small, because the 

small data packets provides unambiguous communication. 

 

Acknowledgement Numbers 

 

The acknowledgement numbers are the numbers that announces the sequence number of the 

successive packet present in the queue. For instance, if packet 0 reaches safely. Then the receiver 

forwards an acknowledgement 1 (which means that packet is required). If packet 1 is reached safely, 

then the receiver forwards an acknowledgement 0 (which means that the next packet O is required). 

 

FSMS 

 

 To show the FSMs for the stop and wait protocol it is necessary for both the sender and the receiver 

to be in established state before sending and receiving the data packets. 

 

Ready State 

In this state the sender keeps waiting for an event to occur. If it encounters a request, then it 

immediately generates a packet whose number is set to 'S' . The sender creates a copy of the packet 

which is transmitted and is also sets the timer. After this the sender switches to the blocking state. 

 

Sender 



 

 

 

Initially the sender is in the ready state and the variable 'S' is assigned to 0. 

 

Blocking State 

 

In this state there are three possible events that can occur, 

 

1. If the sender receives an unambiguous acknowledgment from the receiver, then the packet whose 

sequence number was announced by the acknowledgment number is sent i.c., ack no=(s+1) modulo 

2 and the timer is switched off. After this, 

 

2. 3, If the sender receives a corrupted acknowledgement, with the ack No # (s+1) modulo 2, then 

that specific ACK is discarded the sender is switched to the ready state. If the timer expires, before 

receiving the acknowledgment, then the sender retransmitts the data packet and reset the timer. 

 

Receiver 

 

The receiver is always found in the ready state. There are three possible events that can occur at 

receiver's side. 

 

1. If an unambiguous packet whose seq No (sequence number) = R reaches the receiver, then the 

message of the arrived packet is sent to the application layer. After this, the window R=(R+ 1) 

modulo 2 slides. Lastly the ACK whose ack No (acknowledgement number) = R is transmitted. 

 

2 .If an unambiguous packet whose seq No # R reaches the receiver, then the arrived packet is 

discarded. And an ACK that has ack No R is transmitted. 

 

3.If the receiver receives a corrupted packet, then the arrived packet is discarded. 



 

 

 

 

4.4.2 Pipelined Reliable Data Transfer Protocols  

Q21. Describe the pipelined protocol for reliable data transfer. 

 

Answer: 

 

The stop and wait protocol faces performance issues as it makes the transfer slow. To overcome 

such issues, pipelined protocol is used. In case of stop-and-wait protocol, the sender has to wait for 

the acknowledgement from the receiver to send the next packet which however eliminated using 

pipelined protocol. Here, packets are sent one after the other while the receiver sends the 

acknowledgements in sequence to the sender. 

 

 



 

 

The approach reduces much of the time consumed in waiting for the acknowledgements, the time 

reduced is usually 3 times the time consumed waiting for acknowledgements. 

 

In pipelined protocol, the following consequences occur. 

 

1.Increase in the count of sequence numbers as the number of packets and acknowledgments need 

unique sequence numbers.  

2. Buffering of multiple packets possible at both sender and receiver side. On sender side, buffering 

is performed with respect to unacknowledged packets and on receiver side, buffering is performed 

with respect to corrupted packets. 

 

3. The above requirements depend on the approach followed in response to the lost, corrupted or 

delayed packets. Go-back-N and selective repeat are two approaches which are based on pipelined 

protocol. 

 

Go-Back-N 

 

For answer refer Unit-IV, Q22. 

 

Selective Repeat 

 

For answer refer Unit-IV, Q23. 

 

4.4.3 Go-Back-N (GBN), Selective Repeat (SR) 

 

Q22. With an example, explain Go-Back-N protocol of transport layer. 

 

Answer: 

 

Go-Back-N Protocol (GBN) 

 

This protocol is used to send multiple packets without even receiving the acknowledgments. 

However, the receiver is ca pable of buffering only one packet. A copy of sent packets must be 

maintained until acknowledgements are received. Using this protocol, multiple data packets and 



 

 

acknowledgments can be allowed to be in same channel at same time. The following figure shows 

the transmission of data packets using Go-Back-N Protocol. 

 

 

 

 

The sequence numbers in this protocol are modulo 2. Here, m gives the sequence number field size 

in bits the acknowledgement number is cumulative. It gives the sequence number of the next 

arriving packet of the acknowledgement number is 6 then the packets upto 5 are said to have 

arrived and the receiver waits for packet of sequence number 6. 

Go-Back-N has two windows namely, send window and receive window. 

 

Send Window 

 

Send window is enclosed by the sequence numbers of the ongoing packets or tha are to be sent. The 

size of this windwt is 2-1. It divides the sequence numbers into four regions as follows, 

 1. The first left most region contains scquence numbers of acknowledged packets. 

2. The second region contain the sequence numbers of sent and unacknowledged packets. These 

packets: outstanding packets. 

 

3. The third region contains the sequence numbers of packets that are to be sent. However the data 

to be sent is not get received.  

 

4. The fourth region contains the sequence numbers that cannot be used till the window slides.  

The send window defines three variables S, (send first), S (send next) and S (send window size). The 

variable Sp gives the sequence number of just outstanding packet, S gives the sequence number of 

next packet to be sent and S, gives the size of window. The following figure shows the send window 

in Go-Back-N Protocol. 



 

 

 

 

 

The send window can slide to more than one slots on the arrival of acknowledgment. The 

acknowledgment number must be greater than or equal to S, and less than S. The following figure 

shows the sliding of window. 

 

 

 

Receive Window 

 

Receive window ensures correct arrival of packets and correct sending of acknowledgements. It 

discards packet that arrives out of order and resends it with size 1. The following figure shows the 

receive window, 

 

 



 

 

Receive window has a variable R. which gives the sequence number of next packet to be received. 

The sequence numbers present on the left side are of received and acknowledged packets, The 

sequence numbers present on the right side are of packets which cannot be received. A pácket 

whose sequence number matches with R is only taken and acknowledged. If a received packet with a 

sequence number in any of the two regions is found, then it is discarded when a correct packet is 

received then the window slides by only one slot at any instant. 

 

Timers in Go-Back-N 

 

Go-Back-N protocol uses only one timer. Here, the timer for the first outstanding packet expires first. 

Then all the outstandi packets are resent. Hence, the protocol Go-Back-N is named so. 

 

 

 

Finite State Machines (FSM) 

 

Sender FSM 

 

Initially the sender is in ready state. Later it can be in either ready or blocking states. The variables S, 

and S are initialized 0 when the sender is in ready state, then any of the following four events are 

likely to happen. If the application layer sends the request, then the sender creates an packet and 

sets the sequence number to S. It stores a copy of packet and sends it. It also starts the timer if it is 

not running. After this, S. is incremenated and (S. + 1) module 

 

2" is obtained. If window becomes full then the sender moves into the blocking state. If an error-free 

ACK which matches with any of the outstanding packets arrive then the send window slides of all the 

outstanding packets are acknowledged then the times is stopped otherwise it is restarted (i.e., all 

outstanding packets are not acknowledged) 

 

If an ACK whose Acknowledgement number (AckNo) is not related with the outstanding packet 

arrives then it is discarded. If there is a time-out then all the outstanding packets are resend and the 

timer is restarted when the sender is in blocking state then the following three events are likely to 

occur, 

 

(a) If an acknowledgement whose acknowledgement number (AckNo) related to any of the 

outstanding packets arrive, then the window is slided. If all the outstanding packets gets 

acknowledged then the timer is stopped otherwise the timer is restarted if some of the outstanding 

packets are left unacknowledged. Then the sender goes to state. 



 

 

 

(b) If an ACK who Acknowledgment number is not related with the outstanding packet which is 

arrived then it is discarded.  

(c) If there is a time-out then all the outstanding packets are resend and the timer is restarted. The 

following figure shows the above events, 

 

 

Receiver FSM 

 

The Receiver will always be in the ready state. It's variable R is initialized to 0. The following three 

events are likely to n 

 

occur in this state, 

 

1. If a packet with its sequence number R arrives then the message in it is sent to the application 

layer. Then the window slides with R=(R+ 1) modulo 2m and an Ack is sent with acknowledgment 

number equivalent to R₂. 

 

2. If a packet with seqNo beyond the window arrives then it is discarded. However an Ack is sent 

with acknowledgment number R. 

 

3.If a packet which is corrupted arrives, then it is discarded. 

 

The following figure shows these three events. 



 

 

 

 

 

Q23. Explain the operation of selective repeat protocol of transport layer. 

 

Answer: 

 

Selective Repeat Protocol 

 

The selective repeat protocol has been designed to overcome the drawbacks faced by the Go-Back-N 

protocol. As the name itself suggest, it resends only those selective packets that were lost during the 

transmission. The figure below shows the outline of selective-Repeat Protocol. 

 

 

Figure (1): Selective-Repeat Protocol 

 

As shown in the above figure, this protocol also makes use of two windows namely a send window 

and a receive window, But the tasks performed by these windows are different from the tasks 

performed by the windows of GBN (Go-Back-N) protocol. w (Selective Repeat) protocol, the size of 

the send window can be 2-1. It must be noted that the maximum size of the co window of SR 

protocol should be 8 and it should not exceed this value whereas the maximum size of the send 

window in G Back-N protocol should be 15. 

 



 

 

The receive window of SR protocol has the same size as that of the send window i.e., 2-1. This 

protocol allows maximum number of packets to transmit in such a way that the receive window 

reaches out of order. Once, the receive window reaches out of order, it is kept idle until there is 

another set of packets provided that is to be transmitted to the application layer. Since the size of 

both the windows are same, the send window also reaches out of order and is stored until the other 

set of packets are delivered. The figure below shows the send and receive windows of Selective 

Repeat Protocol. 

 

Apart from these two windows, there is a timer and acknowledgement associated with this protocol. 

The timer here is used for every out standing packet. If the timer expires, then only the packet was 

suppose to reach the receiver is resent There is only one timer associated with this protocol, this is 

because the SR protocol treats every outstanding packet as an individual. The AckNo here specifies 

the consequtive number of an outstanding packet, that is received in a safe made. 

 

FSM 

The FSMs of SR protocol is similar to the FSMs of the GBN protocol, but has some minor differences. 

 

Sender 

Initially the sender is in ready state, later on it can be found in any of the two states i.e., either ready 

or blocking state. 

 

Ready state 

 

When the sender is in ready state, the following four events can occur, 

 



 

 

1. If the application layer requests for some packets, then the sender sends a packet whose 

sequence number is "S". A copy of this transmitted packet is stored. The sender checks the 

timer if it is not running, then the sender sets the timer. The value of the transmitted packet 

'S' is incriminated i.e., S, (S, +1) modulo 2. If the window is found to be full, then the sender 

shifts to the blocking state i.c., S= (S,+Si). 

 

2. If an unambiguous Ack reaches with Ack-No corresponding to any of the outstanding 

packets, then the packet is counted as acknowledged. If the Ack-No = S, is determined, then 

the window is shifted to the right until the 'S; addresses to the first acknowledged packet. If 

there are many outstanding packets, then the timer is reset else the timer is enended. 

3. If a corrupted packet is received and the Ack-No is not matching with any of the outstanding 

packets, then the received packet is discarded. 

4. If the time expires, then the sender retransmits all the unacknowledged data packets 

present in the window and resets the timer. 

 

Blocking State 

 

There are three possible events that can occur. They are as follows, 

 

1. If an unambiguous Ack arrives whose Ack-No is corresponding to any of the 

outstanding packets, then that packet is counted as acknowledged. If the Ack-No = S, 

is determined, then the window is shifted to the right until the S, addresses to the 

first unacknowledged packet. If the window is shifted, then the sender is moved to 

the ready state. 

2. If a corrupted Ack whose Ack-No is not matching to the outstanding packets, then 

that Ack is ddiscarded.. 

3. If the time expires, then the sender retransmits all the unacknowledged packets 

present in the window and resets the timer. 

 

Receiver 

 

The receiver is always found in the ready state. The following are the three events that many 

occur. 

 

1. If an unambiguous packet with the se No reaches, then the received packet is stored 

and the Ack whose AckNo-seg No is sent. If the seqNo = R is determined, then the 

current packet and the previously received packets are forwarded to ap plication 

layer and the window shifts in such away that the R points to the starting empty slot. 

 



 

 

2. If an unambiguous packet whose seqNo is outside the window arrives then the 

arrived packet is discarded but an Ack whose AckNo = R is sent to the sender. This is 

because, it allows the sender to shift its window if any Acks corresponding to the 

packets whose seq No < R were missing. 

3. If any corrupted packet reaches then that packet is discarded. 

 

 

 

 

 

 

4.5 CONNECTION ORIENTED TRANSPORT :TCP 

 

4.5.1 The TCP Connection, TCP Segment Structure 

 

Q24. Explain the three way handshaking protocol to establish the transport level connection. 

 

Answer: 

Three-way Handshake 

 

The type of handshake used by TCP is called three-way handshake because three segments are 

exchanged. The TCP three-way handshake is the process for establishing a TCP connection. This 



 

 

process starts by server i.e., server a request that i is ready to accept a connection. Such request is 

known as passive open. When client needs a connection, it sends a request to a particular server. 

Such request is known as active open. A TCP connection is established as shown in example below. 

In this example, Assume that a client computer is contacting a server to send some information. 

Langsnd de 

 

1. The client sends a packet with the SYN bit set and a seq number.x. 

 

2. Server sends a packet with an ACK+ SYN bit set. 

 

3. The client sends a packet with an ACK (connection is established). 

 

4. Client sends the data. 

 

 

 

Figure (1): Establishing a Connection Using Three Way Handshake 

 

Three scenarios that are considered in three-way handshake are as follows 

 

1. Normal case 

 

2. Duplicate SYN segment 

 

3. Duplicate SYN and ACK segment 

 



 

 

Normal Case 

 

In this case client starts the process and establishes the connection. Steps and figure are same as 

that described in previous example. 

 

Duplicate SYN Segment 

 

In this case, server receives a TPDU without the client's knowledge. Server acknowledges this TPDU. 

When ACK TPDU is received by client it rejects to establish a connection by sending REJECT TPDU. 

Server thinks that it is a duplicate SYN TPDU and releases the connection. 

                       

 

Figure (2): Duplicate SYN Segment 

 

3 Duplicate SYN and ACK Segment 

In this case, server receives a TPDU, that is, requesting a connection server which acknowledges it by 

sending the ACK TPDU. Client sends the REJECT TPDU as soon as it receives the ACK. In meantime 

before receiving a REJECT TPDU, server receives an ACK TPDU, then it sees that the ACK is sent for 

some other TPDU but not the one it was expecting. It will release the connection thinking that it is an 

old duplicate packet. 

 



 

 

                                

 

 

Figure (3): Duplicate SÝN and ACK Segment 

Figure (3): Duplicate SYN and ACK Segment 

 

025. Explain various fields of the TCP header and the working of the TCP protocol. 

 

Answer: 

 

TCP Header 

 

including the source and the destination host address. A TCP header follows the Internet header 

supplying information specific TCP segments are present within the Internet datagram. The Internet 

protocol header carries several information fields to the TCP protocol. The IP header is of 20 bytes 

and TCP header is of 20 bytes. The maximum amount of payload that can be transmitted is followed 

after the header is 65535-20-20-65495 bytes. That is 65495 data bytes may follow after the option. 



 

 

 

                                       Figure (1): TCP Header 

 

1.Source Address 

 

It is a 16-bit field that specifies what port the local machine is waiting to listen for responses from 

the destination machine when a connection is attempted. It specifies the port number of the host, 

that is sending the segment. 

 

2. Destination Address 

 

It is also a 16-bit field that specifies what port number is going to be used by the local machine as a 

packet is being sem out to its destination. It specifies the port number of the host, that is receiving 

the segment. 

 

3. Sequence Number 

 

It is a 32-bit field, that is used to help the destination to know which packet to acknowledge. To 

ensure the connectivity each byte that is being transmitted should be numbered. In sliding window 

protocol like TCP, the sequence number allows both TCP stacks to know which packet has been 

received and which one have not been received.. 

 

For example, If the sender sends the packet with sequence numbers 1, 2, 3, 5, 6, 7, 8, 9, 10. Then the 

receiver can easily recognize that the packet with sequence number 4 has not been received and 



 

 

then it request the sender to retransmit a copy of packet 4. It is also used to provide a little security 

so that other users cannot easily break during the middle of the connection. Once a communication 

is set between the machines, the sequence number increases are directly proportional to the 

number of bytes that are transmitted. 

 

 

 

 

4.Acknowledgment Number 

It is also a 32-bit field which is used to acknowledge the sequence number sent by sender and then 

specifies the next packet expected not the last received packet i.e., if sequence number is x, then the 

receiver acknowledges it with x + 1. 

 

 

 

5. Header Length 

 

It is a 4-bit field which indicates the length of header of 32 sized words. 

 

 

6. Reserved Field 

 

 

It is a 6-bit field, that is reserved for future use. 

 

7. Control Fields 

 

It is a 6-bit field that controls the fields. The various control fields are as follows, 

 

(a) URG FLAG 

 

This 1-bit field specifies that largest pointer included in the packet is valid i.e., the bit is set to 1. 

 



 

 

(b) ACK FLAG 

 

This field specifies that the portion of the header with the valid acknowledgment number is valid i.e., 

the bit is set to 1 

 

(c) PUSH FLAG 

 

This tells the TCP/IP stack that the data packet received should be pushed up to the application layer 

as soon as i received 

 

 

(d) RST FLAG (Reset)  

It is used to reset a connection that has been terminated due to a hardware crash. 

 

(e) SYN FLAG This flag is set when a connection is to be established. It is used to synchronize 

sequence number with the acknowledgment number for both hosts. When sender is transmitting a 

request for connection it sends SYN = 1, ACK = 0, then the receiver reply by sending an 

acknowledgment with SYN 1, ACK=1. In short, SYN is used for requesting and accepting a connection. 

 

(f) FIN FLAG 

 

This is used to specify that a connection is finished according to the side that sent the packet with 

FIN flag set. 

 

Window Size 

 

It is a 16-bit field which specifies how many bytes may be received by the receiving side before being 

halted from sliding any further. Since it is a 16-bit field, the maximum size of window is 65,535 (2¹6-

1). The size of a window can be zero which specifies that the receiver wants sender to wait until it 

updates the window size. 

 

Checksum 

 



 

 

Checksum covers the header and data portion of a TCP packet to allow the receiving host to verify 

the integrity of an incoming TCP packet. The checksum is done by adding all the 16-bit words using 

1's complement contained in the header and text. If a segment contains an odd number of headers 

and text octet that are to be check summed, the last octet is padded on the right with zeros to form 

a 16-bit word for checksum purpose. 

 

The checksum also covers a 96-bit pseudo header conceptually prefixed to the TCP header. This 

pseudo- header contains the source address, destination address, protocol and the TCP length fields. 

This gives TCP protection against misrouted segments. This information is carried in the internet 

protocol and is transferred across the network interface. 

 

 

 

 

Figure (2): Pseudo header of TCP 

 

TCP length is the TCP header length plus the data length in octet. The value for the protocol field is 6 

sources, address and destination address are 32-bit fields. 

 

 

10. Urgent Pointer 

This allows for a section of data that is specified by the urgent pointer to be passed by the receiving 

host quickly. It points to the sequence number of the octet following the urgent data. This field is 

only interpreted in the packet if the URG control bit is set. 

 

 

11. Option 

 



 

 

It is of variable length. Options may occupy space at the end of the TCP header and are multiples of 

8-bits in length. It is generally used to provide more information that was not covered in the TCP 

header. 

 

12. Data 

 

Data It is of variable length. This is the payload or the data portion of the TCP packet. 

 

4.5.2 Round-trip Time Estimation and Timeout 

 Q26. With an example, explain Round-trip time estimation in TCP. 

 

Answer: 

 

Round-trip Time Estimation 

 

When a packet is transmitted from source to destination, then the destination after receiving the 

packet should forward an acknowledgment to the source. And if it does not reply the source should 

wait for reply for some specific time and retransmit the lost packet. 

Here, a question arises i.e., how long the source should wait for the reply? 

 

To answer this question, TCP provides an estimate exchange time by monitoring normal exchange of 

packets. This estimation is known as "Round Trip Time Estimation" which turned out to be an 

important parameter for the better performance of TCP exchange as it avoids dropping and 

retransmitting of packets in large data transfers. When the round trip time is low, TCP retransmits 

the packets unnecessarily while the source waits for the time out in case of high estimation time. 

 

In case of MANETs in which devices are connected wirelessly, when a mobile device is moved from 

one link to another, RTT considers that links as broken.  

Example 

 

Establish a TCP connection, send some data and disconnect the connection by removing the cable 

and send some more data after disconnecting the cable. After a long time, TCP will display the result 

as "Connection closed by foreign host". 

 

Welcome (Normal message transfer) (Send this message after disconnection) 



 

 

 

Hello 

 

Connection closed by foreign host (TCPresult after 10 minutes) 

 

 

 

 

 

4.5.3 Reliable Data Transfer 

 

Q27. Explain how reliable data transfer is done in TCP. Answer: 

 

Answer 

 

Data transfer can take place bidirectionally, after the connection is established between the client 

and the server. Both the client and server can send data and acknowledgements. TCP uses piggy 

backing, data and acknowledgeme 

 

which can travel in the same segment. For example, consider a connection is established between a 

client and server, the clie sends data of a 4000 bytes in four segments. The server then sends 4000 

bytes of data in one segment. The client again sends one more segment. The first five segments 

include both data and acknowledgement but, the last segment sent by the client include only an 

acknowledgement. The reason is, there is no more data to be transmitted. The data segments which 

are sent by clie include push flags (PSH). This allows server TCP to transmit data to the server process 

as soon as they are received, 



 

 

                                

 

 

Figure: Data Transfer, 

 

The efficiency of TCP be increased by the use of buffers at the sender and receivers site. The 

receiving TCP can deliver to the application program at any time that it is ready to receive. However, 

this type of flexibility is not necessary for the application programs, requiring immediate response: 

Delayed transmission and delayed delivery of data may not be acceptable by some application 

programs. TCP handles this situation using push operation. Push operation is requested by the 

application program at the a site, which indicates that sender must sent the segment immediately 

without waiting for the window to be filled Sending 

 

also sets the PSH (Push) bit when the receiving TCP receives a segment with the push bit set, it 

delivers the segment cent data immediately to the receiving application program without waiting for 

more data. 

 

Urgent Data 

 



 

 

TCP refers to stream oriented protocol. This indicates that data transmission between application 

program and TCP occurs in the form of stream of bytes. Each byte of data in a stream of bytes has its 

own position. In some situations, the sending application program wants to send some urgent bytes 

which have to be read out of order by the receiving application program. For example, the sending 

application program sending a huge amount of data to be processed by the receiving application 

program. When the result of processing comes back, the sending application program determines 

that everything is wrong. Now sender needs to abort the process. If it issues an abort command, 

using (Control + C) then these two characters will be at the end of the receiving TCP buffer, which 

will be delivered to the receiving application program after the completion of data processing. The 

TCP handles this situation bye sending a segment with URG bit set. This means that the sending 

application program informs the sending TCP that the data being sent is urgent. Now, a segment is 

created by the sending TCP with urgent data at the beginning and remaining of the segment include 

normal data. In the header, urgent pointer field defines the end of the urgent data and the start of 

the normal data. The receiving TCP extracts. The urgent data with the help of urgent pointer and 

delivers it out of order to the receiving application program. 

 

4.5.4 Flow Control 

Q28. Explain the flow control mechanism of transport layer. 

Answer: 

In TCP, flow control is the process balance the flow of data produced by a sender and consumed by a 

receiver. However, How control process is separate from error control process in TCP. Consider the 

below figure representing data flow (unidirectional) from a sender to the receiver. 

 

                                        

In the above figure, a unidirectional flow is represented from sender to the receiver. The sending 

process sends the messages  initially to the sender TCP, next from sender TCP to receiver TCO. 

Finally from receiver TCP to the receiving process.  

To control this process of sending the messages, flow control feedback is sent from receiver TCP to 

the sender TCP and om sender TCP to the sending process. 

 



 

 

However, controlling the flow from sender's TCP to the sending process can be carried out by simply 

rejecting the packets. But the flow control process is to be carried out at the receiver's TCP to 

sending TCP. 

 

Hence, to control the flow, TCP makes use of the adjust the window size of sender and receiver even 

if the size of the buffer is fixed at the time of connection establishment. Window 

 

here, TCP makes use of bytes instead of frames. Usually the size of the window will be fixed at the 

time of connection To control the process of data flow, TCP makes use of window which is similar to 

the sliding window of data link layer. blishment, however according to the requirement the size is 

adjusted. 

 

The process of opening, closing and shrinking of window is shown, De 

 

Closing Window 

 

If the window wall of receiver moves from left to right then window is said to be closing window. 

Window is closed se more number of byte are received from the sender. 

 

Opening Window 

 

If the window wall moves its right wall to the right then it is said to be opening window. Window is 

opened as more are pulled at the receiver side. 

 

 

 

 

Example 

 

Consider a unidirectional flow of data from a client to server. Also consider that these flow is free 

from error. This can be shown as follows, 



 

 

                       

 

Figure: Scenario Which Depict Flow of Date From Sender to Receiver 

 

The process of sending the message can be shown as follows, 

 

Step 1 

 

Initially, to establish a connection, client sends a request to the server i.e., (SYN). Also client 

sequence number (seq no) is 100. 

 

Step 2 

 

When the server receives the request, it allocates some window size, say it 800 Lei rwnd its 

sequence number is 1000 and it expect data from 101 (i.e., rwnd-800, Server acke is 1000 and it 

expects data from 101 (i.e., SYN+ACK). 

 

Step 3 

 



 

 

Next, the client receives the acknowledgement and sets its window size to 800. Also it receives 

window size as 2000. It is ignored in the above examples was the flow considered here is 

unidirectional. 

 

Step 4 

 

Now actual process of sending the packets is carried out. Client's TCP sends the packet from 101 to 

300. After sending the packets client adjust its window which was closed to show that the 200 bytes 

are sent and waits for an Ack. When server receives the packet window of receiver closes and sends 

Ack that it is expecting bytes from 301. 

 

Step 5 

 

After receiving the packets, the server stores the packets in the buffer and sends an Ack that window 

size is 600 (as it is already storing the 200 bytes of data). 

 

Step 6 

 

Next client sends 300 more byte with starting seq no 301. When server receives the packets it stores 

them. However, process pulls 100 bytes from the previously stored bytes. After this, the window of 

100 bytes are free to use. 

 

Thus, the window is now closed form left and opened from right so that 100 bytes are adjusted 

toward right. Now window size is set to 400 bytes. 

Size 

 

Step 7 

 

Now server sends an acknowledgement (Ack) slating that its window size is 400. When client 

receives this Ack, it shrinks it window size to 400 i.e., it closes the window from left and opens from 

right (i.e., move 100 bytes right). 

 

Step 8 

 



 

 

Thus, the server now contains 200 more bytes which are pushed from server by the process. Hence 

the window size of the receiver becomes 600. It's seq no is 601. When client receives this Ack it 

adjust it window size by opening its window by 200 and without closing it. Hence window size of 

client is 600. 

 

Shrinking of Window 

 

Shrinking of receiver window is not possible. However, the sender window can shrink if required. If 

the receiver set some value for receiver window size (rwnd) then sender's window can shrink. Even 

such implantations will not allow the sender's window shrinking. Hence to avoid the window 

shrinking the receiver should ensure the following relationship. 

 

New Ack No + New rwnd 2 last ack no + last twnd 

 

Here, New Ack no is acknowledge number of the new position. 

 

New rwnd is the receiver window size of the new position. 

 

Last Ack no is the Acknowledgements of the Previous position of the window wall. 

 

Last rwnd is the receiver window size of the pervious position. 

This represents that the window should not shrink i.e., right wall of window should not move to the 

left. 

 

Example 

 

Consider a scenario where the last Acknowledgement Number (last Ack No) is 206 and rwnd is 12. 

Let the bytes from 206 and 209 are consumed then New ACKNO is 210 and new rwnd is 4. 

 

Then 

 

New Ack No+ New rwnd last Ack No + last round 

 

210+4 206+ 12 



 

 

 

214 218 

 

214 218 

 

Hence this result in window shrink. This can be shown below, 

 

Figure: Window After Advertisement 

 

But it can be observed that after window gets shrunked, the byte 241 is out of window, which is 

already sent. Now the receiver has no knowledge of which byte is already sent from 210 to 217. 

Hence this creates a problem. To avoid such situation, receiver can delay the feed back till the time it 

has enough window buffer size. 

 

 

Window Shutdown 

 

To avoid the window shrinking, receiver can stop sending the packets for sometime. This can be 

done by sending an Ack as receiver window size as 0. This is known as window shotdown. Due to 

this, the server stop sending data till it receives a new advertisement. Even if the window is 

shutdown it can send 1 byte of data. This is known is probing. Probing is used to avoid the dead lock. 

 

4.5.5 TCP Connection Management 

 

Q29. Explain the three ways of connection termination in TCP using state transition diagram. 



 

 

 

Answer: 

 

TCP Connection Management 

 

TCP uses a handshaking technique to open connection. It is referred to as three-way handshaking or 

as "SYN-SYN-ACK". This mechanism is designed so that two systems attempting to initiate a single 

connection for communication can negotiate one connection at a time independent of each other. 

Connection Establishment 

 

1. Server executes LISTEN and ACCEPT primitives and waits for the incoming connection request. 

 

2. Client executes CONNECT by specifying the port number and IP address, maximum size of TCP 

segment that it can accept. CONNECT primitive is sent with SYN bit-ON and ACK bit-OFF. 

 

3. Server finds out if any process has done a LISTEN, if not it will send RST bit for rejecting the 

connection. If any process is listening to port specified in destination address field, then server sends 

the response by setting the ACK bit on. 

 

 

 

Normal Way for Establishing a Connections 

                                    

 

Figure (1): Establishing a Connection in Normal Way 

 



 

 

Steps 

 

1. Client sends a packet with the SYN bit set and a sequence number of N. 

2. Server sends a packet with an acknowledgment number of N+1. SYN bit set and sequence 

number of 0 

3. Client sends a packet with ACK number X+ 1. After this, the connection is established. 

It is also possible for two hosts to simultaneously start an active open. 

 

Starting Connection between Two Hosts Simultaneously 

                                                

 

Figure (2): Two Hosts Connecting Simultaneously 

 

An arbitrary initial sequence number is required to approximately for every 4 ms, this avoids delayed 

ents from a previous connection getting mixed up with the " w connections. 

 

Connection Termination 

 

Following are the steps, that are used for terminating a nection. 

 

(1) Client sends a FIN bit to server (ii) Server acknowledges the FIN bit 

 

(ii) Server sends a FIN bit to client (iv) Client acknowledges the FIN bit. 

 



 

 

                                                

 

Figure (3) Terminating a Connection 

 

Therefore, four TCP segments are used to release a connection one FIN, one Ack in each direction, 

FIN bit specifies that the host doesn't have any data to transmit, but it can still 

 

receive the data. In some situation the Ack to FIN might be lost, then the host that is waiting for Ack 

in response to the closing FIN, will resend the FIN. If this arrives before the timer expires that is 

before twice maximum segment life, there is no problem, after this the FIN does not appear to 

belong to whatever connection might exist between the two hosts. 

 

4.6 PRINCIPLES OF CONGESTION CONTROL THE CAUSE AND THE COSTS OF CONGESTION, 

APPROACHES TO CONGESTION CONTROL 

 

Q30. congestion control in traditional TCP. Answer: 

 

Congestion Control Networks with fixed end-systems use a transport protocol that suits them. TCP 

(Transmission Control Protocol) is one such protocol. A packet is a piece of information that is 

transmitted over the network. This transmission requires both hardware copper wires, network 

adapters, special hardware for routers, fiber optics etc., and software, Hardware or software errors 

may not be the reason for packet loss in a fixed network. Ideally, the hardware does not introduce 

any errors in the network and if the software is of good quality, it will not drop the packet. Thus, the 

only reason could be a temporary overload at a node in the transmission path. Such a temporary 

overload is called "Congestion". 

Routers are carefully designed networks. It can also act as nodes.  

Example 



 

 

When numera s packets are transmitted to a single receiver and the speed with which these packets 

are transmitted is higher than the capacity of the receiver, the buffers in the router gets congested 

quickly and cannot accommodate more packets. However, till the sender realizes, the router starts 

dropping the packets. This leads to a gap in the packet sequence and the receiver acknowledges to 

all packets and stops acknowledging at the dropped one. Then, the sender understands that due to 

congestion a packet might be dropped and usually tries to quickly retransmit the dropped packet. 

However, doing so will not resolve congestion rather increase. 

TCP is designed in such a way that it acts unusually in state of congestion-the transmission rate is 

reduced by all those TCP connections that are facing congestion. This reduces the speed of 

transmission, but saves the network from crashing, also makes TCP most popular in internet. UDP 

cannot overtake TCP as only at initial stages the throughput is in higher, which gets disappeared if all 

of the networks are using UDP. 

 

Thus, it is true that congestion control effects the efficiency of TCP, but at least ensures that the 

network does not crash due to congestion and bandwidth sharing is carried out. 

 

Q31. Discuss in brief about various approaches to congestion control. 

 

Answer: 

 

The two common approaches to congestion control are, 

 

1. End-to-end congestion control 

 

2. Network-assisted congestion control. 

 

End-to-end Congestion Control 

 

The network layer does not support congestion control in case of end-to-end approach. The 

responsibility of handling congestion is completely handed over to the end-systems which usually 

perform their work based on network performance. Moreover, there exist no approach of 

forwarding feedback to the systems regarding congestion occurring in the network. Therefore, it is 

necessary for TCP to adopt certain criteria for offering congestion control. In some cases, TCP 

segment loss can be considered as occurrence of congestion based on which TCP can reduce its 

window size. 

 

2. Network-assisted Congestion Control 



 

 

In this type of congestion control, senders can receive feedback from components residing at 

network layer. This feedback includes the information regarding the current state of network with 

respect to the congestion. The feedback is usually indicated with a single bit. Such an approach is 

adopted in IBM SNA and DEC DECnet architectures. Moreover, they are getting used in ATM ABR and 

XCP protocol. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

UNIT-5 

Application Layer: 

Principles of Networking Applications – Network Application Architectures, Processes 

Communicating, Transport Services Available to Applications, Transport Services Provided by the 

File Transfer: FTP,- FTP Commands and Replies, Electronic Mail in the Internet- STMP, Comparison 

with HTTP, DNS-The Internet’s Directory Service – Service Provided by DNS, Overview of How DNS 

Works, DNS Records and messages. 

 

5.1 PRINCIPLES OF NETWORKING APPLICATIONS 

 

5.1.1 Network Application Architectures 

Q9. Discuss various application layer architectures/paradigms. 

Answer: 

Application layer paradigms are the standard used by the two application programs to communicate 

with each other.  Application layer uses three types of paradigms. They are as follows.  

1. Traditional paradigm/client-server 

2. New paradigm/peer-to-peer 

3. Mixed Paradigm. 

1. Traditional Paradigm/Client-Server 

Client-server model is one of the best paradigm for network applications. This model provides 

asymmetric róles for the two processes (server, client) which are working on a single task. In this 

model, the server listens and accepts the request issued by the client and the client waits for the 

response. The figure (1) for client-server paradigm are as follows, 

                               

 

The advantage of assigning asymmetric roles is that the event synchronization can be simplified. The 

server waits until it receives a client request and on other hand, the client doesn't send any further 

request to the server until it receives the response for its previous request. Like message passing 

model, this model also provides a certain level of abstraction for the delivery of network services. 

 



 

 

Client server model is essential in many distributed applications and it can be applied in many 

internet services like HTTP, FTP, DNS, finger and gopher. Moreover, it is also applied in connection-

oriented socket API that provides operation for participating processes like clients and servers.  

Example 

                                 

 

 In the above example C₁, C₂, C₁, C₁₁. ..... are the computers connected to the network through router 

R₁, R₂, R₁, R. and S and S, are the servers. When C, wants to communicate with S,, then C, sends the 

request to which server responds and a con nections is set up. Hence a client server communication 

is established. 

Disadvantages 

 

1. The entire responsibility of communication is on the server. Hence there is a need of more 

powerful server. 

 

2. Construction of a powerful server incurs high cost and are more expensive to maintain this 

huge-cost server must have enough returns so as to maintain and encourage the robust 

server. 

 

2. New Paradigm/Peer-to-peer 

 Peer-to-peer paradigm is another IPC model in which participating processes (or peers) exchange 

data and services among themselves. The major difference between client-server model and peer-

to-peer model is that in former model the entire responsibility of communication is assigned to 

server (i.e., server is the one that must start the communication) whereas in the atter model the 

responsibilities are equally divided among all the interconnected process. That is the participating 

peers can send a request for service as well as grant the service. 

The implementation of this model can be done by employing tools that are capable of providing the 

option of message passing. Napster.com is one of the best example that implement the peer-to-peer 



 

 

paradigm. Apart from this, the model can even be applied on many complex application like instant 

messaging and resource sharing. 

                                                    

 

Example 

 

 

                                    

 

 

In the above example, C₁, C₂, C, ... are the computer connected to the network through routers R₁, R₁, 

R,.. When C₁, wants communicate with C, peer-to-peer connection is set up. 

 

Advantages 

1. It is easily scalable. 

2. It can be implemented and maintained with less cost. 

Disadvantages 

1. It cannot provide secure communication as services are distributed among peers. 

2. It cannot be used by all they type of applications. 

3. Mixed Paradigm 



 

 

To avoid the short comes of both the paradigms one can use the mixture of both client server 

paradigm and peer to peer such that application can have the advantages of both these paradigms.  

For example, consider a light load client server can be used to find the address of the peer computer 

capable of offering a service. After finding the address peer to peer communication can be carried 

out. Hence, such connection would be secure and also cost effective. 

5.1.2 Processes Communicating 

Q10. Discuss about API and sockets used in communication of processes. 

Answer: 

Application Programming Interface (API) 

Application Programming Interface (API) is a set of instructions that enable communication from one 

process to another An interface can be defined as a set of instructions between any two elements 

where in one element is the process at application layer and another element is the operating 

system that encapsulate the starting four layers of TCP/IP protocol suite. Hence i can be said that the 

design of first four layer if the TCP/IP protocol suite is in OS. Using the API, the application layer 

processes communicate with the OS when sending/receiving message. Many APIS have been 

designed for the purpose of communication. One such API is Socket Interface. 

Socket 

Socket is a set of instructions that enable communication between application layer and operating 

system. It contains sel of instructions that can be used by one process to communicate with another 

process. The following figure show socket interface used by two processes for communication. 

                               

 

Socket is an abstraction that acts like a terminal or a file. It is an object created and used by the 

application program communication between sockets present at two ends is said to be the 

communication between a client process and a server process. The client assumes the socket as an 

element that receives the request and sends it some response. Likewise, the server assumes socket 

as an element that has a request and requires response. Hence, in this case, two sockets at each end 

has to be created with their correct source and destination addresses. Then the instructions for 

sending and receiving data has to be used. The operating system and TCP/IP protocol then finally 



 

 

enables the communication between both the ends. The following figure shows the use of sockets in 

end-to-end communication. 

                

 

 

Figure: Sockets Demonstrating End-to-End Communication 

 

To enable end-to-end communication between two sockets there is a need of an pair of socket 

address. This pair constitutes a local socket address and a remote socket address. A socket address is 

defined by a set of IP address and a port that takes 32 bits and 16 bits respectively. A socket is said 

to be identified by a pair of socket address that constitutes local address and remote address. 

However, both client and server has different methods for identifying the pair of socket address. 

Server Site 

At server site local socket address would be from server and remote socket address would be from 

the client site. The local socket address is given by operating system since it knows that IP address of 

the current system. If the server process is standard ie, by Internet service then there is no need of 

assigning the port number because it will be already assigned. For instance, the port number for 

HTTP i.e., 80 is standard and cannot be used by other processes. For server processes which are not 

standard, the port number must be selected from the range specified by the Internet services. 

Finally when the server initiates execution, it will then have the local socket address. 

  The server identifies the remote socket address when a client attempts to communicate with it. 

The client socket address in the request packet for the server will be the remote socket address. This 

address is used for sending a response to the client. 

The local socket address will be static throughout the session but remote socket address would be 

changed with each different client. 

Client Site 

At the client site local socket address would be from client and remote socket address, would be 

from server. 

The operating system provides local socket address since it knows the IP address of the current 

system. The port number is selected and assigned from the range defined by the Internet services. 

The operating system has to ensure that the port number is not used by current client process. It 

must also be able to a redirect the correct response to the client process. 

Before identifying the remote socket address, the client must be well known with the server socket 

address to which the connection has to be made. There are two cases under which remote socket 

address can be found. They are, 



 

 

Case 1 

In some cases, the user will have server port number and IP address of the computer on which the 

server is currently in se. This happens when the client and server applications are already available 

and the user has to test those applications. In such s only these application programs are required 

for running the client program. 

Case 2 

In some cases, through the application has port number the user does not know about the IP 

address. This happens when there is a need to find a web page, send an e-mail or copy a file from a 

remote location. In these c the server possess a unique name i.e., an identifier that defines the 

server process in the form aaa, bbb, ccc or aaaa@bbbb.com. There is a need of changing the 

identifies to its server socket address. Though the client knows the port number it requires the IP 

address. It obtains this using Domain Name System, (DNS) which finds and maps the server to its 

corresponding IP address. Hence, it can be said that the DNS acts as a directory in the Internet for 

client-server communication. 

 

5.1.3 Transport Services Available to Applications 

Q11. Classify the possible services available to applications. 

Answer: 

The possible transport services available to applications can be classified into four dimensions. These 

dimensions are, 

1. Reliable data transfer 

2. Throughput 

3. Timing 

4. Security 

1.Reliable Data Transfer 

Reliable data transfer refers to the delivery of data packets without any error or corruption. 

Transport layer however ensures this with respect to process-to-process delivery. This means that if 

a process sends a data packet to socket, it definitely 

reaches its destination without any error. However, some loss-tolerant applications can allows 

certain level of packet loss. Such applications usually work with multimedia data like audios and 

videos. The losses of data in such applications will include just a small glitch etc. 

2. Throughput 

Throughput is a measurement that indicates how fast a device can transmit the data through the 

network. Bandwidth in bits per second and throughput are totally different, although they look 

similar. Bandwidth is the potential measurement of a link that refers number of bits a device can 

transmit, whereas throughput is the actual measurement that refers how fast the device can 

transmit the data. To understand the concept better, let us consider an example, where a link has 



 

 

bandwidth of 2 Mbps, the device that is connected to the other end of the link may handle only 400 

Kbps. Therefore, data cannot be sent at the rate of 2 Mbps. 

Transport layer protocol can provide guaranteed throughput and therefore various applications can 

request for the through put based on their requirements. Such a facility is very much helpful in 

bandwidth-sensitive applications. However, some elastic applications like e-mail, web transfer etc., 

can manage their work with reduced bandwidth. 

3. Timing 

Applications can also claim timing assurance from transport layer protocol. Timing typically refers to 

the delay involved in reception of data from the time it is transmitted. Most of the applications 

prefer to have lower delays. 

4.Security 

Applications can also claim security services from transport layer protocols. These services will be 

application-specific and hence vary from application to application, one common security approach 

followed by most of the applications is encryption and decryption approach. Use of this approach 

makes the environment confidential thereby avoiding unauthentic access to critical data. 

UNIT-5 5.1.4 Transport Services Provided by the Internet 

Q12. Discuss the TCP and UDP services provided by the internet to application layer. Answer: 

TCP Services 

Services offered by TCP to the processes at the application layer are given below, 1.Process-to-

process Communication 

TCP uses port numbers to provide process-to-process communication. Some of the well-known port 

numbers used by TCP are listed in the below table. 

 

                                       Table: Ports Used by TCP 

 

 



 

 

2. Stream Delivery Service 

In TCP, transmission of data occurs as a stream of bytes. It creates an environment wherein two 

processes are connected by an imaginary tube through which data transmission takes place. The 

sender transmits a stream of bytes and the receiver receives stream of bytes. 

                                 

 

Figure: Stream Delivery  

(a) Sending and Receiving Buffers 

The sender and receiver may not write or read data at the same speed. So, buffers are used for 

storage. TCP uses two buffers-sending buffer and the receiving buffer one for each direction,  

(b) Segments 

IP layer needs to send data in the form of packets. So, TCP groups the stream of bytes into a packets 

at the transport layer. These packets are called segments to which the TCP adds a header and 

transmits it to the IP layer. Finally, the segments are encapsulated in IP datagrams and transmitted. 

3. Full Duplex Communication Service 

TCP allows data to flow in both the directions the same time. This type of communication is known 

as full-duplex communication. Each TCP possesses a sending as well as receiving buffer and 

segments in the buffers move in both directions. 

4.Connection-oriented Service 

TCP is a connection oriented protocol. When two TCP's wants to communicate follows the following 

process. First they establish a virtual connection between them, then they exchange date in both the 

directions and then terminates, the connection. TCP ensures the loss of bytes by sending the bytes in 

an order to the other side. 

5. Reliable Service 

TCP refers to reliable transport protocol because it uses acknowledgment mechanisms to check the 

safe arrival of data. 

UDP Services 

UDP does not provide much services as it is lightweight protocol. It does not offer a reliable 

connection as handshaking approach is not followed for creation of a communication link. Due to 

this, it does not offer any guarantees related to order, error free, time-based and delivery of 

messages. 

 



 

 

5.2 FILE TRANSFER: FTP-FTP COMMANDS AND REPLIES 

Q13. Discuss in detail about File Transfer Protocol (FTP). 

Answer: 

File Transfer Protocol (FTP) 

FTP stands for File Transfer Protocol. It is a standard protocol used to exchange files over internet. 

FTP runs on port 21 i.e., the client establishes a TCP connection on port number 21 of the server 

machine. It has been developed for the client/server architecture wherein the FTP server allow 

people located at remote locations over the internet to log in and download the required files 

located on the FTP server. 

The following are the main objectives of FTP, 

(i)  To transfer data in a reliable and efficient manner. 

(ii) To allow file sharing and other computer resources. 

(iii) To permit implicit or indirect usage of remote computers. 

(iv) To protect the users from the variations in the file storage systems. 

FTP operates in two modes, active or passive modes. In active mode, the client sends the IP address 

along with the port number on which the client listens to the server machine which then establishes 

the TCP connection. In passive mode, the client can't accept the incoming TCP connection as it is 

behind the firewall. Here, the IP address and port number are received in response to the PASV 

command sent by the client to the server machine. 

The data transfer using FTP can occur in one of the following three modes, 

(i) Block Mode 

The incoming data is broken down into several blocks which are then forwarded over the TCP 

connection. 

(ii) Stream Mode 

In this mode, all the incoming data is transmitted as a continuous stream. This leaves the entire 

processing burden over the TCP rather than on the FTP. No end-of-file indicator is required till the 

data is divided into records. 

(iii) Compressed Mode 

Here, the incoming data is compressed using some algorithm like run-length encoding. 

Types of Representations 

Four types of representations are used for transferring data over the network. They are,  

(a) ASCII Mode 

This mode is usually applied to the textual data. Here, the data is first converted from the sending 

host's character representation to the 8-bit ASCII format prior to its transmission and later it is 

converted back to the receiving host's character representation, if needed. However, this method is 

not suitable for the files containing data other than the plain text. 



 

 

(b) Binary/Image Mode 

Here, the data is transmitted byte-by-byte by the sending machine. The receiver receives and stores 

the incoming data in the manner in which it was received. 

(c) EBCDIC Mode 

This mode is used for transferring the plain text between the hosts employing character sets in 

EBCDIC format. 

(d) Local Mode 

This mode allows simple transmission of data among two hosts without converting it to ASCII 

format. 

Drawback of FTP Protocol 

FTP is not a secure protocol. It is susceptible to spoof attacks, brute force attacks, packet sniffing, 

etc. 

Q14. Write a short note on FTP commands and replies. 

Answer: 

The commands and replies to/from server/client are exchanged in the form of a 7-bit ASCII code. For 

this reason, these can be easily read by users of FTP. The commands are forwarded in capital letters 

which are followed by some additional argu ments. The commands of FTP includes the following, 

1. USER <name> 

This command is used for sending the user ID. of 

2. PASS <password> 

This command is used for confirming the password for user authentication. 

3.LIST 

This command is used for obtaining list of files located in the active directory of the server. 

4. RETR <file>. 

This command is used for obtaining a specific file located in the active directory of the server. It also 

creates a data connection between client and server 

5. STOR <file> 

This command is used for saving a specific file in the active directory of remote system. 

The commands forwarded to the server are typically followed by a 3-digit replay from server. This 

reply is similar to the message generated by HTTP in response to a specific command. Examples of 

such replies are given below,  

● 331 Username ok, password required 

● 421 Server closed connection 

● 401 Unauthorized, you are not logged in 

● 426 Connection closed, transfer aborted 



 

 

● 550 Requested action not taken, file unavailable. 

 

5.3 ELECTRONIC MAIL IN THE INTERNET  

 Q15. Discuss the working of E-mail in detail. 

Answer: 

E-mail  

Electronic mail or Email is simply an information that is sent electronically from one computer user 

to another. E-mail a fast and convenient way to handle correspondence. It is a system used for 

sending and receiving text messages, graphics, audio and videos through the user's computer. It 

provides fast, inexpensive and convenient service to the computer users. 

Basically, there are only two subsystems of E-mail. i.e., the user agent and the message transfer 

agent. The job of the use agent is to allow the users to read and compose the email, whereas the 

message transfer agents forwards the e-mail messages from source computer to destination 

computer. 

E-mail system has five functions. They are, 

(i) Compose 

(ii) Send 

(iii) Report 

(iv) Display 

(v) Disposition. 

(i) Compose 

The compose function allows the users to write their message in the message box.. 

(ii). Send 

The transfer (or) send function forwards the messages from source to destination automatically.  

(iii) Report 

The Report function is like a feedback, which tells the sender about the message.  

(iv) Display 

Display function allows the users to read their e-mail. 

(v) Disposition 

Disposition function gives the information about the message after received by the receiver. 

The figure below shows the architecture of e-mail and its services. 



 

 

 

 

 

The transfer of message from client to server (via email) is shown by considering the below example. 

 

 

 

Figure (2): Transfer of Message from Alice to Bob (Via Email) 

In this scenario, Alice and Bob are the sender and receiver of the mail respectively. They are 

connected to two mail servers through LAN (or) WAN. A queue (spool) and a mail box is created by 

the admin for each user inorder to store the messages which are to be sent and to store the received 

messages. The message transfer from client to server needs three agents. They are, 

1. User agent (UA) 

2. Message Access Agent (MAA) and, 

3. Message Transfer Agent (MTA) 

The message transfer from Alice to Bob is explained by the following steps, 

(i) Initially, the sender (Alice) runs an user agent program to create the message and attaches it to 

his/her mail server. 

(ii) The mail server stores the message in the queue (spool) which is to be sent and then sends the 

message to Bob's MTA server from Alice MTA client Via Internet. The MTA needs a client and a 

server to forward the messages. 



 

 

(iii) Now, the Bob's MTA server stores the message in the mail box and then forwarded to MAA 

server. 

(iv) The user agent allows the Bob site to read the message. Then, MAA client at Bob's site finally 

retrieves the message from MAA serves. 

Here, Bob cannot use the MTA server directly by passing through the mail server. To use the MTA 

server bon should run the MTA server all the time as bon doesn't know the arrival of the message. 

This indicates that the computer on Bob's site must run all the time if it is connected to LAN or WAN. 

5.3.1 SMTP 

Q16. Write a short note on SMTP. 

Answer: 

Simple Mail Transfer Protocol (SMTP) 

SMTP is a simple ASCII protocol. After establishing the TCP connection to port 25 the sending 

machine, which act as a client, waits for the receiving machine, which acts as a server, to talk first. 

The server starts by sending a line of text giving its identity and telling whether or not it is prepared 

to receive mail. If it is not, the client releases the connection and tries again later. If the server is 

willing to accept e-mail, the client announces from whom the e-mail is coming and to whom it is 

going. If such a recipient exists at the destination, the server gives the client the go ahead message. 

Then the client sends the message and the server acknowledges it. No checksums are generally 

needed because TCP provides a reliable byte-stream. 

When all the e-mails have been exchanged in both directions, the connection is released. The 

exchange of mail TCP/P is performed by a Message Transfer Agent (MTA). Users normally do not 

deal with MTA. The system administrator is using responsible to set-up the local MTA. 

The SMTP protocol describes how two MTAs communicate with each other using a single TCP 

connection. The SMTP standard is one of the most widely used upper layer protocols in the Internet 

protocol stack. As its name implies, it is a protocol that defines how to transmit messages (mail) 

between two users. SMTP uses the concept of spooling. The idea of spooling is to allow mail to be 

sent from a local application to the SMTP application, which stores the mail in some device or 

memory. Once the mail has arrived at the spool, it has been queued. -A server checks to see if any 

messages are available and then attempts to deliver them. If the user is not available for delivery, 

the server may try later. Eventually, if the mail cannot be delivered, it will be discarded or perhaps 

returned to the sender. This is known as an end-to-end delivery system, because the server is 

attempting to contact the destination to deliver and it will keep the mail in the spool for a period of 

time until it has been delivered. 

5.3.2 Comparison with HTTP 

Q17. Compare SMTP with HTTP. 

Answer: 



 

 

 

 

 

5.4 DNS-THE INTERNET'S DIRECTORY SERVICE 

5.4.1 Services Provided by DNS, Overview of How DNS Works 

Q18. Explain in detail about DNS and the working of DNS Server. Also list the services provided by 

DNS to the applications. . 

Answer: 

DNS 

Domain Name space contains huge amount of information that cannot be stored on a single server, 

Thus, it is distributed among multiple computers and each computer is called a DNS server. The 

distribution of information into many domains is done based on the first level. But it could lead to a 

very large domain. Hence, the DNS enables the domains to be divided further into subdomains. Each 

server becomes responsible for a particular domain either a large or a small domain. 

 Working of DNS Server 

The working of DNS server is similar to that of telephone directory inquiry server. The difference is, 

in telephone directory service inorder to obtain telephone number, the user has to facilitates the 

person's name while in case of DNS, the user need to give the domain name for acquiring related IP 

address.. 

The DNS server performs two tasks without any interruptions, 

1. Converting the domain names into IP address by accepting the requests from  

2. Converting domain names into IP address by accepting the request from other DNS servers. 

The DNS server performs the following options when certain request arrives,  

1.  It gives the IP address since, the server already knows the IP address for the corresponding 

domain. 

2.  It approaches another DNS server to identify the IP address of the requested name. This 

activity can be performed multiple times. Every single DNS server holds an entry which is an 

alternate DNS server. It is used for identifying unresolved. domains. Also, the hierarchy of 

the DNS clearly shows the chains existing between multiple DNS servers. 

 



 

 

 

3. It display a message if the requested IP address is not found. The message is "I don't know 

the IP address for the requested domain name, but here is the IP address for the name 

server that knows more than I do". In simple terms, it gives the IP address of another DNS 

serve 

4. r. It can also returns an error message if the requested domain name is not found or is 

invalid. 

 

                                    Figure: Interactions Between Hosts and a DNS Server 

The figure above, illustrates the scenario where one host requests the IP address of the other server 

at IBM.com. The host requests the nearest DNS server which initiates the searching process in the 

list of domain names and there respective IP address. When the intended entry for the particular 

domain is found, it is send back to the client computer. But, if the server receives request from 

another computer for jkmo.com, the server replies with a message citing. This domain name does 

not exist. For this purpose, the host contacts another DNS servers. 

Services Provided by DNS 

An application program performs following services using DNS... 

1 The application program which requires the IP address of another host across the internet invokes 

the library procedure which is called resolver. A domain name for requested IP address is sent. 

Ideally, the resolver is nothing but the application program running on host. 

2 The resolver now transmits a UDP packet to the most nearest ones server which is called local DNS 

server.  

3. The local DNS server operates by searching the domain name and then returns the IP address to 

the resolver. 

4.Now, the resolver sends the IP address back to the calling application. Once, the IP address 

acquired the calling application sets up a transport along with the destination or UDP packets. The 

entire activity is carried out without the user being aware of it. 

5.4.2 DNS Records and Messages 

Q19. What are the two main categories of DNS messages? Explain. 

Answer: 



 

 

The messages of Domain Name System (DNS) are divided into two categories namely, 

(a) The query message 

(b) The response message, 

A query message is composed of two fields, 

(a) Header and 

(b) Question records. 

                                             

 

A response message is composed of five fields namely, 

1. Header 

2. Question records 

3. Answer records 

4. Authoritative records 

5. Additional records. 

                                          

                               Figure (2): Response Message Fields 

 

1. Header 

Header is one of the field of query and response message. The header format for query and 

response message are similar except that for query message some field of header is set to zero. 

Header can accommodate upto 12 bytes of data. It consists of six subfields namely, 

(i) Identification 

(ii) Flag 

(iii) Number of question records 

(iv) Number of answer records 

(v) Number of authoritative records 



 

 

(vi) Number of additional records. 

 

(i)Identification 

The client uses identification subfields for matching the response with the query. Each time a query 

is being sent to the client makes use of different identification number which is duplicated by server 

in accordance with response. 

(ii) Flags. 

This subfield consists of set of subfields which are used for defining the the 

(a) The type of message 

(b) The type of desired resolution 

(c) The type of requested answer. 

(iii) Number of Question Records 

This subfield specifies the total number of queries in the question segment of the message: 

(iv) Number of Answer Records 

This subfield specifies the total number of answer records in the answer segment of the message. 

The query message does not have number of answer record field. Hence, its value is said to be zero 

in the query message. 

MAK 

(v) Number of Authoritative Records 

This subfield specifies the total number of authoritative records in the authoritative segment of a 

response message. The value for number of authoritative record is zero for a query message. 

(vi) Number of Additional Records  

This subfield specifies the total number of additional records in the additional segment present in 

the response message. 

The value for this subfield is zero for the query message. 

2. Question Segment 

A segment containing one or more question records constitute to a question segment. This field is 

present in both query and response message. 

 

 



 

 

3. Answer Segment 

A segment containing one or more resource records constitute to a answer segment. This segment 

consists of answer forwarded from the server to the client. It is present only in the response 

message but not in the query message zuvatid 

4. Authoritative Segment 

A segment containing one or more resource records that provide information regarding one or more 

authoritative servers for a query is called authoritative segment. The response imessage includes 

this,type of segment. 

5. Additional Segment 

A segment containing one ore more resource records that provide some extra information to the 

client (resolver) is termed as additional segment. It is present in response message but not in query 

messages. 

020. What is a resource record? What is its format and types? 

Answer: 

Resource Record 

The name servers' that together implement the DNS distributed database, store resource records 

(RR) for the hostname to IP address mapping. Each DNS reply message carries one or more resource 

records. 

With respect to a single host, commonly the resource record is just its IP address, also various other 

kinds of resource records also exist. However, in a situation when a resolver gives a domain name to 

DNS, it gets back all the resource records 

A resource record holds five-tuple. Its format is as follows, 

Domain _name   Time_to_live.  Type  Value class 

 (i) The Domain_name represent the domain upon which this specific is record applied. Ideally, 

multiple records exist for every domain and each copy of the database stores information about 

multiple domains. The field represents the primary search key used to satisfy queries.  

(ii) The Time_to_live field represents the stability of record. Here, the information which is highly 

stable is assigned a larger value. Such as 86400 sec (the number of seconds in 1 day). And the 

information which highly volatile is assigned a small value, such as 60 sec (1-minute). 

(iii) The type field tells the record type, as listed in the table below, 



 

 

 

Table: The Principal DNS Resource Record Types 

 

(iv) The fourth field of resource record is the Class with respect to internet. It is used for non-internet 

information, other codes can be used. 

(v) Value field can be a number, a domain name, or an ASCII string. The semantics depend on the 

record type. 

 


