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INtreduction

Infermation Security reguirements have changed
IN recent times

traditionally provided by physical and
administrative mechanisms

computer use requires automated tools to
protect files and other stored infermation

use of netwoerks and communications links
lequires measures to protect data during
transmission
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DEMNItIGNS

Computer Security - generic name for the
collection of tools designed te protect data and
to thwart hackers

Network Security - measures to protect data
during their transmission

Internet Security - measures to protect data
during thelr transmission ever a collection of
Intercennected networks
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Secunty Irends

sophisticated command and control
increase in worms
anti-forensic techniques

home users targeted

Intruder
DDoS attacks
Knowledge

distributed attack tools

increase in wide-scale Trojan horse distribution
email propagation of malicious code

Yindows-based remote controllable Trojans (back office)

stealth"/advanced scanning technigues widespread attacks on

widespréag attacks using DNS infrastructure
MNNTP to distribute attack techniques to analyze code
for vuls without source
‘ executable code attacks (agains browsers)

widespread DoS attacks
automated widespread attacks

GUI intruder tools
automated probes/scans

hijacking sessions
packet spoofing
sniffers
Internet social engineering attacks

phistication

Knowledge Low
1990 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001
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OS] SEcCURY ArChItectUre

ITU-T X.800 “Security Architecture for OSI”

defines a systematic way ofi defining and
providing Security reguirements

for us It provides a useful, It abstract,
oVvenview of concepts we will study.




ASPECLS Ol SECUNITLY

consider 3 aspects of Information security:
o SECUNILY attack

o SECUNILY mechanism

o SECUNITLY SENRVICE
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SEecunity Attack

any action that compromises the security. of
Information ewned by an erganization

Information security Is about hew te prevent
attacks, or failing that, to detect attacks on
Information-based systems

often threat & attack used te mean same thing
have a wide range of attacks

can fecuUS of GENETIC typPes of attacks
s Passive
o active
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RPassive Attacks

read contents of
message from Bob
to Alice

Internet or
other comms facility
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ACtiIvVe Attacks

Capture message from
Bob to Alice; later
replay message to Alice

Internet or
other comms facility
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SECUNILY, SERICE

enhance security of data processing systems
and Infermation transfers of an organization

Intended to counter security attacks
USing onNe or more security mechanisms

often replicates functions normally associated
with physical decuments

which, for example, have signatures, dates; need
protection from disclesure, tampering, or
destruction; be notarzed or Withessed; ie
lecorded or licensea
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SECUNILY, SENICES

X.800:

“a service provided by a protocol layer of
communicating open systems, which ensures
adeguate security of the systems or of data
transters”

RFEC 2828:

“a processing or communication Service
provided by a system to give a specific kind of
protection to system resources"
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SEcUnYy SEVICES (X.800)

Authentication - assurance that the
communicating entity. IS the one claimed

Access Control - prevention of the
unauthorized use of a resource

Data Confidentiality, —protection of data from
unauthorized disclesure

Data Integrity - assurance that data received: s
as sent by an authorized entity.

Non-Repudiation - protection against denial by
ORE Of the parties In a communication
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SEecunty: Mechanism

feature designed to detect, prevent, or
[ECOVEr from a Security attack

no single mechanism that will support all
Services required

however one particular element underlies
many. of the security mechanisms in Use:

o Chyplographic technigues
nence our focus on this topic
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Secunty: Mechanisms: (OX.800)

SpPecIfic Security mechanisms:

o Encipherment, digital signatures, access
controls, data integrity, authentication
exchange, traffic padding, routing control,
notarization

PEervasive security mechanisms:

o trusted functionality, security labels, event
detection, security audit trails, security.
[ECOVELY
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MEGEl e NetWerkeSecurity.

Trusted third party
(e.g., arbiter, distributer
ol secret in‘t’nrmatiﬂn}

Sender Recipient

Security-related Information Security-related

o transformation % h 4 Channel 2l transformation "

] 1| —— O— |
Secret Secret

information information

Opponent
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MEGEl e NetWerkeSecurity.

using this model requires us to:

. design a suitable algoerthm fer the security
transformation

>, generate the secret information (keys) used
by the algorithm

s develop methods to distribute and share the
Secret Information

2. Specify a protecol enabling the principals te
USe the transfermation and secret
Infermation fer a SEcUrity Service
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Model o Netwoerki ACGCESS
Secunty,

Information System

Computing resources
Opponent (processor, memory, 1/0)

—human (e.g., cracker) Data
(€., virus, worm)

Processes

Access Channel — Gatekeeper | gofiware

[unction

Internal security controls

CAy CA 5 S 5 NRC
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Model o Netwoerki ACGCESS
Secunty,

using this model requires us to:

. Select appropriate gatekeeper functions to
identify USers

>, Implement security controls te ensure only.
authorised Users access designated
Information or reseurces

trusted computer systems may. be useful
to help iImplement this model
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Classical Encryption
TECNIGUES

Many: savages at the present day. regard their
names as vital parts ofithemselves, and
therefore take great pains te conceal their real
names, lest these should give to evil-dispesed
PEersens a handie by Which te/injure their
OWNETS.

— [lne Golden Bough, Sir James George Frazer
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SYymmetnic Encryption

or conventional / private-key / single-key
sender and recipient share a common key

all classical encryption algerithms are
private-key

was only type prior to invention of public-
key in 1970's
and by far most widely used



SOmEe Basic lermineiogy.

plaintext - eriginal message

ciphertext - coded message

cipher - algorithm for transforming plaintext to ciphertext
Key - Info used in cipher knewn only te sender/receiver
encipher (encrypt) - converting plaintext to ciphertext
decipher (decrypt) - recovering ciphertext from plaintext
cryptography: - study: of encryption principles/methods

cryptanalysis (codebreaking) - study: ofi principles/
methods of deciphering ciphertext without knewing key.

cryptology: - field of both cryptegraphy: and cryptanalysis
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Symmetnc Cipher Model

Secret key shared by
sender and recipient

Transmitted
ciphertext

Secret Key shared by
sender and recipient

V

Eneryption algorithm
(e.g., DES)

Plaintext
input

YV

—r

Decryption algorithm
(reverse of encryption

algorithm)
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Plaintext
output




ReqUIFEMENRTS

two requirements for secure use of
Symmetric encryption:

o a Strong encryption algorithm
o a Secret key known only to sender / receiver
mathematically have:

Y = E (X)

X = DY)
assume encryption algerthm:Is knewn
Implies a secure channel terdistrabute key
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Crypregrapny

characterize cryptographic system by:
o type of encryption operations used
substitution / transposition / product
o NUMber of keys used
single-key: or private / two-key or public
o Way In which plaintext Is processed
block / stream
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Cryptanalysis

ebjective to recover key not just message

general approaches:
o Cryptanalytic attack
o Drute-force attack
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Cryptanalytic ALacKks

ciphertext.only.

» Only know algorithm & ciphertext, Is statistical
Know: or can identify plaintext

Known plaintext
o KNow/suspect plaintext & ciphertext

Choesen plaintext
» Select plaintext and obtain ciphertext

CNOSEN CIphertext
» Select ciphertext and ebtain plaintext

ChoeSEn text
o Select plaintexiinEERITEREX'to en/decrypt

26



Viore Definitions

unconditional Security.

e NO Matter how much computer power or time
IS avallable, the cipher cannot be broken
since the ciphertext provides insuificient
iInformation to unigquely determine the
corresponding plaintext

computational’security

o given limited computing resources (eg time
needed for calculations IS greater than age of
universe), the cipher cannot be broken
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Brute Force Search

always possible to simply try every key
MOSt basic attack, propertional te key: size
assume either know. / recognise plaintext

Key Size (bits)

Number of Alternative

Time required at 1

Time required at 10°

Keys decryption/ps decryptions/ps

32 232 =43 x10° 231 us = 35.8 minutes 2.15 milliseconds
56 256 =72 x 10! 253 us = 1142 years 10.01 hours
128 2128 =34 x 1038 2127 us =5.4 x 10** years | 5.4 x 108 years
168 2168 =37 x 100 2167 ug =5.9 x 1030 years | 5.9 x 1039 years

26 characters 26! =4 x 10%° 2x10%pus =6.4x 102 years | 6.4 x 10 years

(permutation)

D, anifh::w colStanRiPrRiRSSHL ; P§51 NBREM 231
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Classical Substitution
CIPNENS

where letters of plaintext are replaced by
other letters or by nUMBers or symbols

or Iff plaintext Is viewed as a seguence of
DItS, then substitution INVelves replacing
plaintext bit patterns with ciphertext bit
patterns
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Caesal Cipner

earliest knewn substitution cipher
Py Julius Caesar

first attested use in military affairs
replaces each letter by 3rd letter on

example:
meet me atter the toga party

PHHW PH DIWHU WKH WRJD SDUWB

D Sunitha, Assistant Professor, CSE, NRCM
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Caesal Cipner

can define transtformation as:

abcde fghdijklmnopgers©tuvw2XxXy Z
bDbEFGHTITJKILMNOPORSTUVWXYzZADB C

mathematically give each letter a number

abcdefghij k I m n o p g r s €t u v W X VyV Z
001 2 345 6 789 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

then have Caesar cipher as:
¢ = E(p) = (p + k) mod (26)
P = D(c) = (c — k) mod (26)

D Sunitha, Assistant Professor, CSE, NRCM
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Crypranalysis ol Caesar
CIpher
only have 26 possible ciphers
e Amaps to A,B,..Z
could simply try each in turn
a prute ferce search
given ciphertext, just try all shifts of letters

do need to recegnize wWhen have plaintext
eg. break ciphertext "GCUA VQ DITGCM*



Vichoealphabetic Cipher

rather than just shifting the alphalbet
could shuffle (jJumble) the letters arbitrarily

each plaintext letter maps to a different random
ciphertext letter

hence key Is 26 letters long

Plain: abcdefghijklmnopgrstuvwxyz
Cipher: DKVOEFIBJWPESCXHTMYAUOLRGZN

Plaintext: i1fwewishtoreplaceletters
Ciphertext: WIREFRWAJUHYETSDVESEUUEYA
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Viehealphaketic Cipher
Secunty
now have a total of 26! = 4 x 1026 keys
With so many keys, might think Is secure

but weuld be NWRONG!!!
problem Is language characteristics



fanguage Redundancy and
Crypranalysis

human languages are redundant
eg “th Ird s m shphrd shil' nt wnt*
letters are not equally commonly usea

In English E IS by far the most common letter
o followed by T,R,N,I,O0,A,S
other letters like Z,J,K,Q,X are fairly rare

have tables of single, double & triple letter
frequencies for various languages
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EnglishrLetterr FEregUENCIES

&
Z
5
£
£
2
=4

D Sunitha, Assistant Professor, CSE, NRCM
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Use in Cryptanalysis

key concept - monoalphabetic substitution
ciphers do not change relative letter freguencies

discovered by Arabian scientists in 9™ century
calculate letter freguencies for ciphertext
compare counts/plots against knewn values

If.caesar cipher look for common peaks/troughs
o peaks at: A-E-I triple, NO pair, RST triple

o troughs at: JK, X-Z

for monoealphabetic must identify each: letter

» tables of common deuble/triple letters help

D Sunitha, Assistant Professor, CSE, NRCM 37
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Example Cryptanalysis

given ciphertext:

UZOSOVUOHXMOPVGPOZPEVSGZWSZOPEPESXUDBMETSXAT 7
VUEPHZHVMDZSHZOWSEPAPPDTSVPOUZWYMXUZUHSX
EPYEPOPDZSZUFPOMBZWPEUPZHMDJUDTMOHMOQ

count relative letter frequencies (See text)
guess P & Z are e and t

guess ZW: Is th and hence ZWP Is the
proceeding with trial and error finally get:

1t was disclosed yesterday that several informal but
direct contacts have been made with political
representatives of the viet cong 1n mMosScCow

D Sunitha, Assistant Professor, CSE, NRCM
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Rlayial

[ Cipnher

not even the large number of keys in a

MonNoa
One ap

phabetic cip
oroach to Im

Ner provides security

OIrEVING SEecurity was to

encrypt multiple letters
the Playfair Cipher Is an example

iInvented by Charles WWheatstone in 1854,
but named after his friend Baren Playiair

DI Sunitha; Assistan

t Prefessor, CSE, NRCM 39
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Rlayais Key: Vatrx

a 5X5 matrix of letters based on a keyword
fill in'letters ofl keyword (sans duplicates)
fill rest ofi matrix with other letters

eg. using the keyword MONARCHY

M © N A R
c H Y. B D
= = G 113 K
L P Q S T
U \/ \W/ X Z
DOWPGE TR U Rl DRI °



EnCryptingand Decrypting

plaintext Is encrypted two letters at a time
. IT'a pair Is a repeated letter, insert filler like "X

2. Ifiboth letters fall'in the same row, replace
each with letter to right (wrapping back to start
from end)

s It both letters tall in the same column, replace
each with the letter belew it (again wrapping toe
top from bottom)

s, Otherwise each letter IS replaced by the letter
In the same row and In the celumn of the other
letter of the pair
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SEecunty: off Rlayiair Cipher

security mueh improved over monoalphabetic
since have 26 x 26 = 676 digrams

would need a 676 entry frequency table to
analyse (verses 26 for a monoalphabetic)

and correspondingly more ciphertext

was widely used for many years
o €0. by US & British military in WW1

It can be breken, given a few hundred letters
since still'has much of plaintext structure
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RPolyalphabetic: CIphers

polyalphabetic substitution CIphers
Impreve security using multiple cipher alphabets

make cryptanalysis harder with more alphabets
{0 guess and flatter frequency distribution

use a key to select which alphabet Is used for
each letter of the message

use each alphabet in turn
repeat from start after end of key. Is reached
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VIGENEre Cipher

simplest polyalphabetic substitution cipher
effectively multiple caesar ciphers

key IS multiple letters long K = ki K5 ... K
i letter specifies i alphabet to use

Lse each alphabet in turn

rlepeat from start after d letters in message
decryption simply Works: In reverse
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Example ot VIGENEre Cipher

write the plaintext out

write the keyword repeated above it

use each key letter as a caesar cipher key.
Eencrypt the corresponding plamntext letter

eg using keyword deceptive

key: deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyourself
ciphertext : 2ICVITWONGRZGVTWAVZHCOYGLMGJ

D Sunitha, Assistant Professor, CSE, NRCM 45
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Nlols

Simple aids can assist with en/decryption

a Saint-Cyr: Slide IS a simple manual aia
o a Slide with repeated alphabet

o line up plaintext ‘A" with key letter, eg 'C’

o then read off any mapping for key letter

can bend round Inte a cipher disk
Or expand inte a Vigenere Tableau

D Sunitha, Assistant Professor, CSE, NRCM 46
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SecUnY Ol VIGERERE CIPNERS

njave multiple ciphertext letters for each
plaintext letter

nence letter frequencies are ebscured
Out not totally lost

start with letter frequencies
o See If look monoalphabetic or not

iffnoet, then need to determine number: of
alphalets, SInce then can attach each

D Sunitha, Assistant Professor, CSE, NRCM 47
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KasiskirMethed

method developed by Babbage / Kasiski
repetitions in ciphertext give clues to period
SO find same plaintext an exact peried apart
which results In the same ciphertext

of course, could also be random fluke

eg repeated "V ITW™ in previous example
suggests size of 3 or 9

then attack each menoealphabetic cipher
Individually: using same technigues as lhelore

D Sunitha, Assistant Professor, CSE, NRCM
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AUteKeY CIpher,

ideally want a key as long as the message
\/igenere proposed the autokey: cipher

with keyword IS prefixed to message as key.
knowing keyword can recover the first few letters
Use these In turn on the rest of the message

put still have freguency characteristics to attack
eg. given key deceptive

key: deceptivewearediscoveredsav
plaintext: wearediscoveredsaveyourself
ciphertext :: ZICVTWONGKZE I TGASXSTSLVVWLA

D Sunitha, Assistant Professor, CSE, NRCM 49
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@ne-lime Pad

i a truly random key as long as the message IS
used, the cipher will be secure

called a One-Time pad

IS unbreakable since ciphertext bears no
statistical relationship toe the plaintext

Since for any plaintext & any Ciphertext there
exists a key mapping ene to other

can only use the key once though
preblems in generation & safe distribution of key
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IranNSpPESItoN CIPNENRS

AOW. consider classical transpoesition or
PErMuUtation ciphers

these hide the message by rearranging
the letter erder

witheut altering the actual letters used

can recognise these since have the same
frequency. distribution as the eriginal text
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Rall'FENCE CIPNEr

Write message letters out diagonally ever a
AUMBEr of reWS

then read off cipher rew by row

eg. write message out as:

m e ma t rh € gp r Vv
e t e f e t e oaat

giving ciphertext
MEMATRHTGPRYETEFETEOAAT

D Sunitha, Assistant Professor, CSE, NRCM
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ROWAlransposition CIphers

a more complex transposition

write letters of message out In rews over a
Specified number of columns

then reorder the columns according to
some key before reading off the rows

Key: 34 2 1 5 6 7
Plaintext: a £ € a ¢ k p
© S £ p o n e
dunt 1 1L €t
W O am X y Z
Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ
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Steganoegrapny.

an alternative to encryption

hides existence of message

» USINg only a subset of letters/words In a
longer message marked in some way.

o USINg INvisible Ink

« hiding In LSB In graphic image or sound file
has drawbacks

» high overhead to hide relatively few info bits
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BIGCKTCIpRNErS andithe Data
Encryption Standard

All'the afterneon Mungoe had been working on
Stern's code, principally with the aid of the latest
messages which he had copied down at the
Nevin Sguare drep. Stern was very: confident.
He must be well'aware London Central knew.
about that drep. It was ebvieus that they didn't
care how often Munge read their messages, so
cogﬁdent were they in the impenetrability of the
code.

— [alKing/to: Strange Men, Ruth'Renacell

DiSunitha, Assistant Prefessor,CSE,NREM 2
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VIGGEIM BIGCKICIPNENS

now leok at modern block ciphers

one of the most widely used types of
cryptographic algorithms

provide secrecy /authentication services
focus on DES (Data Encryption Standard)
to lllustrate block cipher design principles



BIOCKIVS Stream’ CIPNErS

block ciphers process messages In blocks;
each of which is then en/decrypted

ike a sulbstitution en Very big characters
o 64-hits or more

Stream CIPhEers Process messages a bit or
pyte at a time when en/decrypting

many: current ciphers are block ciphers
Preader range eff applications

DiSunitha, Assistant Prefessor,CSE,NREM
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BIGCKTCIpherPHNCIPIES

most symmetric block ciphers are based on a
Feistell Cipher Structure

needed since must be able to decrypt ciphertext
o recover messages efficiently

bloack ciphers look like an extremely large
substitution

would need table of 2°¢ entries for a 64-bit block
Instead create from smaller building blocks
UsSing Idea of a preduct cipher

DiSunitha, Assistant Prefessor,CSE,NREM 5)
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ldeal BIeCKTCIpnher

4-Bit Input

4 to 16 Decoder
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Sy

NS

P A
IR
BFEEEEEEEEEEEEEN

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
16 to 4 Encoder

4-Bit Output
ha Assisiant Drofassor GSE NRCL
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Claude Shannen and Substitution-
Permutation Ciphers

Claude Shannon introduced: idea of substitution-
permutation (S-P) networks in 1949 paper

form basis of modern block ciphers

S-P nets are based on the twoe primitive
cryptographic operations seen before:

o SUbstitution (S-box)

o pPermutation (P-bex)

provide confusion & diffusion off message & Key

DiSunitha, Assistant Prefessor,CSE,NREM 7
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Contusion and Diftsion

cipher needs to completely obscure
statistical properties of eriginal'message

a one-time pad does this

more practically Shannon suggested
combining S & P elements to obtain:

diffusion — dissipates statistical structure
of plaintext ever bulk of ciphertext

confusion — makes relationship between
ciphertext and key as complex as poessible

DiSunitha, Assistant Prefessor,CSE,NREM
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FeIstell CIipher Structune

IHorst Feistel devised the feistel cipher,
o Dased on concept of iInvertible product cipher

partitions Input block into twe halves

Orocess through multiple rounds which
perform a substitution on left data half

pased on reund function of right half & subkey

o then have permutation swapping halves
Implements Shannon's S-P net concept

DiSunitha, Assistant Prefessor,CSE,NREM )
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FeIstellCIpher Structure

Plaintext (2w bits)

Ciphertext (2w bits)

10



FeIstel Cipher Design Elements

block size

key size

nUMbBEer of rounds

subkey generation algorithm
reund function

fast seftware en/decryption
ease of analysis



eIstell Cipher Decr

Output {plaintext)

Input (plaintext}
RDyg = LEy LDyg = REg

SE NRGM
f (ciphertext)
g phertex

trrfererrre Surt; Ui

Qutput (ciphertext)

pLien

12



DatarEncryption Standard (DES)

most widely used block cipher in world

adopted in 1977 by NBS (now NIST)
o as FIPS PUB 46

encrypts 64-bit data using 56-bit key
has widespread use

has been considerable controversy ever
ItS Security

DiSunitha, Assistant Prefessor,CSE,NREM 13
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DES HIStoR

IBM develeped Lucifer cipher
o Dy team led by Feistel in late 60°'s
o Used 64-hit data blocks with 1.28-bit key.

then redeveloped as a commercial cipher
with input from NSA and ethers

In 1973 NBS Issued reguest for proposals
for a natienal cipher standard

IBIVI submitted thelr revised Lucifer Which
Was eventually accepted as the DES

DiSunitha, Assistant Prefessor,CSE,NREM 14
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DES Design ContioVversy.

although DES standard Is public

Was considerable controversy over design

o IN choice of 56-bit key (vs Lucifer 128-hit)

o and because design criteria were classified
subseguent events and public analysis
shoew In fact design was appropriate
use of DES has flourished

o especially in financial applications
o Still standardised fer legacy application Use

DiSunitha, Assistant Prefessor,CSE,NREM 15
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DES Encriyption ©OVERVIEW

64-hit plaintext

FYVYYYYY

Inital Permutation
64

Left circular shift

32-bit Swap

64 bits

i 0, Sunitha, /£
64-bit ciphertext - i




Initral Permutation P

first step of the data computation

IP reorders the input data bits

even bits to LH half, odd bits te' RH half
guite regular in structure (easy: in h/w)
example:

TP (67526967 5e5atbsa) = (L£fb2194d
004dE6Lb)

DiSunitha, Assistant Prefessor,CSE,NREM 17
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DES Round Structure

uses two 32-bit L & R halves

as for any Feistel cipher can describe as:
L= Rig

Ri =L, @ F(Ri_1, K)

I takes 32-bit R half and 48-bit subkey:

o EXpands R to 48-bits using perm E

o adds to subkey using XOR

o PAasses through 8 S-boxes to get 32-bit result
o finally permutes using| 32-bit perm P

DiSunitha, Assistant Prefessor,CSE,NREM 18
IRfermatien Security. Unit-ll



DES Round Structure

R ({322 bits)

32 hits

= Sl Asisisiic SIS, 19
IRfermatien Security. Unit-ll



SUBSHIUTIEON BOXES S

have eight S-boxes which map 6 to 4 bits

each S-box Is actually 4 little 4 bit boxes

o OUter bits 1 & 6 (row: bits) select one row of 4
o INNer bits 2-5 (col bits) are substituted

o esult Is 8 lots of 4 hbits, or 32 bits

oW selection depends on boeth data & key
o feature knoewn as auteclaving (autokeying)

example:
e S(18 09 12 5d 11 17 38 39) = 5£d25e03

DiSunitha, Assistant Prefessor,CSE,NREM 20
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DES Key ' Schedule

forms subkeys used in each round

o INitial permutation of the key (PC1) which
selects 56-bits In two 28-bit halves

o 16 stages consisting of:

rotating each half separately either 1 or 2 places
depending on the key rotation schedule K

selecting 24-bits frem each halfi & permuting them
by PC2 for use In round function

note practical Use ISSues in h/Ww. VS S/W.

DiSunitha, Assistant Prefessor,CSE,NREM 21

IRfermatien Security. Unit-ll



DES Decryption

decrypt must unwind steps of data computation

with Feistel design, do encryption steps again
using subkeys in reverse order (SK16 ... SK1)
» |IP'undoes final FP step of encryption
o 1St round with SK16 undees 16th encrypt round
» 16th reund with' SK1 undees 1st encrypt round
o then final FP undees nitial encryption IP
thus receverning original data value

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll



Avalanche Effect

key desirable property of encryption alg

Where a change of one input or key bit
results in changing approx half eutput bits

making attempts to “home-in" by guessing
keys Impossible

DES exhibits strong avalanche



Strength ol DES — Key: Size

56-bit keys have 2°° = 7.2 x 10*° values
prute force search looks hard

recent advances have shown IS possible

o 1IN 1997 on Internet In a few months
o 1N 1998 on dedicated h/w (EFF)In a few days
o 1IN 1999 above combined in 22hrs!

still'must be able to recognize plaintext
MUSE neW. consider alternatives te: DES

DiSunitha, Assistant Prefessor,CSE,NREM 24
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Strength o BES — Analytic
AttacksS

noew. have several analytic attacks on DES

these utilise some deep structure ofi the cipher
o DYy gathering Information about encryptions
» Ccan eventually recover some/all of the sub-key bits
o Ifinecessary then exhaustively search for the rest

generally these are statistical attacks

Include

o differential cryptanalysis
o linear cryptanalysis

o lelated key attacks

DiSunitha, Assistant Prefessor,CSE,NREM 25
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Stengh e DES —Iiming
ATtacKS

attacks actual implementation of cipher

Uuse knowledge of consequences of
Implementation te derive information about
some/all subkey: bits

specifically use fact that calculations can
take varying times depending on the value
of the Inputs to It

particularly preblematic en smantcards

DiSunitha, Assistant Prefessor,CSE,NREM 26
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Differentiall Crypranalysis

one of the most significant recent (public)
advances In cryptanalysis

known by NSA in 70's cf DES design
Murphy, Biham & Shamir published in 90°'s
powerful method to analyse block ciphers

Uused te analyse most current bloeck ciphers
With varying degrees of SUCCESS

DES reasoenably resistant to It, cfi LUCIfer




Differentiall Crypranalysis

a statistical attack against Feistel ciphers
LISES CIpher structure not previeusly used

design of S-P networks has output of
function finfluenced by both input & key.

hence cannot trace values back through
cipher without knewing value of the key:

differential cryptanalysis compares two
related pairs of encryptions

DiSunitha, Assistant Prefessor,CSE,NREM 28
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Differential Cryptanalysis
Compares Pairs ot Encryptions

with a knewn difference in the input
searching for a knewn difference in output
When same subkeys are used

Amiy = My @ My

= ['rﬂi—'l [_B' f“ﬂiﬂ lli!'J:-lj] @ [ﬂ’I;_-l EI_} f{fﬂ;, "E"I')]
— "'i"ﬂi—'l ['.E' [fl::."ﬂh Hr] 'EB f{ﬂ’I;, lli;-F!:']

DiSunitha, Assistant Prefessor,CSE,NREM 29
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Differentiall Crypranalysis

have some Input difference giving some
output difference with prebability p

i find Instances of some higher probability
INpUt / eutput difference pairs eccurring

can infer subkey that was used in round

then must iterate Process oVer many.
reunds (With decreasing proehabllities)



Differentiall Crypranalysis

Amig; || Am, = 40 08 0D 00 04 00 00 00

D). Su itz AdatsitandR A5rE99806, EONRIC |y
E FF ) PR} 1Ry £ 6 Bk o
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Differentiall Crypranalysis

perform attack by repeatedly encrypting plaintext pairs
with knewn input XOR until ebtain desired output XOR
when found
o If Intermediate rounds match reguired XOR have a right pair
o I not then have a wrong pair, relative ratio Is S/N for attack

can then deduce keys values for the rounds
o right pairs suggest same key bits
o WIONQ pairs give random values

for large numbers ofi roeunds, prebability Is so low: that
more pairs are required than exist with 64-bit Inputs

Biham and Shamir have shewn how a 13-reund iterated
characterstic can break the full 1.6-reund DES

DiSunitha, Assistant Prefessor,CSE,NREM 32
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Sinear Cryptanalysis

another recent development
also a statistical method

must be Iterated over rounds, with
decreasing probabilities

developed by Matsui et al in early 90's
pased on finding linear appreximations

can attack DES with 245 known plaintexts,
easier but still'in practise infeasible

DiSunitha, Assistant Prefessor,CSE,NREM 33
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DES Design Critena

as reported by Coppersmith in [COPP94]

/ criteria for S-boxes provide for

o NON-linearity

o lesistance to differential cryptanalysis

o JOOd confusion

3 criteria for permutation P provide for
o INCreased diffusion

DiSunitha, Assistant Prefessor,CSE,NREM 34
IRfermatien Security. Unit-ll



BIGCKTCIpherDesign

pasic principles still like Feistel’'s in 1970's
number of rounds
e MOre IS better, exhaustive search best attack

function f:
o provides “confusion”, is nonlinear, avalanche
o Nave Issues of how S-boxes are selected

key schedule
o COomplex subkey creation, key avalanche

DiSunitha, Assistant Prefessor,CSE,NREM 35
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Advanced Encryption Standard

“ltseems very simple.*

s veny simple. But ifyou don't know Wwhat
the key Is It's virtually indecipherable.*

— [alking/te' Strange Men, Ruth ' Rendell

DiSunitha, Assistant Prefessor,CSE,NREM 36
Infermation Security Unit=11



OrgInS

clear a replacement for DES was needed
o have theoretical attacks that can break it
» have demonstrated exhaustive key search attacks

can use Triple-DES — but slow, has small blocks
US NIST Issued call for ciphers in 1997

15 candidates accepted in Jun 98

5 were shortlisted in Aug-99

Rijndael was selected as the AES in Oct-2000
ISsued as FIPS PUB 197 standard in Nov-2004.

DiSunitha, Assistant Prefessor,CSE,NREM 37
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AES REQUIEMENLS

private key symmetric block cipher
128-bit data, 1.28/192/256-bit keys
stronger & faster than Triple-DES

active life of 20-30 years (+ archival use)
provide full’ specification & design details
poth C & Java iImplementations

NIST have released all submissions &
Unclassified analy/ses

DiSunitha, Assistant Prefessor,CSE,NREM 38
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AES Evaluation' Criterna

initial criteria:

o SECUrity — effort for practical cryptanalysis
o COSI — IN terms of computational efficiency.
o algorithm & Implementation characteristics

final criteria

o general security

o EaSE of seftware & hardware implementation
o IMplementation attacks

o flexipility: (Infen/decrypt, keying, other factors)

DiSunitha, Assistant Prefessor,CSE,NREM 39
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AES Shontiist

after testing and evaluation, shertlist in Aug-99:
« MARS (IBM) - complex, fast, high security margin

« RC6 (USA) - V. simple, v. fast, low security margin

» Rijndael (Belgium) - clean, fast, good security margin
o Serpent (Euro) - slow, clean, V. high security margin

« Twofish (USA) - complex, V. fast, high security margin

then subject te further analysis & comment
SaWw. contrast between algorthms with

o W complex rounds verses many simple rounds
o WhHICH refined existing CIPhers Verses new: prepesals

DiSunitha, Assistant Prefessor,CSE,NREM 40
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he AES Cipher- Rijndael

designed by Rijmen-Daemen in Belgium
has 128/192/256 bit keys, 128 bit data

an iterative rather than ferstel cipher
o Processes data as block of 4 celumns of 4 bytes
o Operates on entire data block in every rounad

designed to be:

o lesiSstant against known attacks

o Speed and code compactness en many CPUs
o design simplicity.

DiSunitha, Assistant Prefessor,CSE,NREM 47
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Rijndael

data block of 4 columns of 4 bytes IS state
key IS expanded to array of words

has 9/11/13 reunds In Which state undergoes:

o Dyte substitution (1 S-box used on every byte)

o Shift rows (permute bytes between groeups/coelumns)
« Mix columns (subs using matrix multipy of groups)

o add round key (XOR state with key material)

o View as alternating XOR key & scramble data bytes

initiall XOR key: material & incomplete last reund
With fast XOR & table leekup Implementation

DiSunitha, Assistant Prefessor,CSE,NREM 42
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Round 10

Rijndael

Plaintext

Add round key
Substitute bytes

Add round key

Substitute bytes

Ciphertext

(a) Encrypbbis Ur]

Expand key

wi[36,39]

w40, 43]

Plaintext

Ciphertext

Round 10

43



Byte Supstitution

a simple substitution of each byte

Uses one table of 16x16 bytes containing a
permutation of all 256 8-bit values

each byte of state IS replaced by byte indexed by
row (left 4-bits) & column (right 4-bits)

» 4. byte {95} Is replaced by byte in row 9 column 5
« Which has value {2A}

S-box constructed using defined transformation
of values in GI(28)

designed te e resistant te all knewn attacks

DiSunitha, Assistant Prefessor,CSE,NREM 44
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Byte Supstitution

EE

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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Shlfitt Rews

a circular byte shift in each each

o 1Strow Is unchanged

» 2" row does 1 byte circular shift to left
» 3Id row does 2 byte circular shift to left
» 4th row does 3 byte circular shiit to left

decrypt inverts using shifts to right

since state IS processed by columns, this step
permutes bytes between the coelumns

DiSunitha, Assistant Prefessor,CSE,NREM 46
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MIXcColumns

each column IS processed separately

each byte Is replaced by a value
dependent on all 4 bytes in the column

effectively a matrix multiplication in GF(2°)
using prime poly m(x) =xe+x4+x3+x+1

O { %00 %0 o2 &

ULl %0 S0 %12

. .
Ly d &
- - I'-1_'_

(3 3:'--.{" .'!-:‘__.11| chep 0

g -

T a3 Ta

W -

02 ]330 %32
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MIXcColumns

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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MIXcColumns

can express each col as 4 eguations
» [0 derive each new byte in col

decryption reguires Use of Inverse matrix
o With larger coefficients, hence a little harder

have an alternate characterisation

» €ach column a 4-term polynemial

» With coefficients ini GF(2°)

» and polynomials multiplied moedule (x*+1)

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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Add ReundrKey

XOR state with 128-bits of the round key

again precessed by column (theugh
effectively a series ofi byte operations)
INVErse for decryption identical

o Since XOR own Inverse, with reversed keys

designed to be as simple as poessible
o a form ofi Vernam cipher on expanded key
o [EQUIres ether stages for complexity./ SECUrIty.

DiSunitha, Assistant Prefessor,CSE,NREM 51
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Add ReundrKey

H
EH

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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AES Key Expansion

takes 128-bit (16-byte) key and expands
Into array of 44/52/60 32-bit words

start by copying key: into first 4 words
then leop creating words that depend on
values In previous & 4 places back

o IN 3 0f 4 cases just XOR these together

o 15tword in 4 has rotate + S-box + XOR round
constant on previous, before XOR 4" hack

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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AES Key Expansion

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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Key Expansion Ratichale

designed to resist known attacks

design criteria included

o KNnowing part key insufficient to find many. more
o INVertible transformation

o fast on wide range of CPU's

o USE round constants to break symmetry

o diffuse key bits inte round keys

o €nough non-linearity te hinder analysis

o SIMplicity ofi description

DiSunitha, Assistant Prefessor,CSE,NREM 56
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AES Decryption

AES decryption IS not identical to
encryption since steps done in reverse
but can define an equivalent inverse
cipher with steps as for encryption

o DUt USINg INVErses of each step

o With a different key schedule

WOrks since result Is unchanged when
o SWap hyte substitution & shift rews
o SWap mix celumns & add (tweaked) reund Key;

DiSunitha, Assistant Prefessor,CSE,NREM

57
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AES Decryption

Ciphertext

Round 10

Ki
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Advanced Encryption Standard

“ltseems very simple.*

s veny simple. But ifyou don't know Wwhat
the key Is It's virtually indecipherable.*

— [alking/te' Strange Men, Ruth ' Rendell

DiSunitha, Assistant Prefessor,CSE,NREM 59
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OrgInS

clear a replacement for DES was needed
o have theoretical attacks that can break it
» have demonstrated exhaustive key search attacks

can use Triple-DES — but slow, has small blocks
US NIST Issued call for ciphers in 1997

15 candidates accepted in Jun 98

5 were shortlisted in Aug-99

Rijndael was selected as the AES in Oct-2000
ISsued as FIPS PUB 197 standard in Nov-2004.

DiSunitha, Assistant Prefessor,CSE,NREM (610)
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AES REQUIEMENLS

private key symmetric block cipher
128-bit data, 1.28/192/256-bit keys
stronger & faster than Triple-DES

active life of 20-30 years (+ archival use)
provide full’ specification & design details
poth C & Java iImplementations

NIST have released all submissions &
Unclassified analy/ses

DiSunitha, Assistant Prefessor,CSE,NREM 61
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AES Evaluation' Criterna

initial criteria:

o SECUrity — effort for practical cryptanalysis
o COSI — IN terms of computational efficiency.
o algorithm & Implementation characteristics

final criteria

o general security

o EaSE of seftware & hardware implementation
o IMplementation attacks

o flexipility: (Infen/decrypt, keying, other factors)

DiSunitha, Assistant Prefessor,CSE,NREM 62
IRfermatien Security. Unit-ll



AES Shontiist

after testing and evaluation, shertlist in Aug-99:
« MARS (IBM) - complex, fast, high security margin

« RC6 (USA) - V. simple, v. fast, low security margin

» Rijndael (Belgium) - clean, fast, good security margin
o Serpent (Euro) - slow, clean, V. high security margin

« Twofish (USA) - complex, V. fast, high security margin

then subject te further analysis & comment
SaWw. contrast between algorthms with

o W complex rounds verses many simple rounds
o WhHICH refined existing CIPhers Verses new: prepesals

DiSunitha, Assistant Prefessor,CSE,NREM 63
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he AES Cipher- Rijndael

designed by Rijmen-Daemen in Belgium
has 128/192/256 bit keys, 128 bit data

an iterative rather than ferstel cipher
o Processes data as block of 4 celumns of 4 bytes
o Operates on entire data block in every rounad

designed to be:

o lesiSstant against known attacks

o Speed and code compactness en many CPUs
o design simplicity.

DiSunitha, Assistant Prefessor,CSE,NREM 64
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Round 10

Rijndael

Plaintext

Add round key
Substitute bytes

Add round key

Substitute bytes

Ciphertext

(a) Encrypbbis Ur]

Expand key

wi[36,39]

w40, 43]

Plaintext

Ciphertext

Round 10

(615)



Byte Supstitution

a simple substitution of each byte

Uses one table of 16x16 bytes containing a
permutation of all 256 8-bit values

each byte of state IS replaced by byte indexed by
row (left 4-bits) & column (right 4-bits)

» 4. byte {95} Is replaced by byte in row 9 column 5
« Which has value {2A}

S-box constructed using defined transformation
of values in GI(28)

designed te e resistant te all knewn attacks

DiSunitha, Assistant Prefessor,CSE,NREM (615
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Byte Supstitution

EE

DiSunitha, Assistant Prefessor,CSE,NREM
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Shlfitt Rews

a circular byte shift in each each

o 1Strow Is unchanged

» 2" row does 1 byte circular shift to left
» 3Id row does 2 byte circular shift to left
» 4th row does 3 byte circular shiit to left

decrypt inverts using shifts to right

since state IS processed by columns, this step
permutes bytes between the coelumns

DiSunitha, Assistant Prefessor,CSE,NREM 68
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MIXcColumns

each column IS processed separately

each byte Is replaced by a value
dependent on all 4 bytes in the column

effectively a matrix multiplication in GF(2°)
using prime poly m(x) =xe+x4+x3+x+1

O { %00 %0 o2 &

ULl %0 S0 %12

. .
Ly d &
- - I'-1_'_

(3 3:'--.{" .'!-:‘__.11| chep 0

g -

T a3 Ta
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02 ]330 %32
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MIXcColumns

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll

71



MIXcColumns

can express each col as 4 eguations
» [0 derive each new byte in col

decryption reguires Use of Inverse matrix
o With larger coefficients, hence a little harder

have an alternate characterisation

» €ach column a 4-term polynemial

» With coefficients ini GF(2°)

» and polynomials multiplied moedule (x*+1)

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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Add ReundrKey

XOR state with 128-bits of the round key

again precessed by column (theugh
effectively a series ofi byte operations)
INVErse for decryption identical

o Since XOR own Inverse, with reversed keys

designed to be as simple as poessible
o a form ofi Vernam cipher on expanded key
o [EQUIres ether stages for complexity./ SECUrIty.

DiSunitha, Assistant Prefessor,CSE,NREM 73
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Add ReundrKey

H
EH
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AES Key Expansion

takes 128-bit (16-byte) key and expands
Into array of 44/52/60 32-bit words

start by copying key: into first 4 words
then leop creating words that depend on
values In previous & 4 places back

o IN 3 0f 4 cases just XOR these together

o 15tword in 4 has rotate + S-box + XOR round
constant on previous, before XOR 4" hack

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll

74)



AES Key Expansion

DiSunitha, Assistant Prefessor,CSE,NREM
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Key Expansion Ratichale

designed to resist known attacks

design criteria included

o KNnowing part key insufficient to find many. more
o INVertible transformation

o fast on wide range of CPU's

o USE round constants to break symmetry

o diffuse key bits inte round keys

o €nough non-linearity te hinder analysis

o SIMplicity ofi description

DiSunitha, Assistant Prefessor,CSE,NREM 78
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AES Decryption

AES decryption IS not identical to
encryption since steps done in reverse
but can define an equivalent inverse
cipher with steps as for encryption

o DUt USINg INVErses of each step

o With a different key schedule

WOrks since result Is unchanged when
o SWap hyte substitution & shift rews
o SWap mix celumns & add (tweaked) reund Key;

DiSunitha, Assistant Prefessor,CSE,NREM
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AES Decryption

Ciphertext

Round 10

Ki
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Key: Managements Other Public
Key: Cryprosystems

No Singhalese, whether man or woman, Would
vVenture out ofithe house without a bunch of keys
N AIS hand, for without such a talisman he would
fear that some devil might take advantage of his
weak state to slip inte his body:.

—[lhe Golden Bough, SirJames George Frazer

DiSunitha, Assistant Prefessor,CSE,NREM 82
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Key Vianagement

public-key encryption helps address key.
distribution problems

have twoe aspects of this:

o distribution of public keys

o USe of public-key encryption to distribute
secret keys

DiSunitha, Assistant Prefessor,CSE,NREM
IRfermatien Security. Unit-ll
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DiSstribution e PUblic Keys

can e considered as using one of:
» PuUblic anneuncement

o publicly available directory

o Public-key authority

o PUblic-key certificates

DiSunitha, Assistant Prefessor,CSE,NREM
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RPUblic AnRoUuncement

users distribute public keys to recipients or
proadcast to community at large

o €0. append PGP keys to emall messages or
POSt to news groups or email list

major Weakness IS forgery.

o ANYONE can create a key claiming to be
someone else and broadcast It

o Until forgery. Is discovered can masguerade as
claimed user

DiSunitha, Assistant Prefessor,CSE,NREM 85
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RUublicly;Available DIirectony

can ebtain greater security by registering
keys with a public directory.

directory must be trusted with properties:
o CONtains {name,public-key} entries

o Participants register securely with directory.
o Participants can replace key at any time

o directory Is periodically published

o directory can be accessed electronically

still vuinerable te tamperng or: fiGraeny.
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RPUBlIc-Key:Authoernty

ImMprove security by tightening control ever
distribution of keys from directory.

has preperties of directory

and reguires users to knoew public key: for
the directory

then users interact with directory to ebtain
any desired public key securely.

o JOEs reguire real-time access to directory.
When keys are needed

DiSunitha, Assistant Prefessor,CSE,NREM 87
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RPUBlIc-Key:Authoernty

(1) Request || Time; : . (4) Request || Time,

k (6) E(PU,, [Ny || N2J) /

(7) E(PUg, N3)

DiSunitha, Assistant Prefessor,CSE,NREM
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RPUBlIC-Key CertifiCates

certificates allow key exchange without
real-time access to public-key authority
a certificate binds identity, to public key.

o Usually with other info such as period of
validity, rights ofi use etc

with all’contents signed by a trusted
Public-Key or Certificate Authority (CA)

can be verfied by anyene Who knews the
public-key autherities public-key.

DiSunitha, Assistant Prefessor,CSE,NREM 89
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RPUBlIC-Key CertifiCates

Ca = E(PRyutn [Time [| 1D [| PU,T)

Cg =E(PRyyn, [Time; || IDg || PUy))

DiSunitha, Assistant Prefessor,CSE,NREM
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RPUblIc-Key: Distibution 6ff SECTEt
KEYS

LUSe previous methods te ebtain public-key
can uUse for Secrecy or authentication
put public-key algerithms are slow

SO usually: want to use private-key
Encryption to protect message contents

hence need a session key

have several alternatives for negetiating a
Suitable session
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SIMPIE SECIET KEY
DIStribution

proposed by Merkle in 1979
o A generates a new temporary public key pair
o A sends B the public key and their identity

o B generates a session key K sends it to A
encrypted using the supplied public key

o A decrypts the session key and both use

problem Is that an eppoenent can Intercept
and Impersenate both halves of protecel
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RPUblic-Key: Distibution ol SECGEL
KEYS

If-have securely exchanged public-keys:

Qﬂ E(PUy, N>)
(4) E(PUy, IN; || K<)
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HYBHA Key: Distipution

retain use of private-key KDC
shares secret master key with each user
distributes session key using master key.

public-key used to distribute master keys
o especially useful with widely distributed users

rationale
o Performance
o Dackward compatibility.
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Diffie-HellmantKey Exchange

first public-key type scheme propoesed
Py Diffie & Hellman in 1976 along with the
exposition of public key concepts

o Note: now know that Willlamson (UK CESG)
secretly proposed the concept in 1970

IS a practical method for public exchange
of a Secret key.

Used Inra number ofi commercial Preducts
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Diffie-HellmantKey Exchange

a public-key distribution scheme

o Cannot be used to exchange an arbitrary: message
o rather it can establish a common key.

« Known only to the two participants

value ofi key depends on the participants (and
thelr private and public key information)

pased on exponentiation In a finite (Galois) field
(moedulo a prime or a polynemial) - easy.

Security relies on the difficulty ofi computing
discrete logarithms (Ssimilar te factering) — hara
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Diffie-Hellman' Setup

all users agree on glebal parameters:
o large prime integer or polynemial g
o a being a primitive root mod g

each user (eg. A) generates their key.

o ChOOSES a secret key (number): x, < g

» compute their public key: v, = a * mod g
each user makes public that key: v,
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Diffie-HellmantKey Exchange

shared session key for users A & B'is Kyg:
K, = a’ ° mod g
= v, ° mod g (which B can compute)

_ yBXA mod g (which A can compute)

Kag IS USEd as session key In private-key.
encryption scheme between Alice and Bob

IfFAlice and Bob subsequently communicate,
they will have the same key as before, unless

they choeose new public-keys
attacker needs an x, must selve discrete log
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Diffie-Hellman' Example

users Alice & Bob who wish to swap keys:
agree on prime g=353 and a=3

select random Secret keys:

» A chooses x,=97, B chooses x.=233

compute respective public keys:
. v,=3 mod 353 = 40 (Alice)
. v.=3  mod 353 — 248 (Bob)

compute shared session key as:

o K= vo " mod 353 = 248 = 160 (Alice)

e Koo— v, © mod 353 = 40 - 160 (Bob)
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Key EXChange ProteColS

Users could create random private/public
D-H keys each time they communicate

users could create a knewn private/public
D-H key and publish in a directory, then
consulted and used to securely
communicate with them

poth ofi these are vulnerable to a meet-in-
the-Middle Attack

authentication ofithe keys is needed
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Elliptic Cunve Cryptograpny.

majority of public-key crypto (RSA, D-H)
use either integer or polynomial arithmetic
with very large numbers/poelynomials

IMpoSses a significant load In stering and
processing keys and messages

an alternative Is te use elliptic curves
offers same security with smaller bit sizes
newer, but net as well analysed
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Real EllIptic CURVES

an elliptic curve Is defined by an
eqguation in twoe variables x &V, With
coefficients

consider a cubic elliptic curve of form
o V2=X2+ax+ Db

o Where x,y,a,b are all real numbers

» also define zero point O

have addition operation for elliptic curve

o geometrically sum off OQ+R Is reflection of
Intersection R
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Real Elliptic Cunve Example

(bly2=x3+x+1
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Einite Elliptic CuRves

Elliptic curve cryptography USES CUnrVeS
Whose variables & coefficients are finite

have twoe families commonly used:

o Prime curves E_ (a, b) defined over Z,
Use integers modulo a prime
pest in software
o DInary curves k., (a,b) defined over GF(2")

Use polynemials with binary: ceefficients
PEeSt In nardware
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Elliptic Cunve Cryptograpny.

ECC addition Is analog off modulo multiply

ECC repeated addition Is analog of
modulo expoenentiation

need "hard” problem equiv to discrete log
o« O=kP, Where Q,P belong to a prime curve

o IS "‘easy’ to compute Q given k,P

» but “hard” to find k given Q,P

o Knoewn as the elliptic curve legarithm problem

Certicom example: &,- (9, 17)
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ECC EnCryption/Decryption

several alternatives, will consider simplest

must first encoede any message M as a point on
the elliptic curve P,

select suitable curve & point G as in D-H
each user chooeses private key n,<n

and computes public key P,=n,G

toencrypt P, : C. ={kG, P _+tkP,}, Krandom
decrypt C.. compute:

P LkP.—n. (kG) = P tk(n.G)-—n,(kG) = P

m
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ECE Secunity

relies on elliptic curve legarithm problem
fastest method is "Pollard rho method™

compared to factoring, can use much
smaller key sizes than with RSA etc

for equivalent key lengths computations
are roeughly eguivalent

hence for similar security ECC offers
significant computationalladvantages
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VieSsage Authentication and
IHash FURCHIeNS

Al cats' green on'the Sunday. he took: the message from
the inside ofithe pillarandadded Peter Moran'siname to
the two names already. printed there in the “Brontosaur*
code. [he message now. read. “Leviathan. to Dragon:
Martin Hillman, Trever Allan, Peter Moran: ebsernve and
tall.” What was the good or it John hardly knew. He felt
petter; he felt that at'last he had made an attack on Peter
Moran instead of:waiting passively and effecting no
retaliation. Besides, What was the use ofibeing in

possession ofithe Key to the codes If:he NEVEr took
advantage ofit?
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VMeSsage Authentication

mMessage authentication IS concerned with:
o protecting the integrity of a message

» Validating identity of originator

o NON-repudiation of origin (dispute resolution)

will consider the security requirements
then three alternative functions usead:
o Message encryption

» Message authentication code (MAC)
o hash function
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SECUnRY REGUIFEMENTS

disclosure

traffic analysis
masguerade

content modification
seguence modification
timing modification
SOUrCe repudiation
destination repudiation

D.Sunitha, AssistantPrefessor, CSE,NRCM
Infermation SeCurity Unit=111



VMESsSsage Encryption

message encryption by itselfi alse provides
a measure of authentication

If:symmetric encryption Is used then:

o Feceiver know sender must have created it

» Since only sender and recelver now key used
« KNnow content cannot of been alterea

o Ifimessage has suitable structure, redundancy
0r a checksum to detect any changes
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VMESsSsage Encryption

I public-key encryption IS USed:
e ENcryption provides no confidence of sender
o SINce anyone potentially knows public-key

o NOWeVer if
sender signs message using their private-key.
then encrypts with recipients public key
nave both secrecy and authentication

o Again need to recognize corrupted messages
» UL at cost of two public-key: USES on message
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VIESSage Authentication Cede
(MAC)

generated by an algoerithm that creates a
small fixed-sized block

o depending on both message and some key
o like encryption though need not be reversible
appended to message as a signature

[ECeIVer performs same computation en
message and checks it matches the MAC

Provides assurance that message Is
Lnaltered and Comes fem Sender
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VMEeSsage Authentication Cede

<«+— Source A -<+—Destination B ——»

Compare

(a) Message authentication
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VMEeSssage Aluthentication
COEUES

as shown the MAC provides authentication

can also use encryption for Secrecy.

o generally use separate keys for each

o Can compute MAC either before or after encryption
o IS generally regarded as better done before

why use a MAC?

o SOmetimes only authentication Is needed

o SOmetimes need authentication to persist longer than
the encryption (eg. archival use)

noete thata MAC IS not a digitalisignature
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MAC PrioRErRIES

a MAC |s a cryptegraphic checksum
MAC = C, (M)

o CONdenses a variable-length message M
o USING a secret key K

o 10 a fixed-sized authenticator

IS & many-te-one function

» potentially many messages have same MAC
o Dut finding these needs to be very difficult
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Reguirements for MMAECS

taking Inte account the types of attacks

need the MAC te satisty the following:

. knoewing a message and MAC, Is infeasible
to find anether message with: same MAC

>, MACs should be unifermly distributed

s MAC should depend egually on all bits of the
message
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USIng SYymmetnc Ciphers for
VIAECS

can use any bleck cipher chaining moede
and use final block as a MAC

Data Authentication Algoerithm: (DAA) IS
a widely used MAC based on DES-CBC
» Using IV=0 and zero-pad of final block
o encrypt message using DES in CBC mode
» and send just the final block as the MAC
* or the leftmoest M bits (1.6=M=64) of final block

put final MAC Is new tee small fer Security.
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DatarAuthentication Algoerthm

(56 bits)

DAC
{16 to 64 bits)
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Hash FUnRctions

condenses arpitrary message to fixed size
h = H (M)

usually assume that the hash function IS
public and not keyed

» Cf. MAC which Is keyed

hash used to detect changes to message
can USe In vVaroeus ways With message
MOESt often te create a digital signature
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Hash Eunctions & Bigital
Signatures

E(PR;, H(M))
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RequIrements for Hash
FURCHIGNS

can be applied to any sized message M

produces fixed-length output h

IS easy to compute h=H (M) for any message M

given h Is infeasible to find x S.t. H (x) =h
one-way Property.

given x IS Infeasible to find v s.t. H(y)=H (x)
weak collision resistance

IS Infeasible to find any x, v S.t. H(y)=H (x)
strong collisien resistance
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SImple Hash FURCHIGN'S

are several proposals for simple functions
based on XOR ofi message blocks

NOL SECUrEe SInce can manipulate any.
message and either not change hash or
change hash also

need a stronger cryptographic function
(next chapter)
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Birthday Attacks

might think a 64-bit hashi Is secure
put By Birthday: Paradoex: IS net

pIrthday attack Werks thus:

m S g .
. Opponent generates 2 "2variations of a valid message
all with essentially the same meaning

m . . .
» Opponent also generates 2 2 variations of a desired
fraudulent message

o WO sets of messages are compared to find pair with
same hash (probability > 0.5 by birthday paradox)

» have user sign the valid message, then substitute the
fergery which will have a valid signature

conclusien s that need teruse larger MAC/hiash
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BIGCK CIPNErS as: Hash

FURCTIONA'S
can use bloeck ciphers as hash functions
« Using H,=0 and zero-pad of final block
» compute: H; = Ey; [Hi]
» and use final block as the hash value
» Similar to CBC but without a key

resulting hash is tee small (64-bit)
« both due to direct birthday attack
o and to meet-in-the-middle” attack

ether varants alse susceptible te attack
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Hash Functions & VIAEC
Secunty

like block ciphers have:

brute-force attacks exploiting

o Strong collision resistance hash have cost 22
* have proposal for h/w MD5 cracker
» 128-bit hash looks vulnerable, 160-bits better

o MACSs with known message-MAC pairs

* can either attack keyspace (cf key: search) or MAC
* at least 128-bit MAC Is needed for security.
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Hash Functions & VIAEC
Secunty

cryptanalytic attacks exploit structure

o like block ciphers want brute-force attacks to be the
pest alternative

have a number of analytic attacks on Iterated
hash functions

o CV:=1[CV.;, M]; HM)=CV,

o« typically focus on collisions in function f

o like block ciphers is often composed of rounds

o attacks exploit properties of round functions
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Hashrand MAC Algertnms

Each olithe messages, like each one he had ever
[ead of: Stern's commands, began with a number
and ended with'a nUMBEr or rew of:numbers. No
efiorts on the part of:Mungo or any. ol Nis experts
nad been able to break Stern's code, nor was
there any clue as to'what the preliminary.
AUMbBber and these ultimate numbers signified.
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DigitaliSIgnatures &
AUthentication Pretecols

Jo guard'against the baneful'influence exerted by strangers
IS therefore an elementary. dictate ofisavage prudence.
IHence before strangers are allowed 1o enter a diStrict, or
at least before they are permitted to'mingle freely with
the inhabitants, certain ceremonies are often periormed
Py the natives ofithe country for the purpose of disarming
the strangers of their magical pewers, or efidisinfecting,
S0 to speak; the tainted atmosphere by which they are
SUPpPOSEd 1o be surreunded.

—[he Golden Bough, Sirs James GEOrge Frazer
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Digital SIgnatuies

have looked at message authentication
o DUt does not address Issues of lack of trust

digital signatures provide the ability to:

o Verify author, date & time of signature

» authenticate message contents

» e verified by third parties to resolve disputes

hence Include authentication function with
additional capahllities
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Digital Signature Properties

must depend on the message signed

MUSt Use Information unigue te Ssender

o 10 prevent both forgery and denial

must be relatively easy to proeduce

must be relatively easy to recognize & Verify
e computationally infeasible to forge

o With new message for existing digital signature
o With fraudulent digital signature for given message

e practical save digital signature in sterage
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Direct Digital' Signatures

Invelve only sender & receiver
assumed recelver has sender's public-key

digital signature made by sender signing
entire message or hash with private-key

can encrypt using receivers public-key.

Important that sign first then encrypt
message & signature

security depends on sender s private-key.

D.Sunitha, AssistantPrefessor, CSE,NRCM 26
Infermation SeCurity Unit=111



Arbitrated DigitalsSignatures

INVelves use of arbiter A
» Validates any signed message
o then dated and sent to recipient

requires suitable level of trust in arbiter
can be implemented with either private or
public-key algorithms

arbiter may or may not SEe Message
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AUthentication ProteCols

USsed te convince parties of each others
identity and to exchange session keys

may be ene-way or mutual

key ISsues are
o confidentiality — to protect session keys
o timeliness — to prevent replay attacks

published protecols are often found to
have flaws and need to be modified
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Replay Attacks

where a valid signed message IS copied and
later resent

o Simple replay

o lepetition that can be loggead

o repetition that cannot be detected

o backward replay without modification

countermeasures Include

o USse of sequence numbers (generally impractical)
» limestamps (needs synchronized clocks)
o Challenge/response (Using unigue nonce)
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Using Symmetic Encryption

as discussed previously can use a two-
level hierarchy of keys

usually with a trusted Key: Distribution
Center (KDC)
o €ach party shares own master key with KDC

o« KDC generates session keys used for
connections between parties

o Master keys used to distribute these to them
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Needham=-Schreeder Protecol

original third-party key distribution protocol
for session between A B mediated by KDC

protocol everview Is:

1. A->KDC: ID, || IDg || N4

2. KDC -> A: Ey [Ks || 1Dg [| Ny || Exp[KS]IID,] ]
3. A-> B: E.[KS||IDA]

4. B ->A: E [NJ]

5. A -> B: E, [f(N,)]
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Needham=-Schreeder Protecol

used to securely distribute a new session
key for communications between A & B

but IS vulnerable te a replay attack I an old
session key has been compromised

o then message 3 can be resent convincing B
that Is communicating with A

modifications to address this require:
o timestamps (Denning 81)
o UISING an extra nonce (Neuman 93)
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UsingPublic-Key Encryption

have a range ofi approaches based on the
use of public-key encryption

need to ensure have correct public keys
for other parties

using a central Authentication Server (AS)

Various pProtecols exist using timestamps
OF NONCES
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DENNINGIAS Protecol

Denning 81 presented the following:

1. A->AS: ID, || IDg

2. AS > A EppadlIDAlIPUL||T] | Eprasl!Del|PUg||T]

3. A-> Bl Eppog[IDAl[PUL|T] | Epgasl!Dg|[PUL[| T |
EpyblEprasKs!T]]

note session key Is choesen by A, hence AS need

not be trusted to protect it

limestamps prevent replay: but reguire
synchronized clocks

D.Sunitha, AssistantPrefessor, CSE,NRCM 34
Infermation SeCurity Unit=111



@ne-WayrAuthentication

reguired when sender & receiver are not in
communications at same time (eg. email)

have header In clear so can be delivered
Py email system

may want contents of body protected &
Sender authenticated
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Using Symmetic Encryption

can refine use of KDC but can't have final
exchange of NeNCes, VIS:

1. A->KDC: ID, || IDg || N3

2. KDC -> AT E, o [KS |[[IDg || Ny || Exp[KS[|IDA] ]
3. A-> B: Ey [KS|[IDL] || Exe[M]

does not protect against replays

» Could rely on timestamp In message, though
emall delays make this problematic
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PUBIIC-KeY APPrOACHES

have seen some public-key approaches

I confidentiality’ IS major CONCern, can Use:
A->B: Ep[Ks] || Eyo[M]
o has encrypted session key, encrypted message

[fauthentication needed use a digital
signature with a digital certificate:

A->B: M ” EPRa[H(M)] ” EPRas[THIDA”PUa]
o WIth message, signature, certificate
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Digital’Sighature Standard (BSS)

US Govt approved signature scheme
designed by NIST & NSA in early 90's
published as FIPS-186 in 1991

revised in 1993, 1996 & then 2000

uses the SHA hash algoerithm

DSS Is the standard, DSA Is the algoerithm

FIPS 186-2 (2000) includes alternative RSA &
elliptic curve signature varants
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DigitaliSignature Algentam
(DISTAY

creates a 320 bit signature
with 51.2-1024 bit security.
smaller and faster than RSA

a digital signature scheme only

security depends on difficulty of computing
discrete logarithms

variant of ElGamal & Schnorr schemes
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DigitaliSignature Algentam
(DISTAY

Compare
/

/
E(PR,, H(M)]

(a) RSA Approach

(b) DSS Approach
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DSAKey Generation

have shared glebal public key values (p,d,9):
o choose g, a 160 bit

o Choose a large prime p = 2°

» where L= 512 to 1024 bits and Is a multiple of 64
* and g Is a prime factor of (p-1)

o Choose g = h(P=D/d
* where h<p-1, h®1/4 (mod p) > 1
USEers Choose private & compute public key:
o ChOOSE x<g
e COMpUtEe vy = g* (mod p)
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DSA'SIgnature Creation

{0 SIgn a message M the sender:
o generates a random signature key k, k<g

o Nb. k must be random, be destroyed after
use, and never be reused

then computes signature pair:
r = (g°(mod p)) (mod g)
s = (k".H(M)+ x.r) (mod q)

sends signature (r, s) with message M
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DSA'SIgnature Verdtfication

having received M & signature (x, s)
to verify a signature, recipient computes:

w = S ' (mod q)

ul= (H(M) .w) (mod q)

uz2= (r.w) (mod Q)

v = (gi'.vy% (mod p)) (mod q)
It v=x then signature IS verified

SEEe ek Wel site for detalls ofi preef Way,
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Hashrand MAC Algertnms

Hash Functions

o CONdense arbitrary size message to fixed size
o DY processing message Iin blocks

o through seme compression function

o either custom or block cipher based

Message Authentication Code (MAC)

o fixed sized authenticator for some message
o 10 provide authentication for message

« by using block cipher mode or hash function
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HashrAlgerthmrStructure

i
vy

Vi

Tl
£, | f
i

v
an
Yi
f

Initial value number of input blocks
chaining variable length of hash code

ith input block length of input block
compression algorithm
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Secure HashrAlgentnm

SHA oeriginally designed by NIST & NSA in 1993
was revised in 1995 as SHA-1

US standard for use with DSA signature scheme
o Standard is FIPS 180-1 1995, also Internet RFC3174
o Nb. the algorithm Is SHA, the standard Is SHS

based on design of MD4 with key differences
produces 160-bit hash values

recent 2005 results on security: oft SHA-1. have
[AISEd CONCEMS BN ItS USE I future applicatiens
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Revised Secure Hasn
Sitziplelzife

NIST issued revision FIPS 180-2 in 2002

adds 3 additional versions of SHA
o SHA-256, SHA-384, SHA-512

designed for compatibility with increased
security provided by the AES cipher

structure & detail is similar to SHA-1.
hence analysis should be similar
PUt Security levels are rather higher
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SHA-51.2 @VeErview

M = 1024 bits -

L bits <128 bits-»

Message ¥ L

we— 1024 bits — e 1024 bits —3 w—— 1024 bits —=

My

= word-by-word addition mod 259 L ,
+ 4 E>d Suritha, AsslstaniProfessor, GSZ,NRGM
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SHA=512  €Compression
FURCtion

heart of the algerithm
processing message In 1024-hbit blocks

consists of 80 rounds
o Updating a 512-bit buffer

o USINg a 64-bit value Wt derived from the
current message block

o and a round constant based on cube root of
first 80 prime numbers

D.Sunitha, AssistantPrefessor, CSE,NRCM
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SHA-542 Reund Function




SHA-542 Reund ' Function

1024 bits —————— = Wy W, Wy Wy, Wen16 Wep15s Wipr Wipz

64 bits
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WhIKpPoe!

now examine the Whirlpeol hash function
endorsed by European NESSIE project

uses modified AES internals as
compression function

addressing concerns on use of block
ciphers seen previously

WIth perfermance comparable to dedicated
algoerthms like SHA
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WhHIKPeoI OVERVIEW

tx 512 bits >

L bits <256 bits»

Message ¥ L

g 512 bits———»a— 572 hits—— g 512 bits—»

my m3 N

/]

Mote: triangular hatch marks key input
DiSunitha,AssistantProfesson, CSE,NREV
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Whirpoeel BlockiCipner\W

designed specifically for hash function use
With security. and efficiency. of AES
but with 51.2-bit block size and hence hash

Ssimilar structure & functions as AES but
o INPUL IS Mapped row wise

o Nas 10 rounds

o a different primitive poelynomial for GF(278)
o LISes different S-box design & values
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Whirpoeel BlockiCipner\W

Plaintext

add round key

mMiIX rows

2dd ound key

Key expansion

<
2
w
g
3
>
v
<

RC[10]
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WhIHPoGeI PERGMAaNCE &
Secunty

Whirlpeol Is a very new proposal
hence little experience with use
but many AES findings should apply:

does seem to need more h/w than SHA,
but with better resulting perfermance



Keyed HashrEunctions as: MAES

want a MAC based on a hash function
o Decause hash functions are generally faster

o COde for crypto hash functions widely
available

hash includes a key aleng with message
original propesal:

KeyvedHash = Hash (Key|Message)

o SOMe weaknesses were found with this

eventually led te develepment off HIVIAC
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HIVIAC

specified as Internet standard RFC21.04

USes hash function en the message:
HMAC, = Hash[ (K* XOR opad) ||
Hash[ (Kt XOR ipad) | [M) ] ]

where K* Is the key padded out to size
and opad, Ipad are specified padding constants

overhead Is just 3 more hash calculations than
the message needs alone

any hash function can e used

» eg. MD5, SHA-1, RIPEMD-1.60, Whirlpeol
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Infermation SeCurity Unit=111



HMAE @verview

D.Surithes, AssistangtE _ ag.pjmpig:mﬁgw
Iniforrnation Uriit-11l
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HMAEC Securty,

proved security of HMAC relates to that of
the underlying hash algoerithm

attacking HMAC reguires either:

o Drute force attack on key used

o birthday attack (but since keyed would need
to observe a very large number of messages)

choeoese hash function used based on
SPEEd VEerses Security constraints

D.Sunitha, AssistantPrefessor, CSE,NRCM (50}
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CIVIAC

previeusly saw the DAA (CBC-MAC)
widely used In govt & Industry.

but has message size limitation

can evercome using 2 keys & padding

thus forming the Cipher-based Message
Authentication Code (CMAC)

adopted by NIST SP800-38B
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WERSECUILY.

Web now widely used by business,
government, individuals

put Internet & \Web are vulnerable
have a variety of threats

o INtegrity

o confidentiality

o denial of service
o alithentication

need added securty: mechanisms

D.Sunitha, AssistantProfessor
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SSIL (SEcUre Secketl [Layer)

transport layer security service
originally developed by Netscape
version 3 designed with public nput

subsequently became Internet standard
known as TLS (Transport Layer Security)

uses ICP to provide a reliable end-to-end
Service

SSL has two layers of pretecols

D.Sunitha, AssistantProfessor
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SSILATChItecture

S5L 55L Change
Handshake | Cipher Spec
Protocol Protocol

SSL Alert
Protocol

SSL Record Protocol

D.Sunitha,AssistantProfessor
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SSILATChItecture

SSIL connection
o A transient, peer-to-peer, communications link
o associated with 1 SSL session

SSIL session

o AN association between client & server

» Created by the Handshake Protocol

» define a set of cryptographic parameters

o May be shared by multiple SSL connections

D.Sunitha, AssistantProfessor
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SSIL Record Protecol SERVIGCES

MEeSsSsage Integrity.
o USIing a MAC with shared secret key
o Similar to HMAC but with different padding

confidentiality

o USINg Ssymmetric encryption with a shared
secret key defined by Handshake Protocol

o AES, IDEA, RC2-40, DES-40, DES, 3DES,
Fortezza, RC4-40, RC4-128

o Message Is compressed before encryption

D.Sunitha, AssistantProfessor 6
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SSIE Change CIpher Spec
Protecol

one of 3 SSL. specific protocels which use
the SSL Record protocol

a single message
causes pending state to become current
hence updating the cipher suite In use

D.Sunitha, AssistantProfessor
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SSILAlernt: Protecol

conveys SSL-related alerts to peer entity.

Severity
warning or fatal

specific alert

fatal: unexpected message, bad record mac,
decompression failure, handshake failure, illegal
parameter

warning: close notify, no certificate, bad certificate,
Uunsupported certificate, certificate reveked,
certificate expired, certificate unknewn

compressed & encryptedilike all' SSIL data

D.Sunitha, AssistantProfessor
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SSIE Handshake Pretecol

allows server & client to:
o authenticate each other
o (O negotiate encryption & MAC algerithms
o (O negotiate cryptographic keys to be used

COMPrISEes a Series of messages In phases
. Establish Security Capabilities
2, Server Authentication and Key Exchange
;. Client Authentication and Key Exchange
s, FInish

D.Sunitha, AssistantProfessor 10
Infermation SeCUrLty, Unit-1v



SL =

andshake Proteocol

Phase 1

Establish security capabilities, including
protocol version, session ID, cipher suite,
compression method, and initial random
numbers.

Phase 2

Server may send certificate, key exchange,
and request certificate. Server signals end
of hello message phase,

Phase 3

Client sends certificate if requested. Client
sends key exchange. Client may send
certificate verification.

Phase 4
Change cipher suite and finish
handshake protocol.

Note: Shaded transfers are
optional or situation-dependent

essages that are not always sent.

ikl



NES (Aransport Layer
SEecunty)

IETF standard RFC 2246 similar to SSILLv3

With minor differences

o IN record format version humber

o Uses HMAC for MAC

e A pseudo-random function expands secrets
» has additional alert codes

» SOMe changes In supported ciphers

o Changes in certificate types & negotiations

o Changes in crypto computations & padding

D.Sunitha, AssistantProfessor
Infermation SeCUrLty, Unit-1v



Secure Electronic Iiransactions
(SET)

OPEN encryption & Security Specification

[0 protect Internet credit card transactions
developed in 1996 by Mastercard, Visa etc
not a payment system

rather a set of security protocols & formats
o SECUre communications amongst parties

o trust from use of X.509v3 certificates

o Privacy by restricted info to those who need it

D.Sunitha, AssistantProfessor 13
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SEIFCompenents

Merchant

Cardholder

Certificate
Authority

u
1

Issuer

Payment
Network

Acquirer

D.Sunitha, AssistantProfessor
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SE ransaction

customer opens account

CUStOmEr receives a certificate
merchants have their own certificates
customer places an order

merchant Is verified

order and payment are sent

merchant reguests payment authorization
merchant confirms erder

merchant provides goods or Service
MEerchant reguests payment

D.Sunitha, AssistantProfessor 15
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Dual Signature

custemer creates dual messages
» Order information (Ol) for merchant
o Payment information (Pl) for bank

neither party needs details ofi other
but must know. they are linked

Use a dual signature for this

o SIgned concatenated hashes of Ol & Pl
DS=E (PR, [H (H (PL) | [ H(OL)) |)

D.Sunitha, AssistantProfessor
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SEIF PUrchase Reqguest

SET purchase request exchange
CONSISts of four messages

nitiate Request - get certificates
nitiate Response - signed response
Purchase Request - of Ol & Pl
Purchase Response - ack order

D.Sunitha, AssistantProfessor 17
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RPURChase ReEqUEST —
Customer,

Reguest Message

pooo

Passed on by
merchant to

j" payment gateway

Dual Slgnature

||

£ Digital Envelope
OIMD ’m

A ¥
; X PIMD

A, Received

by merchant

Payment Information

Order Information

Pl message digest

Dual Signature Ol message digest
m = Encryption (RSA for asymmetric;

+ DES for symmetric)

Cardholder = Temporary symmetric key
Certificate Bank’s public key-exchange key




RPUrchase Request — Merchant

verifies cardholder certificates using CA sigs

verifies dual signature using custemer's public
signature key to ensure order has not been
tampered with In transit & that it was signed
using cardholder's private signature key

processes order and foerwards the payment
Information to the payment gateway: for
authorization (described later)

sends a purchase response to cardholder

D.Sunitha, AssistantProfessor 19
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RPUrchase Request — Merchant

Request Message

HCH KA
SRR0K% N\

Order Information
Ol message digest
Passed on by = Payment Order message digest
merchant to = Decryption (RSA)
payment gateway Hash function (SHA-1)
Customer's public signature key

Di«Eital Envelope

+
PIMD

Ol

o
1 —

1 g—

+

Dual SiEnature

o
Cardholder
Certificate

e

_
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Rayment: Gateway.
AUthoerzation

verifies all certificates

decrypts digital envelope of authoerization block te ebtain
symmetric key & then decrypts authorization block

Verifies merchant's signature on authorization bloeck

decrypts digital'envelope of payment block to obtain
Ssymmetric key & then decrypts payment block

verifies dual signature on payment block

verifies that transaction ID received from merchant
matches that in Pl received (inairectly) from custemer.

[eguests & receives an  autnerization frem ISSUer
Sends authernzation respense hack termerchant

D.Sunitha, AssistantProfessor 21
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Rayment Capture

mMerchant sends payment gateway: a
payment capture reguest

gateway checks reguest

then causes funds to be transterred to
merchants account

notifies merchant using capture respense

D.Sunitha, AssistantProfessor 22
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Electronic Mail' SeEcurty,

Despite the refusal off VADM' Poindexter and' LtCol North to
appear, the Board's access (o other seurces of
Information filled' much ofithis gap. T'he FBI provided
documents taken from the files of the National Security.
Advisor and relevant NSC staff:members, including
messages from the PROF system between VADM
Poindexter and LtCol North. The PROEF messages were
conversations by computer, written at the time events
occurred and presumed by the writers to be pretectead
from disclosure: In this;sense, they provide a first=hand,
CONntemporaneous; acecount effevents.

D:Sunitha;AssistantProfessor,CSE,NRCM 2
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Emaill SECUrILY.

emaill Is one of the most widely used and
regarded network services

Currently MESSAage CONteENLS are not Ssecure

o May be Inspected either in transit

o OF by suitably privileged users on destination
system

D.Sunitha,AssistantProfessor, CSE,NRCM 3
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Emall SEcUrty, Ennancements

confidentiality
o Protection from disclesure

authentication

» Of sender of message
message Integrity.

o Protection from maodification
noN-repudiation of erigin

o Protection from denial by Sender

D.Sunitha,AssistantProfessor, CSE,NRCM 4
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RPretty, Good Prhvacy (PGR)

widely used de facto secure emalil
developed by Phil Zimmermann

selected best available crypto algs to use
Integrated Into a single program

on Unix, PC, Macintosh and other systems

originally free, now also have commercial
Versions available

D.Sunitha,AssistantProfessor, CSE,NRCM 5)
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PGP @peration —

AuUthentication

sender creates MESSage

use SHA-1 to generate 160-bit hash of
message

signed hash with RSA using sender's
private key, and Is attached to message

recelver uses RSA with sender's public
key to decrypt and recover hash code

fECEIVEr VErifies received message using
hash of It and compares with decrypted
hash code

D:Sunitha;AssistantProfessor,CSE,NRCM
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PGP @peration —
Confidentiality

sender generates message and 1.28-bit
randem nuMmMBEer as session key: for It

encrypt message using CAST-128 / IDEA
/ BDES In CBC mode with session key

session key encrypted using RSA with
recipient's public key, & attached to msg

rleceiver uses RSA with private key to
decrypt and recever session key.

Ssession key. Is Used to decrypt message

D:Sunitha;AssistantProfessor,CSE,NRCM
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PGP Operation — Confidentiality
s AUthentication

can use both services on same message
» Create signature & attach to message

o ENcrypt both message & signature

o attach RSA/ElIGamal encrypted session key

D.Sunitha,AssistantProfessor, CSE,NRCM
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PGP @peration —
Compression

by default PGP compresses message
after signing but before encrypting

e SO Can Store uncempressed message &
signature for later verification

o & DECAUSE COMpPression IS non deterministic
uses ZIP compression algorithm

D:Sunitha;AssistantProfessor,CSE,NRCM
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PGP Operation — Emalil
Compationity
when using PGP will have binary data to send
(encrypted message etc)

nowever email was designed only for text

nence PGP must encode raw binary data into
orintable ASCII characters

uses radix-64 algorithm

o Maps 3 hytes to 4 printable chars
o also appends a CRC

PGP also segments messages I too big

D:Sunitha;AssistantProfessor,CSE,NRCM
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PGP Operation = Summany

Ksi- B{PBD. E(PUb. Ks))

X & ElPUp Ks) || E(Ky X)

{a) Generic Transmission Diagram (from A) L (b) Genenc Receptlon Diagram (to B)

Informatlon Security, Un|t V




PGP SESSIoN KEeysS

need a session key for each message

o Of Varying sizes: 56-bit DES, 128-bit CAST or
IDEA, 168-bit Triple-DES

generated using ANSI X12.17 mode

uses random Inputs taken from previous
uses and from keystroke timing of user

D.Sunitha,AssistantProfessor, CSE,NRCM 12
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PGPRPURIIC & Private Keys

since many public/private keys may be in use,
need to identify which Is actually used to encryjpt
session key In a message

o could send full public-key with every message
o but this Is inefficient

rather use a key identifier based on key
o IS least significant 64-bits of the key
o Will'very likely be unigue

also use key ID In signatures

D:Sunitha;AssistantProfessor,CSE,NRCM 13
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RPGRIVIESSaQ e Format

Content Operation

Key ID of reciplent's

Session key s public key Uh)
component :

Signature

Message

Informatlon Securlty Un|t V



RPGRKey RINGS

each PGP user has a pair of keyrings:

o Public-key ring contains all the public-keys of
other PGP users known to this user, indexed

oy key 1D

o Private-key ring contains the public/private

Key palr(s) for this user, indexed by key ID &
encrypted keyed from a hashed passphrase

security of private keys thus depends on
the pass-phrase security.

D.Sunitha,AssistantProfessor, CSE,NRCM
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PGP IVIeSSage Generation

Public key ring

passphrase

Private key ring

encrypted
private key

private key

message
digest

session key
S

signature
message + message

encrypted
signature
+ message

L. Sunitha AssistantProfessor G50
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PGPIVIESSage RECEpPtIon

passphrase

Private key ring Public key ring

] encrypted

private key — [ 1

private key
PRy

receiver's

Key ID

Encrypted e
session key
session key sender's

Ks Key ID
Encrypted

digest *

encrypted
message +

signature — Compare
message A
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PGP Key Vianagement

rather than relying on certificate authorities

iIn PGP every user is own CA
o Can sign keys for users they know: directly

forms a “web of trust”
o lrust keys have signed

o Can trust keys others have signed If have a chain of
signatures to them

key ring Includes trust indicators
USers can also revoke their keys

D:Sunitha;AssistantProfessor,CSE,NRCM
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SIMIME (Secure/Multipurpoese
Internet MallrEXtensIions)

security enhancement to MIME email
o Original Internet RFC822 email was text only

o MIME provided support for varying content
types and multi-part messages

o WIth encoding of binary data to textual form
o SIMIME added security enhancements

have S/IMIME support in many mail agents
o €g MS Outleok, Mozilla, Mac Mail ete

D.Sunitha,AssistantProfessor, CSE,NRCM 19
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SIMIME EUuRCtions

enveloped data
o Encrypted content and associated keys

signed data
o encoded message + signed digest

clear-signed data
o Cleartext message + encoded signed digest

signed & enveloped data
o MNESIING Of SIgNed & encrypted entities

D.Sunitha,AssistantProfessor, CSE,NRCM
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SIMIME Cryptegraphic
Algoerithms

digital signatures: DSS & RSA
hash functions: SHA-1 & MD5
session key encryption: ElIGamal & RSA

message encryption: AES, Triple-DES,
RC2/40 and others

MAC: HMAC with SHA-1.
have process to decide which algs te use

D:Sunitha;AssistantProfessor,CSE,NRCM 21
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SIMIME MESSagES

S/IMIME secures a MIME entity with a
signature, encryption, or both

forming a MIME wrapped PKCS object

have a range of content-types:
» Enveloped data

o SIgned data

o Clear-signed data

o lEQIStration reguest

s CErtificate eniy message.. -

Infermation Seculity. Unit=\/
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SIMIME Certificate
ProCEesSsIing

SIMIME uses X.509 v3 certificates

managed using a hybrid of a strict X.509
CA hierarchy & PGP's web ofi trust

each client has a list of trusted CA's certs
and own public/private key pairs & certs
certificates must be signed by trusted CA's



Cerntificate AUthORITES

have several well-known CA's
\erisign one of most widely used
\erisign Issues several types of Digital IDs

Increasing levels of checks & hence trust

Class ldentity €hecks  Usage

1. name/emaill check web browsing/emalil

2 + enroll/addr check emall, subs, s/w validate
3 + |D decuments e-banking/Service access

D.Sunitha,AssistantProfessor, CSE,NRCM 24
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IR Security.

[fFa Secret piece offnews is divulged by a spy.
pefore the time IS rpe, he must be put te
death, tegether with the man te' whem the
Secret was told.

D.Sunitha,AssistantProfessor, CSE,NRCM 26
Infermation Seculity. Unit=\/



IP-Secunty

have a range of application specific
Security mechanisms

o 9. SIMIME, PGP, Kerberos, SSL/HTTPS

however there are security concerns that
CuUt across protocol layers

would like security implemented by the
network for all applications

D.Sunitha,AssistantProfessor, CSE,NRCM
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IPSEC

general IP Security mechanisms

provides

o AUthentication

o confidentiality

o KEey management

applicable to use over LANs, across public
& private WANS, & for the Internet

D.Sunitha,AssistantProfessor, CSE,NRCM 28
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IPSec USses

User system
with IPSec

or Private

Networking device

with IPSec A Networking device

with IPSec

D.8unitha, AssistaniProfessor, CEE NRGM
Irifarrnation Sscurlty Uriit-V




Benetits o IPSec

In a firewall/router provides strong security
to all traffic crossing the perimeter

In a firewall/router IS resistant to bypass

IS below transport layer, hence transparent
to applications

can be transparent to end USers
can provide security for individual users
SEeCcUres routing architecture

D.Sunitha,AssistantProfessor, CSE,NRCM 30
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IR Securnty Architecture

Specification IS guite complex
defined in numerous REC's

o INCl. RFC 2401/2402/2406/2408

o Many others, grouped by category
mandatory in IPv6, optional in |Pv4

have two Security header extensions:
o Aluthentication Header (AH)
o Encapsulating Securnty Paylead (ESP)

D.Sunitha,AssistantProfessor, CSE,NRCM
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IPSEC SERVICES

Access control

Connectionless integrity:
Data origin authentication

Rejection of re

nlayed packets

o a form of partial seguence integrity.

Confidentiality

(encryption)

Limited traffic flow confidentiality

D.Sunitha,AssistantProfessor, CSE,NRCM
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SECUNItY, ASSOCIationNS

a one-way relatienship between sender &
receiver that affords security for traffic flow
defined by 3 parameters:

o Security Parameters Index (SP1)

» |P Destination Address

o Security Protocol Identifier

has a number of other parameters

o Seqg no, AH & EH infoe, lifetime ete

have a database ofi Security Assoclations

D.Sunitha,AssistantProfessor, CSE,NRCM 33
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Authentication Header (At)

provides support for data integrity &
authentication of IP. packets

o ENd system/router can authenticate user/app

o Prevents address spoofing attacks by tracking
seguence numbers

based on use of a MAC
« HVIAC-MD5-96 or HMAC-SHA-1-96

parties must share a secret key.

D:Sunitha;AssistantProfessor,CSE,NRCM 34
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Althentication Header,

Payload Length RESERVED

Security Parameters Index (SPI)

Sequence Number

Authentication Data (variable)

D.Sunitha,AssistantProfessor, CSE,NRCM
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lranspoert & itnnel MIeUES

Server

D = End-to-end
. e 50
= \ authentication

T ——

Internal Network

End-to-end
authentication — -:

Router/Firewall \

End-to-intermediate
authentication

D.Sunitha,AssistantProfessor, CSE,NRCM
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Encapsulating Secunty: Paylead
(ESP)

provides message content confidentiality: &
limited traffic flow confidentiality

can eptionally provide the same authentication
services as AH

supports range of ciphers, modes, padding
» incl. DES, Triple-DES, RC5, IDEA, CAST etc

o« CBC & other modes
o padding needed to fill blocksize, fields, for traffic flow

D.Sunitha,AssistantProfessor, CSE,NRCM
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Encapsulating SEcCUnIty
RPaylead

o

Security Parameters Index (SPI)

Sequence Number

Payload Data (variable)

Padding (0 - 255 bytes)
Pad Length Next Header

44— Authentication Coverage ————Jp

w
A
]
3
]
=y
£
w
e
‘E
S
]

Authentication Data (variable)
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lranspoertvsiunnel viede
ESP

transport mode Is used to encrypt &
optionally authenticate IP data

» data protected but header left in clear
o Can do traffic analysis but Is efficient
o good for ESP host to host traffic

tunnel mode encrypts entire IP packet
o add new header for next hop
o §J00d for VPNS, gateway: togateway: SECUKLY

D:Sunitha;AssistantProfessor,CSE,NRCM
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Compinimnmg SEcUrty
ASsoEecliations

SA's can implement either AH or ESP

to Implement both need to combine SA's
o fOrM a security association bundile
o May terminate at different or same endpoints

o COmbined by
* transport adjacency
* [terated tunneling

ISsue of authentication & encryption order

D:Sunitha;AssistantProfessor,CSE,NRCM
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Compinimnmg SEcUrty
ASsoEecliations

One or More SAs Tunnel SA

Router

{a) Case {c) Case 3

Tunnel SA
Tunnel SA

Intranet

(b) Case 2

D.3unitha, AssistaniProfessor, CSE,NRCY
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Key Vianagement

handles key generation & distribution

typically need 2 pairs of keys
o 2 per direction for AH & ESP

manual key management
o Sysadmin manually configures every system

automated key management

o AUtomated system for en demand creation of
keys for SA's In large systems

o Nas Oakley & ISAKMP elements

D.Sunitha,AssistantProfessor, CSE,NRCM 42
Infermation Seculity. Unit=\/



©akiey

a key exchange protocol
based on Diffie-Hellman key exchange

adds features to address weaknesses

o COOKIES, groups (glebal params), nonces, DH
key exchange with authentication

can use arithmetic in prime fields or elliptic
curve fields
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ISAKIVIP

Internet Security Association and Key
Management Protocol

provides framework for key management

defines procedures and packet formats to
establish, negotiate, modify, & delete SAs

Independent of key exchange protocol,
encryption alg, & authentication method
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ISAKIVIP

Initiator cookie

Responder cookie

MnVer | Exchangetype

Message ID

Length

(a) ISAKMP Header

0 16

Next payload RESERVED Payload length
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ISAKIVIP'Raylieads &
EXCNAaNQES

have a number of ISAKMP payload types:

o Security, Propoesal, Transform, Key,
ldentification, Certificate, Certificate, Hash,
Signature, Nence, Notification, Delete

ISAKMP has framework for 5 types of
message exchanges:

o DASE, Identity protection, authentication enly,
aggressive, informational
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