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Introduction to the Internet of Things (1oT) NRCM
Exploring the world of connected devices and their impact on our daily lives.

Characteristics of 10T
The fundamental traits that define 10T systems and differentiate them from traditional computing.

Connectivity
Devices are connected to a global information and communication infrastructure, enabling them to
communicate with each other and with central systems.

Intelligence & ldentity
Each 10T device has a unique identity and the capability to process data, make decisions, or collect
information through sensing.

Scalability
The 10T infrastructure must be able to scale massively, accommodating the billions of new devices
being added to the network.

Heterogeneity
0T devices are diverse, based on different hardware platforms and networks, and must be able to
interoperate with each other.
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Physical Design of 10T _Y
The "Things' in loT

The physical design refers to the tangible hardware components of an 10T
system. This includes the end devices that are responsible for interacting with
the real world. These devices can range from simple sensors to complex
machines.

**1oT Devices:** The core hardware, which may or may not have a user

interface.
**Sensors:** Components that detect and measure physical phenomena.
**Actuators:** Components that act upon the physical world.

Sensor
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Functional Blocks of an 10T System ——

An 10T system is composed of several key functional blocks that work together
to provide a complete end-to-end solution.

» Application (User Interface)
» Management & Services (Data Analytics, Device Control)

» Communication (Network Protocols)
« Device (Sensors & Actuators)

» Application (User Interface)

« Management & Services (Data Analytics,
Device Control)

» Communication (Network Protocols)

» Device (Sensors & Actuators)
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The Role of Sensing in 10T N

your roots to success...

Sensing is the foundation of 10T. Sensors are the 'eyes and ears' of
the system, collecting data from the physical environment to be
processed and acted upon. Without sensors, an 10T device is
unaware of its surroundings.

Environmental Motion & Optical & Acoustic
« Temperature Position  Light Sensor

e Humidity o Accelerometer ¢ Camera

* Pressure » Gyroscope * Microphone

« Air Quality « GPS * Proximity Sensor

 Infrared (PIR)
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Actuation: From Data to Action

» If sensors are the input, actuators are the output. They are
responsible for taking action in the real world based on the
data received and processed by the 10T system.

Sensing (Input) Actuation (Output)

» Detecting high  Turning on the air
temperature conditioner

« Detecting motion in a « Switching on the lights
room_ _  Activating the sprinkler

 Sensing low soil system
moisture

* Playing a requested
song

* Receiving a voice
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Basics of Networking for 1oT e
Networking connects the 'Things' to the 'Internet’. 1oT
networking often prioritizes low power consumption, cost-
effectiveness, and reliable communication over vast areas or in
challenging environments.

Network Topologies

Arrangements like Star, Mesh, and Point-to-Point determine
how devices communicate with each other and with a central
gateway.

Connectivity Models

Includes Device-to-Device, Device-to-Cloud, and Device-to-
Gateway models, defining the path data takes.

Gateways

Act as intermediaries, translating protocols and connecting
ocal device networks (like Bluetooth or Zigbee) to the wider
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Communication Protocols in loT

A diverse set of protocols enables communication across different
layers of the loT stack, each optimized for specific requirements like
range, data rate, and power.

Protocol

Bluetooth & BLE

Wi-Fi

Zigbee / Z-Wave

MQTT

CoAP

Typical Use Key Feature

Wearables, short-range devices Low power consumption
Smart home, high-data applications High bandwidth

Home automation, sensor networks Mesh networking, low data rate

Data messaging from devices to cloud Lightweight publish/subscribe model

Constrained device communication Simple request/response like HTTP

Department of CSE(Cyber Security) , NRCM,UNIT-I



Sensor Networks: The Backbone of Data Collection ﬁ
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What are they?

A Wireless Sensor Network (WSN) is a
network of spatially distributed
autonomous sensors that monitor
physical or environmental conditions.
In loT, WSNs are often the primary
source of raw data.

« They form a mesh of nodes.

« Data is passed from node to node
until it reaches a central gateway.

« Crucial for applications like
agriculture, environmental
monitoring, and industrial
automation.
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Conclusion: The Connected Future e

The Internet of Things is more than just a buzzword; it's a
fundamental shift in how we interact with our environment. By
bridging the physical and digital worlds, 10T creates
opportunities for unprecedented efficiency, convenience, and
insight.

**Key Insight:** loT converts physical actions and states into
digital data.

**Core Components:** It relies on sensors, actuators, networks,
and applications.

**Future Outlook:** The ecosystem will continue to grow,
impacting every industry and aspect of life.
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Introduction to M2M, loT, and Arduino JRM

From Connected Devices to Practical Implementation

Machine-to-Machine (M2M) Communications

M2M refers to the direct communication

between devices using wired or wireless

channels, without any need for human

intervention. It forms the foundation of

automated data exchange.

» Think of a vending machine automatically
reporting its inventory to a central server

"! " when stock is low.
[0 A « Another example is a smart meter sending
- % electricity usage data directly to the utility
company.

» This technology is typically used for
specific, pre-programmed tasks in closed
environments.
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Key Characteristics of M2M RN
Autonomous Communication Point-to-Point
Devices collect and exchange Communication is typically direct

information automatically based on between a specific machine and a
pre-defined triggers and schedules. central application server.

Specific Applications

Solutions are usually built for a
single purpose, such as remote
monitoring, fleet management, or
industrial automation.

Low Data Rates
M2M systems often transmit small
packets of data, focusing on state
changes or simple readings rather
than rich media.
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Difference Between loT and M2M Y’

While related, M2M and loT are not the same. M2M is a subset of 10T; it represents the
direct communication between devices, whereas loT is a much broader ecosystem
connecting devices to the cloud and integrating them with enterprise applications.

M2M (Machine-to-Machine) 10T (Internet of Things)
* Focus: Device-to-device communication » Focus: Device-to-cloud communication
« Scale: Typically isolated, smaller-scale and data integration
systems « Scale: Global, infinitely scalable networks
« Data: Used within the specific application of devices
(e.g., telemetry) « Data: Aggregated in the cloud and often
« Connectivity: Point-to-point, often using combined with other data sources for
cellular or wired networks analytics
» Architecture: Hardware-based, closed » Connectivity: IP-based networks (Wi-Fi,

system Ethernet, etc.)
e Architecture: Software and cloud-based,
open ecosystem
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Interoperability in 10T: Concepts and Challenges NRCM
Interoperability is the ability of different 10T devices, systems, and platforms to
communicate and work together seamlessly, regardless of their manufacturer or technology
stack. Achieving this is a major challenge.

LACK OF INTEROPERABILOTY

Proprietary Protocols Varying Data Formats

Key Challenges
« Lack of Universal Standards: Many manufacturers create their own proprietary

ecosystems.
« Data Diversity: Devices produce data in many different formats (JSON, XML, binary,

etc.).
« Security Concerns: Ensuring secure communication between diverse devices is complex.

Scalability: Solutions must work for billions of devices, not just a handful.
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Achieving Interoperability in 10T ﬁ
Several strategies and technologies are used to bridge the gap between different loT y
systems.
Data Modeling
_ Creating standardized models
Sta}ndard|zed Protocols , (ontologies and semantics) to
Using common, open protocols like describe what the data means,
MQ_TT, CoAP, gnd AMOQP allows oroviding context for
devices from different vendors to interpretation.
speak the same language.
APIs (Application Programming
Interfaces)
loT Platforms & Middleware Well-defined APlIs allow different
These platforms act as a central software systems and cloud services to
hub, translating data from various securely request and exchange data.

devices into a unified format for
applications to use
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Introduction to Arduino Programming NRCM
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Arduino IS an  open-source
electronics platform based on easy-
to-use hardware and software. It's
designed for artists, designers,
hobbyists, and anyone interested In
creating Interactive objects or
environments. It's the perfect tool
for building custom 10T devices.
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Fundamentals of Arduino Development e

The IDE
The Integrated Development
Environment (IDE) is a simple

The Board
The physical microcontroller

bpard. It has input/output (1/0) application where you write,
pins to connect sensors, actuators, compile, and upload code to the

and other electronic components. Arduino board.

The Sketch
This is the name for an Arduino
program. It's written in a
language similar to C/C++ and
contains two main functions:
setup() and loop().

Department of CSE(Cyber Security) , NRCM, UNIT-II 19



Practical Arduino Examples

Smart Light Switch

Use a motion sensor (PIR) to
detect presence in a room

and turn on an LED or a relay-

controlled lamp.

Parking Assistant

Use an ultrasonic distance
sensor to measure the
distance to a wall and light up
different colored LEDs (green,
yellow, red) as a car gets
closer.

Home Weather Station

Combine temperature,
humidity, and barometric
pressure sensors to collect
local weather data and
display it on an LCD screen.

epartment of CSE(Cyber Security) , NRCM, UNIT-II
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Automated Plant
Watering

Use a soil moisture sensor to
detect when the soil is dry,
and activate a small water
pump (via a relay) to water

the plant.
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Introduction to Python and Raspberry Pi NRCM
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A beginner's guide to combining the power of Python programming with the versatility
of Raspberry Pi for your first project.

Introduction to Python Programming

Python is a high-level, interpreted programming language known for its clear syntax and
readability. It's an ideal choice for beginners and a powerful tool for professionals, especially
in the world of hardware and IoT.

Easy to Learn

Python's syntax is clean and intuitive, reading almost like plain English. This lowers the
barrier to entry for new programmers.

Vast Libraries

A massive ecosystem of pre-built libraries (like RPi.GPIO for Raspberry Pi) simplifies
complex tasks, from controlling hardware to building web servers.

Strong Community

With millions of developers worldwide, it's easy to find tutorials, documentation, and support
for any problem you might encounter.

Versatile & Portable

Python runs on many platforms, including the Raspberry Pi, making it perfect for developing
aplications that can be deployed anywhere.
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Introduction to Raspberry Pi
A Computer in Your Palm

The Raspberry Pi is a low-cost, credit-card-sized
computer that you can use to learn programming
and build electronics projects. It has all the basics
of a computer, but its real power lies in the General-
Purpose Input/Output (GPIO) pins, which let it
interact with the physical world.

« Affordable and accessible

« Powerful enough to run a full operating system

« Features GPIO pins for connecting sensors,
motors, and LEDs

« Supports Wi-Fi and Bluetooth for connectivity
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Interfacing with Basic Peripherals mim

The GPIO pins are your gateway to creating interactive projects. Using Python
scripts, you can read data from sensors and control outputs like lights and motors.

(S

Outputs: LEDs Sensors: Temperature

Inputs: Buttons
The 'Hello, World! of hardware. Learn Redddats froo e ervioniient &

. . Detect physical interactions. By
to send signals from the Pi to turn an i butt Puth temperature sensor allows your Pi to
- . . connecting a on, your on g
LED on and off, providing simple visual ) g ) y n collect real-world data, which is a core
script can wait for and react to a user's i
feedback for your programs. ) ) , part of any loT application.
press, triggering an action.
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Implementation of loT with Raspberry Pi Y
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The Internet of Things (1oT) is about connecting physical devices to the internet. A
Raspberry Pi acts as the 'brain’ of the device, gathering sensor data, processing it,
and sending it to the cloud for storage, analysis, or remote access.

* Cloud Platform (Data Storage &
Visualization)

* Internet Gateway (Wi-Fi Router)
» Raspberry Pi (Processing & Control)

« Sensors & Actuators (Physical Interaction)
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The Convergence of Intelligence: An Introduction to
loT, SDN, and Raspberry Pi

Exploring how Software-Defined Networking can revolutionize the
management and efficiency of Internet of Things ecosystems.

NRCM, UNIT-IV 27
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Introduction to loT and Raspberry Pi

The Internet of Things (loT) refers to the vast network of physical devices embedded with sensors, software, and other
technologies for the purpose of connecting and exchanging data over the internet. The Raspberry Pi, a low-cost, credit-card-sized
computer, serves as an accessible and powerful brain for many of these loT applications.

1 Sensors/Actuators 2 Connectivity
The 'senses’ and ‘muscles’ of the loT. They collect data The communication backbone. Devices send data to the
from the environment (like temperature) or perform cloud via Wi-Fi, Bluetooth, Cellular, or other network
actions (like unlocking a door). protocols.

3 Data Processing 4  User Interface
Software processes the incoming data. This can happen The way users interact with the loT system, often
on the device itself, at the network edge, or in the cloud. through a mobile app or a web dashboard.
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Software Defined Networking (SDN) Basics -
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SDN is an approach to network management that decouples the network's control logic from the physical hardware that forwards

traffic. This creates a more agile and programmable network.

Traditional Networking Software-Defined Networking (SDN)

= Control and data planes are bundled in each device. » Control plane is centralized in an SDN controller.

* Configuration is done on a per-device basis. * Network is managed via software applications.

* Inflexible and difficult to scale or change. * Flexible, scalable, and centrally managed.

* Like having traffic rules built into every car. * Like a central traffic control tower managing all cars.
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NRCM
L] L L
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SDN for loT: Enhancing Connectivity
loT networks are characterized by a massive number of diverse, often resource-constrained devices. SDN provides the ideal
framework to manage this complexity, offering dynamic control and enhanced security that traditional networks struggle to
provide.
?.]
it
H . (| LT - |
Centralized Management Dynamic Scalability Enhanced Security
Configure, manage, and monitor Easily add or remove devices from the Quickly isolate compromised devices
thousands of loT devices from a single, network. The SDN controller can and apply fine-grained security policies
unified software controller, dramatically automatically provision new devices and across the entire network to prevent
simplifying administration. adjust network paths on the fly. threats from spreading.
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Data Handling and Analytics in loT

The true value of 10T is unlocked by analyzing the vast amounts of data collected. A structured data pipeline is essential for
transforming raw sensor readings into actionable business insights.

Data Ingestion: Raw data is collected from millions of sensors and devices.

Edge Processing: Initial filtering and aggregation happen close to the source to reduce
latency and bandwidth use.

Data Storage: Cleaned data is stored in scalable cloud databases or data lakes.

Analytics & Action: Machine learning models and analytics tools uncover patterns,
predict outcomes, and trigger automated actions.

This process turns a flood of information into a stream of intelligence.
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The Synergy of Cloud Computing and the
Internet of Things (l1oT)

Exploring the powerful partnership that is reshaping industries
and our daily lives by connecting the physical and digital

worlds.
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33




Introduction: The Two Pillars of Modern Tech feicul

Cloud Computing

Cloud computing provides on-demand access to computing
resources—like servers, storage, and databases—over the
internet. Instead of owning your own computing
infrastructure, you can access these services from a cloud
provider. It's the powerful, centralized brain that processes
and stores vast amounts of data.

Internet of Things (loT)

The loT is a giant network of interconnected physical devices
embedded with sensors, software, and other technologies.
These 'things' connect to the internet to gather and share
data. They act as the digital eyes and ears of the physical
world, collecting realHime information.
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Sensor-Cloud and Smart Infrastructure

When sensors from the loT send their data to the cloud for analysis and action, we create a 'Sensor-Cloud'. This is the
foundational technology for building intelligent environments like smart cities and smart homes.

| )
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Smart Cities Smart Homes
In a smart city, loT sensors monitor everything from traffic flow  Smart homes use connected devices like thermostats, lighting,
and air quality to public safety and waste management. The security cameras, and smart speakers. These devices learn
cloud processes this data to optimize city services, reduce user preferences and can be controlled remotely via cloud-
congestion, and improve the quality of urban life. based applications, enhancing comfort, security, and energy
efficiency.
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Major Connected Systems
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The combination of Cloud and loT is enabling large-scale, interconnected systems that are transforming entire industries.

Connected Vehicles Smart Grid
Modern vehicles are equipped with The energy sector uses loT sensors to
sensors that provide realtime traffic create a 'smart grid' that monitors
updates, remote diagnostics, and electricity consumption and
emergency assistance. This data is distribution in real time. This allows
processed in the cloud to enhance utility companies to balance loads,
safety and paves the way for prevent outages, and integrate
autonomous driving. renewable energy sources more
effectively.

Industrial loT (lloT)

In factories and warehouses, lloT
sensors are placed on machinery to
predict maintenance needs, track
assets through the supply chain, and
automate processes. This increases
efficiency, reduces downtime, and

improves worker safety.

Department of CSE(Cyber Security) , NRCM, UNIT-V 36



your roots to success...

loT Case Studies: Agriculture and Healthcare

Smart Agriculture

loT is revolutionizing farming by providing data-driven
insights. Farmers can now make precise decisions to

increase crop yields and promote sustainability.

Soil sensors that monitor moisture and nutrient levels.

Drones that survey fields for crop health.

Automated irrigation systems that conserve water.

GPS-guided tractors for precise planting and harvesting.

Connected Healthcare

In healthcare, loT enables remote patient monitoring and
proactive care, improving patient outcomes and reducing

hospital readmissions.

Wearable devices that track vital signs like heart rate and
activity.

Smart pill dispensers that ensure medication adherence.

Remote monitoring for chronic disease management.

L]

Smart hospital beds that track patient movement and

vitals.
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The Connected Future: Activity Monitoring &
Conclusion

From Personal to Global Impact

Personal activity monitoring—using fitness trackers and smartwatches to track steps, sleep, and workouts—is a perfect everyday
example of loT. It shows how sensor data, when analyzed by cloud applications, can provide valuable insights and encourage
healthier habits. This same principle extends to all the larger systems we've discussed.

Conclusion: Key Takeaways

loT devices act as the senses, collecting data from the physical world.

L]

Cloud Computing provides the powerful brain for processing, analyzing, and storing that data.

This partnership is creating more efficient, responsive, and intelligent systems across all sectors.

« As connectivity grows, the integration of Cloud and loT will continue to unlock new possibilities for innovation and progress.
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