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Prerequisites

1. Knowledge of computer hardware, operating systems ,applications and
networking is required.

Course Objectives:

s - Know about role of digital devices in cyber crime investigation
= Learn about cyber crime investigation process and methodologies
» An introduction to the methodology and procedures associated with
digital forensic analysis in a network environment.
CourseQutcomes:
« To obtain and analyze digital information for possible use as evidence in
civil,criminal or administrative cases.
" +« To learn about the importance of digital forensic principles and
procedures
= To know legal considerations and digital evidence controls
« To learn about digital forensic tools
UNIT-1
Foundations of Digital Forensics: Digital Evidence, Principles of Digital
Forensics, Challenging aspects of Digital Evidence, The Role of computers in
s crime, Cyber Crime Law.

UNIT-II

Digital Investigations: Digital Investigation process models, Applying Scientific
method in Digital Investigations, Handling a digital Crime scene: Fundamental
Principles, Surveying and Preserving Digital Investigation.

UNIT- III

Violent Crime and Digital Investigation: The role of Computers in violent crime,
Processing Digital crime scene, Investigative Reconstruction, Digital Evidence as

Alibi.

UNIT-IV
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Cyber stalking, Computer basics for Digital Forensics, Applying Forensics science
to computers, Digital Evidence on windows systems, Digital Evidence on Unix
systems.

UNIT-V

Network Forensics: Networks basics for Digital Investigators, Applying Forensics
science to networks, Digital Evidence on physical and data link layers, Digital
Evidence on Network and Transport layers.

TEXTBOOK:
1. Digital Evidence and computer Crime by Eoghan Casey Academic Press
Third Edition.

REFERENCEBOOKS:

1. Real Digital Forensics for Handheld Devices,E.P.Dorothy, Auer back

Publications,2013.
¢ 2. The Basics of Digital Forensics: The Primer for Getting Started in Digital

Forensics,

3. J.Sammons,Syngress Publishing,2012.

4. Handbook of Digital Forensics and
Investigation,E.Casey,AcademicPress,2010.
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