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tion paper consists of Part A, Part B.

compulsory, which carries 25 marks. In Part A, Answer all questions.

er any one question from each unit. Each question carries 10 marks
a, b as sub questions.

PART-A
(25 Marks)

1)

What 1s cybmcrroris@ [2]
Define cybercrimes. [3]
What are the 1ssues wi y? [2]
Define cyberstalking. [3]
What do you mean by data proc [2]
How to recover deleted cyber s [3]
How to do WINDOWS forensics? [2]
Differentiate cyber forensics and network f ’ [3]
What are the rules for handling digital eviden [2]
What 1s the criminal procedure code for cybercr [3]

< . (50 Marks)
Discuss the nature and scope of cyber crimes in detail. \

What 1s the importance of cyber security? [5+5]
OR

Summarize the different categories of cybercrimes with appropriate e [10]

Write short notes on the following:

a) White-collar crimes.

b) Viruses and malware code. [y
OR

What are the roles and responsibilities of ‘Law Enforcement’? Explain. [10]

Explain “Email Investigation, Email Tracking, IP tracking, and Email recovery”. [10]
OR

How the encryption and decryption methods be influenced in cybercrime investigation?

Explain. [10]




8. Discuss the following briefly:
a) Dagital Forensic Hardware tools
b) Audio-video evidence analysis.
OR

10.

11.

e ~Electronic Communication Privacy Act and Legal policies™.

[5+5]

[5+5]

[10]

[5+5]
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X

)

S0mp

ulsory, which cames 25 marks. In Part A, Answer all questions.
B, Answer any one question from each umit Each question cames 10 marks

ndihay haye a, b as sub questions.
PART-A

(25 Marks)
l.a) What are Botets? 2]
b) Discuss bnefly a r-crime. 31
¢) Define mail bombs. 2]
d) List down the white collar g 31
e) How the emails are tracked? 2]
f) With an example, explamn passwor 2 3]
g) Define dizatal forensic. 21
h) Discuss about fingerpnint recognition. 31
1)  What are the legal policies? 2]
3)  Explain how digital evidences are controlled? / 31

PART-B
(50 Marks)
2 Descnibe 1n detail about the concept of nature and scope of [10]
OR
3. How the Criminals Plan the Attacks? Explain with examples. (N [10]
4. With an example, explamn about various methods used in password ¢ 2 10]

OR

3 Enumerate the guidelines for seizing digatal evidence at the scene.
6. List standard systems analysis steps to be apphed when prepanng for a fo 0
[

investigation case.

7. Explain the vanous process involved n? xl:covexing deleted evidences. [10]
8. Illustrate in detail about various computer forensic hardware tools. [10]
9. What 15 the standard procedure used fo(r)xl:etwork forensics? Explain. [10]
10.  Ilustrate about the challenges to Indian cyber laws in detail. [10]
) ElzbontemdehilabomtheAmendm?nl:tothelndianTACT. [10]
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1Qn paper consists of Part A, Part B.

compulsory, which carnes 25 marks. In Part A, Answer all questions.

swer any one question from each unit. Each question carnes 10 marks
e a, b as sub questions.

PART-A

@ (25 Marks)
1.a) Discuss briefly abiou t of phishing. 2]
b) What are the chamcteris& define the nature of cyber-crime? [3]
c¢) What are white collar cim ontext of cyber-crime? [2]
d) What constitutes unauthorizétiace computers? [3]
e) What are the best practices for co digital evidence? [2]

f) Why 1s e-discovery important in ¢ vestigations? [3]
g) What are the essential components of afforensic workstation? 2]
h)  List the main components of a network forensi visualize. [3]
1)  What 1s the role of laws and ethics 1n dig1 végtication”? [2]
j)  Discuss about the IPC Act. [3]

PART-B
(50 Marks)
N

2.a) Explain the key differences between cybercrime and traditio

b) Describe common social engineerning techniques used by cyber [5+5]
OR
3.a) Describe the impact of cybercrime on individuals, businesses, and go ents.
b) What measures can be taken to prevent and mitigate property cyber-crim +5]

4.a) Explain the steps involved in a typical computer intrusion attack.
b)  What are the common methods used to distribute viruses and malicious code? [5+5]

OR
5.a) How can organizations protect against unauthorized access to their systems?

b)  What steps should be taken immediately after a virus attack 1s detected? [5+5]
6. Explain the process of investigating E-mail crimes and violations. [10]
OR
7. Illustrate about digital evidence collection and data seizure activities in data recovery

process in cybercrime scene. [10]




8a) How do forensic investigators ensure data integnity throughout the investigation

process?
b) Describe the principles behind iris and fingerprint recognition in forensic identification.
[5+5]
OR
9.a) o s photography assist in forensic ballistics and crime scene documentation?
b) &e role of video enhancement tools in forensic video analysis. [5+5]
10.a) Ho tional laws impact cybercrime investigations conducted across borders?
b) Expl rtance of using write blockers and forensic tools in evidence handling.
[5+5]
OR
11.a) Explain the role of t1 ps and digital signatures in evidence controls.
b) Explain the Cdm@ure Code (CrPC) and its role in cybercrime investigations.
[5+5]
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