- Application Layer

Detailed Presentation on Application Layer Protocols and
Services




Introduction to Application Layer |

* Top layer of OSI model

*  Provides services to end users

. * Supports network applications




Functions of Application Layer

Network virtual terminal
File transfer
Email services

Directory services




Application Layer Protocols

DNS
SMTP
FTP
HTTP
SNMP




Domain Name Space

* Hierarchical naming system

* Maps names to IP addresses

. * Easy identification of hosts




Structure of Domain Name Space

Root domain
Top-level domains
Second-level domains

Subdomains




Types of Domains

Generic domains
Country domains

Inverse domains




Domain Name System (DNS)

Distributed database system

Converts domain names to IP addresses




Features of DNS

Hierarchical structure

Distributed database

. * Scalable architecture




DNS Components

DNS client
DNS server
Resolver

Name server




DNS Working Process
i

* Client query

* Resolver request

° Server response

* |IP address returned




DNS Records

A Record

MX Record
CNAME Record
NS Record




DNS Message Format
i

Header section

Question section

Answer section

Additional information




Advantages of DNS
i

* Easy browsing

* Human-readable names

. * Distributed management




Electronic Mail

Most popular Internet service

Used for message exchange




Components of Email System

* User agent
* Message transfer agent
*  Mailbox




Structure of Email

* Header
° Body

* Attachments




Email Architecture

Sender
Mail server
Receiver

Protocols




SMTP Introduction

Simple Mail Transfer Protocol

Used for sending emails




Features of SMTP

Reliable delivery

Push protocol

Connection-oriented




SMTP Working

Mail creation
Transfer to mail server

Delivery to receiver




SMTP Commands

HELO

MAIL FROM
RCPT TO
DATA




Advantages and Limitations of SMTP |

* Advantages: Simple and reliable

* Limitations: No encryption by default




FTP Introduction

* File Transfer Protocol

| * Transfers files between systems




Features of FTP

Connection-oriented

Client-server model

. * Authentication support




FTP Architecture

FTP client
FTP server
Control connection

Data connection




FTP Commands

USER
PASS
GET
PUT




FTP Working

Client login
File request
Data transfer

Logout




FTP Modes

* Active mode

* Passive mode




Advantages and Limitations of FTP

* Advantages: Efficient file transfer

* Limitations: Security issues




World Wide Web (WWW)

Collection of web pages

Uses hyperlinks

* Accessed through browsers




Components of WWW

Web browser
Web server
Web pages
URLSs




Web Browsers

Chrome
Firefox
Edge

Safari




Uniform Resource Locator (URL) ’

* Protocol identifier

* Domain name

N -




Hypertext Transfer Protocol (HTTP)

* Application layer protocol

* Transfers web pages




Features of HTTP

Stateless protocol

Client-server communication




HTTP Reguest Methods

GET
BOSH
PUT
PEEETE




HTTP Request Message

* Request line

* Headers

. * Message body




HTTP Response Message

e Status line

* Headers

. * Response body




HTTP Status Codes

200 OK
404 Not Found

. * 500 Internal Server Error




HTTP vs HTTPS

HTTP insecure
HTTPS secure using SSL/TLS




Simple Network Management Protocol =
(SNMP)

* Used for network management

*  Monitors devices




Components of SNMP

*  Manager

° Agent

* Managed devices




SNMP Operations
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Management Information Base (MIB)

* Database of managed objects




Advantages of SNMP

Centralized management

Performance monitoring




Limitations of SNMP

* Security concerns

* Complex configurations




Comparison of Application Layer Protocols

DNS for naming
SMTP for email
FTP for file transfer

HTTP for web access




Applications of Application Layer Protocols

* \Web browsing
* Cloud services
*  Email communication

*  Network management




Security in Application Layer

* Authentication

* Encryption

* Access control




Recent Trends in Application Layer

* Cloud computing
* 10T applications

* \Web services




Summary

* DNS resolves names
* SMTP handles emalil

* FTP transfers files

* HTTP powers the web




Conclusion

* Application layer enables user communication and Internet services




References

Forouzan Networking
Tanenbaum Networks
RFC Standards

|EEE Resources




