DATA COMMUNICATIONS AND COMPUTER NETWORKS

UNIT-5

APPLICATION LAYER

1. DOMAIN NAME SYSTEM

The Domain Name System (DNS) is a supporting program that is used by other programs such as
e-mail. Figure 25.1 shows an example of how a DNS client/server program can support an e- mail
program to find the IP address of an e-mail recipient. A user of an e-mail program may know the
e-mail address of the recipient; however, the IP protocol needs the IP address. The DNS client

program sends a request to a DNS server to map the e-mail address to the corresponding IP address.

SMTIF: Stmple Mafl Trasufer Protoce! (el
Uses DNS: Domuain Nages Syswem

penenswonderfs com

1 |  weadsrnul com ‘ Gcaicee |
Appiscacen| | g | t Dxs DNS
e et i 200002005 | ethem 108 300 208 ¢ sy
ot |

2002002003

Transpars layer

NAME SPACE: A name space that maps each address to a unique name can be organized in two
ways: fiat or hierarchical.

Flat Name Space
In a flat name space, a name is assigned to an address. A name in this space is a sequence of
characters without structure. The names mayor may not have a common section; if they do, it has
no meaning. The main disadvantage of a fiat name space is that it cannot be used in a large System
such as the Internet because it must be centrally controlled to avoid ambiguity and duplication.
Hierarchical Name Space
In a hierarchical name space, each name is made of several parts. The first part can define the

nature of the organization, the second part can define the name of an organization, the third part
can define departments in the organization, and so on
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DOMAIN NAME SPACE:

To have a hierarchical name space, a domain name space was designed. In this design the names
are defined in an inverted-tree structure with the root at the top. The tree can have only 128 levels:
level O (root) to level 127 (see Figure 25.2).

Figure 252 Domain name space

Label
Each node in the tree has a label, which is a string with a maximum of 63 characters. The root
label is a null string (empty string). DNS requires that children of a node (nodes that branch from
the same node) have different labels, which guarantees the uniqueness of the domain names.
Domain Names
Each node in the tree has a domain name. A full domain name is a sequence of labels separated
by dots (.). The domain names are always read from the node up to the root. The last label is the
label of the root (null). This means that a full domain name always ends in a null label, which
means the last character is a dot because the null string is nothing. Figure 25.3 shows some domain
names.
Fully Qualified Domain Name
If a label is terminated by a null string, it is called a fully qualified domain name (FQDN). An
FQDN is a domain name that contains the full name of a host. For example, the domain name:
Challenger.ate.tbda.edu.
Partially Qualified Domain Name
If a label is not terminated by a null string, it is called a partially qualified domain name (PQDN).
A PQDN starts from a node, but it does not reach the root. It is used when the name to be resolved
belongs to the same site as the client. For example, if a user at the jhda.edu. site wants to get the

IP address of the challenger computer, he or she can define the partial name
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Figure 25 2 shown some FQDNs and PQDNs

Figuze 254 FQDN and PQDN
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Domain: A domain is a subtree of the domain name space. The name of the domain is the domain

name of the node at the top of the subtree. Figure 25.5 shows some domains. Note that a domain may

itselfbe divided into domains (or subdomains as they are sometimes called).

DISTRIBUTION OF NAME SPACE

The information contained in the domain name space must be stored. However, it is very inefficient
and also unreliable to have just one computer store such a huge amount of information. It is inefficient
because responding to requests from all over the world places a heavy load on the system. It is not

unreliable because any failure makes the data inaccessible.

Hierarchy of Name Servers
The solution to these problems is to distribute the information among many computers called DNS
servers. One way to do this is to divide the whole space into many domains based on the first level.
In other words, we let the root stand alone and create as many domains (subtrees) as there are first-
level nodes. Because a domain created in this way could be very large, DNS allows domains to be
divided further into smaller domains (subdomains). Each server can be responsible (authoritative)

for either a large or a small domain. In other words, we have a hierarchy of servers in the same
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way that we have a hierarchy of names (see Figure 25.6).
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Zone

Since the complete domain name hierarchy cannot be stored on a single server, it is divided among
many servers. What a server is responsible for or has authority over is called a zone. We can define
a zone as a contiguous part of the entire tree. If a server accepts responsibility for a domain and
does not divide the domain into smaller domains, the domain and the zone refer to the same thing.
The server makes a database called a zone file and keeps all the information for every node under
that domain. However, if a server divides its domain into subdomains and delegates part of its
authority to other servers, domain and zone refer to different things. The information about the
nodes in the subdomains is stored in the servers at the lower levels, with the original server keeping
some sort of reference to these lower-level servers. Of course the original server does not free itself
from responsibility totally: It still has a zone, but the detailed information is kept by the lower-
level servers (see Figure 25.7). A server can also divide part of its domain and delegate
responsibility but still keep part of the domain for itself. In this case, its zone is made of detailed
information for the part of the domain that is not delegated and references to those parts that are
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delegated.
Root Server

A root server is a server whose zone consists of the whole tree. A root server usually does not
store any information about domains but delegates its authority to other servers, keeping references
to those servers. There are several root servers, each covering the whole domain name space. The

servers are distributed all around the world.

Primary and Secondary Servers

DNS defines two types of servers: primary and secondary. A primary server is a server that
stores a file about the zone for which it is an authority. It is responsible for creating, maintaining,
and updating the zone file. It stores the zone file on a local disk. A secondary server is a server

that transfers the complete information about a zone from another server (primary or secondary)
and stores the file on its local disk. The secondary server neither creates nor updates the zone
files. If updalding is required, it must be done by the primary server, which sends the updated
version to the secondary. The primary and secondary servers are both authoritative for the zones
they serve. The idea is not to put the secondary server at a lower level of authority but to create

redundancy for the data so that if one server fails, the other can continue serving clients. Note
also that a server can be a primary server for a specific zone and a secondary server for another

zone. Therefore, when we refer to a server as a primary or secondary server, we should be

careful to which zone we refer

2. DNS IN THE INTERNET
DNS is a protocol that can be used in different platforms. In the Internet, the domain name space
(tree) is divided into three different sections: generic domains, country domains, and the inverse

domain.
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Generic Domains
The generic domains define registered hosts according to their generic behavior. Each node in the

tree defines a domain, which is an index to the domain name space database (see Figure 25.9).

Looking at the tree, we see that the first level in the generic domains section allows 14 possible
labels. These labels describe the organization types as listed in Table 25.1.
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Country Domains
The country domains section uses two-character country abbreviations (e.g., us for United
States). Second labels can be organizational, or they can be more specific, national designations.
The United States, for example, uses state abbreviations as a subdivision of us (e.g., ca.us.).
figure 25.10 shows the country domains section. The address anza.cup.ca.us can be translated to

De Anza College in Cupertino, California, in the United States.
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Inverse Domain

The Inverse domain is used to map an address to a name. This may happen, for example, when
a server has received a request from a client to do a task. Although the server has a file that contains
a list of authorized clients, only the IP address of the client (extracted from the received IP packet)
is listed. The server asks its resolver to send a query to the DNS server to map an address to a name
to determine if the client is on the authorized list. This type of query is called an inverse or pointer
(PTR) query. To handle a pointer query, the inverse domain is added to the domain name space
with the first-level node called arpa (for historical reasons). The second level is also one single
node named in-addr (for inverse address). The rest of the domain defines IP addresses. The servers
that handle the inverse domain are also hierarchical. This means the netid part of the address should
be at a higher level than the subnetid part, and the subnetid part higher than the hostid part. In this
way, a server serving the whole site is at a higher level than the servers serving each subnet. This
configuration makes the domain look inverted when compared to a generic or country domain. To
follow the convention of reading the domain labels from the bottom to the top, an IF address such as
132.34.45.121 (a class B address with netid 132.34) is read as 121.45.34.132.in-addr. arpa. See Figure

25.11 for an illustration of the inverse domain configuration.
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1. ELECTRONIC MAIL

One of the most popular Internet services is electronic mail (e-mail). The designers of the Internet

probably never imagined the popularity of this application program. At the beginning of the
Internet era, the messages sent by electronic mail were short and consisted of text only; they let

people exchange quick memos. Today, electronic mail is much more complex. It allows a message
to include text, audio, and video. It also allows one message to be sent to one or more recipients.

Architecture

User Agent
The first component of an electronic mail system is the user agent. It provides service to the user

to make the process of sending and receiving a message easier.
Services Provided by a User Agent
A user agent is a software package (program) that composes, reads, replies to, and forwards

messages. It also handles mailboxes. Figure 26.11 shows the services of a typical user agent.

Figure 26.11 Services ofuser agent

User agent ‘

Composing Reading Replying to Forwarding Handling
messages messages messages messages mailboxes

Composing Messages

A user agent helps the user compose the e-mail message to be sent out. Most user agents provide
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a template on the screen to be filled in by the user. Some even have a built-in editor that can do

spell checking, grammar checking, and other tasks expected from a sophisticated word processor.
A user, of course, could alternatively use his or her favorite text editor or word processor to create
the message and import it, or cut and paste it, into the user agent template.

Reading Messages

The second duty of the user agent is to read the incoming messages. When a user invokes a user
agent, it first checks the mail in the incoming mailbox. Most user agents show a one-line summary

of each received mail. Each e-mail contains the following fields.

1. A number field.
2. A flag field that shows the status of the mail such as new, already read but not replied to, or

read and replied to.

3. The size of the message.

4. The sender.

5. The optional subject field.

Replying to Messages

After reading a message, a user can use the user agent to reply to a message. A user agent usually
allows the user to reply to the original sender or to reply to all recipients of the message. The reply
message may contain the original message and the new message.

Forwarding Messages

Replying is defined as sending a message to the sender or recipients of the copy. Forwarding is
defined as sending the message to a third party. A user agent allows the receiver to forward the
message, with or without extra comments, to a third party.

Handling Mailboxes

A user agent normally creates two mailboxes: an inbox and an outbox. Each box is a file with a
special format that can be handled by the user agent. The inbox keeps all the received e-mails until
they are deleted by the user. The outbox keeps all the sent e-mails until the user deletes them. Most
user agents today are capable of creating customized mailboxes.

User Agent Types
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There are two types of user agents: command-driven and GUI-based.

Command-Driven: Command-driven user agents belong to the early days of electronic mail. They
are still present as the underlying user agents in servers. A command-driven user agent normally
accepts a one-character command from the keyboard to perform its task. For example,

a user can type the character r, at the command prompt, to reply to the sender of the message, or
type the character R to reply to the sender and all recipients. Some examples of command-driven
user agents are mail, pine, and elm.

GUI-Based: Modern user agents are GUI-based. They contain graphical-user interface (GUI)

components that allow the user to interact with the software by using both the keyboard and the
mouse. They have graphical components such as icons, menu bars, and windows that make the
services easy to access. Some examples of GUI-based user agents are Eudora, Microsoft's Outlook,
and Netscape.

Addresses

To deliver mail, a mail handling system must use an addressing system with unique addresses. In
the Internet, the address consists of two parts: a local part and a domain name, separated by an @
sign

Local Part: The local part defines the name of a special file, called the user mailbox, where all
the mail received for a user is stored for retrieval by the message access agent.

Domain Name: The second part of the address is the domain name. An organization usually
selects one or more hosts to receive and send e-mail; the hosts are sometimes called mail servers
or exchangers. The domain name assigned to each mail exchanger either comes from the DNS
database or is a logical name (for example, the name of the organization).

SMTP

The actual mail transfer is done through message transfer agents. To send mail, a system must
have the client MTA, and to receive mail, a system must have a server MTA. The formal protocol
that defines the MTA client and server in the Internet is called the Simple Mail Transfer Protocol
(SMTP).
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Figure 26.16 SMTP range
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SMTP is used two times, between the sender and the sender's mail server and between the two
mail servers. SMTP simply defines how commands and responses must be sent back and forth.

Commands and Responses

SMTP uses commands and responses to transfer messages between an MTA client and an MTA

server (see Figure 26.17).

Figure 26.17 Commands and responses
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Commands: Commands are sent from the client to the server. The format of a command is shown
in Figure 26.18. It consists of a keyword followed by zero or more arguments. SMTP defines 14
commands. The first five are mandatory; every implementation must support these five commands.

The next three are often used and highly recommended. The last six are seldom used.

Figure 2618 Commandformat

Keyword: argument(s)

The commands are listed in Table 26.7.

Table 26.7 Commands

Kevword Argumeni(s)
HELO Sender's host name
MAIL FROM Sender of the message
RCPTTO Intended recipient of the message
DATA Body of the mail
QUIT
RSET
VREY Name ofrecipient to be venified
NOOP
TURN
EXPN Mailing list to be expanded
HELP Command name

Responses: Responses are sent from the server to the client. A response is a three digit code that

may be followed by additional textual information. Table 26.8 lists some of the responses.
Table 26.8 Responses

Code I Description

Positive Completion Reply

211 System status or help reply

214 Help message

220 Service ready

221 Service closing transmission channel
250 Request command completed
251 User not local: the message will be forwarded

Positive Intermediate Reply

354 Start mail mput
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Mail Transfer Phases
The process of transferring a mail message occurs in three phases: connection establishment, mail

transfer, and connection termination.

POP3
Post Office Protocol, version 3 (POP3) is simple and limited in functionality. The client POP3

software is installed on the recipient computer; the server POP3 software is installed on the mail
server. Mail access starts with the client when the user needs to download e-mail from the mailbox
on the mail server. The client opens a connection to the server on TCP port 110. It then sends its
user name and password to access the mailbox. The user can then list and retrieve the mail
messages, one by one.

POP3 has two modes: the delete mode and the keep mode. In the delete mode, the mail is deleted
from the mailbox after each retrieval. In the keep mode, the mail remains in the mailbox after
retrieval. The delete mode is normally used when the user is working at her permanent computer
and can save and organize the received mail after reading or replying. The keep mode is normally
used when the user accesses her mail away from her primary computer (e.g., a laptop). The mail

is read but kept in the system for later retrieval and organizing.

IMAP

Another mail access protocol is Internet Mail Access Protocol, version 4 (IMAP4). IMAP4 is
similar to POP3, but it has more features; IMAP4 is more powerful and more complex.

POP3 is deficient in several ways. It does not allow the user to organize her mail on the server; the
user cannot have different folders on the server. In addition, POP3 does not allow the user to
partially check the contents of the mail before downloading. IMAP4 provides the following extra
functions:

0 A user can check the e-mail header prior to downloading.

0 A user can search the contents of the e-mail for a specific string of characters prior to
downloading.

0 A user can partially download e-mail. This is especially useful if bandwidth is limited and the
e-mail contains multimedia with high bandwidth requirements.

0 A user can create, delete, or rename mailboxes on the mail server.
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0 A user can create a hierarchy of mailboxes in a folder for e-mail storage.

2. FTP
File Transfer Protocol (FTP) is the standard mechanism provided by TCP/IP for copying a file

from one host to another. Although transferring files from one system to another seems simple
and straightforward, some problems must be dealt with first. For example, two systems may use

different file name conventions. Two systems may have different ways to represent text and data.

Two systems may have different directory structures. All these problems have been solved by FTP
in a very simple and elegant approach.

FTP differs from other client/server applications in that it establishes two connections between the
hosts. One connection is used for data transfer, the other for control information (commands and
responses). Separation of commands and data transfer makes FTP more efficient. The control
connection uses very simple rules of communication. We need to transfer only a line of command
or a line of response at a time. The data connection, on the other hand, needs more complex rules
due to the variety of data types transferred. However, the difference in complexity is at the FTP
level, not TCP. For TCP, both connections are treated the same. FTP uses two well- known TCP
ports: Port 21 is used for the control connection, and port 20 is used for the data connection.
Figure 26.21 shows the basic model of FTP. The client has three components: user interface, client
control process, and the client data transfer process. The server has two components: the server
control process and the server data transfer process. The control connection is made between the
control processes. The data connection is made between the data transfer processes.

The control connection remains connected during the entire interactive FTP session. The data
connection is opened and then closed for each file transferred. It opens each time commands that
involve transferring files are used, and it closes when the file is transferred. In other words, when
a user starts an FTP session, the control connection opens. While the control connection is open,
the data connection can be opened and closed multiple times if several files are transferred.
Transmission Mode: FTP can transfer a file across the data connection by using one of the
following three transmission modes: stream mode, block mode, and compressed mode. The stream

mode is the default mode. Data are delivered from FTP to TCP as a continuous stream of bytes.
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TCP is responsible for chopping data into segments of appropriate size. If the data are simply a
stream of bytes (file structure), no end-of-file is needed. End-of-file in this case is the closing of

the data connection by the sender.

If the data are divided into records (record structure), each record will have a 1-byte end-of-record
(EOR) character and the end of the file will have a 1-byte end-of-file (EOF) character. In block
mode, data can be delivered from FTP to TCP in blocks. In this case, each block is preceded by a
3-byte header. The first byte is called the block descriptor; the next 2 bytes define the size of the
block in bytes. In the compressed mode, if the file is big, the data can be compressed. The
compression method normally used is run- length encoding. In this method, consecutive
appearances of a data unit are replaced by one occurrence and the number of repetitions. In a text

file, this is usually spaces (blanks). In a binary file, null characters are usually compressed.

3. HTTP

The Hypertext Transfer Protocol (HTTP) is a protocol used mainly to access data on the World
Wide Web. HTTP functions as a combination of FTP and SMTP. It is similar to FTP because it
transfers files and uses the services of TCP. However, it is much simpler than FTP because it uses
only one TCP connection. There is no separate control connection; only data are transferred
between the client and the server. HTTP is like SMTP because the data transferred between the
client and the server look like SMTP messages. In addition, the format of the messages is
controlled by MIME-like headers. Unlike SMTP, the HTTP messages are not destined to be read
by humans; they are read and interpreted by the HTTP server and HTTP client (browser). SMTP
messages are stored and forwarded, but HTTP messages are delivered immediately. The
commands from the client to the server are embedded in a request message. The contents of the

requested file or other information are embedded in a response message. HTTP uses the services
of TCP on well-known port 80.

HTTP Transaction
Figure 27.12 illustrates the HT TP transaction between the client and server. Although HTTP uses
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the services of TCP, HTTP itself is a stateless protocol. The client initializes the transaction by
sending a request message. The server replies by sending a response.

Messages

The formats of the request and response messages are similar; both are shown in Figure 27.13. A
request message consists of a request line, a header, and sometimes a body. A response message

consists of a status line, a header, and sometimes a body.

Figure 27.12 HTTP transaction
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Request
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Figure 27.13 Reguest and response messages
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Request and Status Lines: The first line in a request message is called a request line; the first line
in the response message is called the status line. There is one common field, as shown in Figure
27.14
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a. Request type. This field is used in the request message. In version 1.1 of HTTP, several request

types are defined. The request type is categorized into methods as defined in Table 27.1.
Table 27.1 Methods

Method Action
GET Requests a document from the server
HEAD Requests information about a document but not the document itself
POST Sends some information from the client to the server
PUT Sends a document from the server to the client
TRACE Echoes the incoming request
CONNECT Reserved
OPTION Inquires about available options

2. URL. URL means Uniform Resource Locator

3. Version. The current version of HTTP
4. Status code. This field is used in the response message. The status code field is similar to those

in the FTP and the SMTP protocols. It consists of three digits. Whereas the codes in the 100 range
are only informational, the codes in the 200 range indicate a successful request. The codes in the
300 range redirect the client to another URL, and the codes in the 400 range indicate an error at the
client site. Finally, the codes in the 500 range indicate an error at the server site. We list the most common
codes in Table 27.2.

e. Status phrase. This field is used in the response message. It explains the status code in text

form. Table 27.2 also gives the status phrase.

DEPARTMENT OF ECE, NRCM UNIT-5 Page 18



Table 27.2 Status codes

DATA COMMUNICATIONS AND COMPUTER NETWORKS

Code Phrase Description
Informational
100 | Continue The initial part of the request has been received. and the
client may continue with ifs request.
101 Switching The server is complying with a client request to switch
protocols defined i the upgrade header.
Success
200 | OK The request 15 successful.
201 Created A new URL is created.
202 | Accepted The request 1s accepted, but it is not immediately acted upon.
204 | No content There 1s no content in the body.

Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) is a framework for managing devices in an

internet using the TCPIIP protocol suite. It provides a set of fundamental operations for

monitoring and maintaining an internet.

Concept

SNMP uses the concept of manager and agent. That is, a manager, usually a host, controls and

monitors a set of agents, usually routers (see Figure below). SNMP is an application-level

protocol in which a few manager stations control a set of agents. The protocol is designed at the

application level so that it can monitor devices made by different manufacturers and installed on

different physical networks.

DEPARTMENT OF ECE, NRCM

UNIT-5 Page 19



DATA COMMUNICATIONS AND COMPUTER NETWORKS

Managers and Agents
A management station, called a manager, is a host that runs the SNMP client program. A managed

station, called an agent, is a router (or a host) that runs the SNMP server program. Management is
achieved through simple interaction between a manager and an agent. The agent keeps performance
information in a database. The manager has access to the values in the database. Agents can also
contribute to the management process. The server program running on the agent can check the

environment, and if it notices something unusual, it can send a warning message, called a trap, to the

manager. warning message, called a trap, to the manager.

In other words, management with SNMP is based on three basic ideas:

1. A manager checks an agent by requesting information that reflects the behavior of the agent.
2. A manager forces an agent to perform a task by resetting values in the agent database.

3. An agent contributes to the management process by warning the manager of an unusual situation.

Management Components
To do management tasks, SNMP uses two other protocols: Structure of Management Information
(SMI) and Management Information Base (MIB).

Management

SNMP

SMI MIB

Role of SNMP
SNMP has some very specific roles in network management. SNMP defines the format of packets

exchanged between a manager and an agent. It reads and changes the status (values) of objects
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(variables) in SNMP packets.

Role of SMI

SMI defines the general rules for naming objects, defining object types (including range and length),
and showing how to encode objects and values. SMI does not define the number of objects an entity
should manage or name the objects to be managed or define the association between the objects and

their values.

Role of MIB
We need some protocol to define the number of objects, name them according to the rules defined
by SMI, and associate a type to each named object and thus the role of MIB creates a collection of

named objects, their types, and their relationships to each other in an entity to be managed.
ANALOGY
The functions of SNMP is similar to the functions of any of the programming. The role of SMI is

similar to the rules followed by the programming language. The job of MIB lies in defining and

declaring the various objects.

Computer Network
Programming Management
anguage e
Languag < > SMI |
Objects Declaration T
.' i % > MIB
and definition [ e )
Program _—
& = . | NAAD
Coding & r SNMI I
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Structure of Management Information

The Structure of Management Information, version 2 (SMIv2) is a component for network
management. Its functions are

1. To name objects

2. To define the type of data that can be stored in an object

3. To show how to encode data for transmission over the network

Object atinbutes

l ‘ l

Name Type ‘ Encoding methad

1. Naming of Objects:

SMI requires that each managed object (such as a router, a variable in a router, a value) have a
unique name. To name objects globally, SMI uses an object identifier, which is a hierarchical

identifier based on a tree structure (see Figure below).

( ront 2
2 ~—
e S g = e - S

g7 AT T Wy e

Tntermer
S}é)‘ 1,36, (eweg.dod.Intemen
¢ ““mgmt ™
ﬁv)

£ ml:.)-l A 136121 (loorgdod Internetmgme.mib 2)

The tree structure starts with an unnamed root. Each object can be defined by using a sequence of
integers separated by dots. The tree structure can also define an object by using a sequence of
textual names separated by dots. The integer-dot representation is used in SNMP. The name-dot
notation is used by people. For example, the following shows the same object in two different
notations:

iso.org.dod.internet. ngmt.mib-2 ... 1.3.6.1.2.1
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2. Type of the data:
The second attribute of an object is the type of data stored in it. SMI has two broad categories of

data type: simple and structured

Data

Simple Structured

Simple Type The simple data types are atomic data types. Some of them are taken directly from
ASN.I; others are added by SMI. Table 28.1. The first five are from ASN.I; the next seven are
defined by SMI.
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Description

T =T
An integer with o value between 27" and 2

Same us INTEGER

Vounehle

o
Unsigned with & value between O and 2 |

Byte string up 10 65.535 bytes lang

OBJECT IDENTIFIER

Variable

An object identifier

[PAddress 4 bytes An 1P sddeess made of four integers

Coantes 32 | bytes At integer whose vinloe can be incremented
from 0 1o 272 when it reaches ts muximam
value, ot wraps back to (),

Countertid 8 byies Od-bil counter

Guugell 4 bules Same as Counter 32, bul when it reaches its

maaximum vadue, it does not w raps i remsins

there until it is resel

NimeTicks

t
| 4 bytes

A counting valve that records time in 77 8

RITS

1]

|

A string of bits

Opague

] Varuhle

Uninterpreted aring

Structured Type By combining simple and structured data types, we can make new structured
data types. SMI defines two structured data types: sequence and sequence of

Sequence. A sequence data type is a combination of simple data types, not necessarily of the same
type. It is analogous to the concept of a struct or a record used in programming languages such as
C.

Sequence of. A sequence ofdata type is a combination of simple data types all of the same type or

a combination of sequence data types all of the same type. It is analogous to the concept of an array

used in programming languages such as C.

l ]

o, Simple variabie

C Sequence

B Secpaence of
(simple varables)
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3. Encoding Method
SMI uses another standard, Basic Encoding Rules (BER), to encode data to be transmitted over

the network. BER specifies that each piece of data be encoded in triplet format: tag, length, and

value, as illustrated in Figure below.

0|0j0|OfOfOfT1(O

a.The colored part defines the length (2).

1/0(0|0|O0|O|1|0O 0|0|0(0fO|O]|O]|1 0/0/0|0|0]1]0]0

b.The shaded part defines the length of the length (2 bytes);
the colored bytes define the length (260 bytes).

Tag. Thetag is a I-byte field that defines the type of data. It is composed of three subfields: class
(2 bits),fonnat (1 bit), and number (5 bits). The class subfield defines the scope of the data. Four
classes are defined: universal (00), applicationwide (01), context-specific (10), and private (11).
The universal data types are those taken from ASN.I (INTEGER, OCTET STRING, and
Obijectldentifier). The applicationwide data types are those added by SMI (IPAddress, Counter,
Gauge, and TimeTicks). The five context-specific data types have meanings that may change

from one protocol to another. The private data types are vendor-specific.

The format subfield indicates whether the data are simple (0) or structured (1). The number
subfield further divides simple or structured data into subgroups. For example, in the universal
class, with simple format, INTEGER has a value of 2, OCTET STRING has a value of 4, and so
on. Table 28.2 shows the data types we use in this chapter and their tags in binary and hexadecimal

numbers.
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Dara Type Clags | Formar | Number | Tag (Binary) | Tag (Hex)
INTEGER oo | o | oot | oooooote | 02
OCTET STRING 00 |0 | o000 | ocooote0 | o4
OBJECT IDENTIFIER | 00 0 00110 | 00000110 06
NULL 00 0 00101 | 00000101 05
Sequence, sequence of 00 | 10000 00110000 30
IPAddress or |0 | oo0oo | otooooo | 40
Counter 0l 0 00001 | 01000001 41
Guuge 01 0 00010 01000010 42
“TimeTicks o 0 | ooort | oroooont | 43
Opaque 0l 0 00100 | 01000100 | 44

Length. The length field is | or more bytes. Ifit is 1 byte, the most significant bit must be O. The
other 7 bits define the length of the data. If it is more than 1 byte, the most significant bit of the
first byte must be 1. The other 7 bits of the first byte define the number of bytes needed to define
the length. See Figure 28.10 for adepiction of the length field.

0|0(O0|O|O|0O(f1]0

a.The colored part defines the length (2).

110/0]0|0|0]|1]0 0|0(0]|0|Of0O]|O]1 0|0|O|O|O|1(0]|O

b.The shaded part defines the length of the length (2 bytes);
the colored bytes define the length (260 bytes).

Management Information Base (MIB)

The Management Information Base, version 2 (MIB2) is the second component used in network
management. Each agent has its own MIB2, which is a collection of all the objects that the
manager can manage. The objects in MIB2 are categorized under 10 different groups as shown in

figure.
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sys This object (system) defines general information about the node (system), such as the name,
location, and lifetime.
if This object (inteiface) defines information about all the interfaces of the node including interface

number, physical address, and IP address.

at This object (address translation) defines the information about the ARP table.

ip This object defines information related to IP, such as the routing table and the IP address.

icmp This object defines information related to ICMP, such as the number of packets sent and
received and total errors created.
tcp This object defines general information related to TCP, such as the connection table, time-out
value, number of ports, and number of packets sent and received.

udp This object defines general information related to UDP, such as the number of ports and number
of packets sent and received.

snmp This object defines general information related to SNMP itself.

Accessing MIB Variables

To show how to access different variables, we use the udp group as an example. There are four
simple variables in the udp group and one sequence of (table of) records. Figure 28.16 shows the
variables and the table. We will show how to access each entity.

Simple Variables To access any of the simple variables, we use the id of the group (1.3.6.1.2.1.7)

followed by the id of the variable.
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The following shows how to access each variable.

udp 1.3.6.1.2.17
1 2 3( ) udpTable
udpln udpNo udpln udpOut

Datagrams Ports Errors Datagrams
udpEntry

udplocal udpLocal
Address Port

apiDesgms0 136121710
upNoPers.0 136121720

udplnFerors.) 136121730
udpOuDatggrams 0~ 136121740

udpTable .. 1.3.6.1.2.1.7.5
udpEntry ... 1.3.6.1.2.1.75.1

udpLocalAddress 1.3.6.
udpLocalPoo' 1.3.6.1.2.

511

—
ba b

1.
1.

2.1
75
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SNMP
SNMP uses both SMI and MIB in Internet network management. It is an application program
that allows
1. A manager to retrieve the value of an object defined in an agent
2. A manager to store a value in an object defined in an agent

3. An agent to send an alarm message about an abnormal situation to the manager

PDUs
SNMPv3 defines eight types of packets (or PDUs): GetRequest, GetNextRequest,
GetBulkRequest,

SetRequest, Response, Trap, InformRequest, and Report (see Figure below).

UDp
connections

GetReguest
GetNextRequest
SNMP GetBulkRequest SNMP

manager agent
SetRequest

< Response |
Client ' Server

InformRequest To another manager

Report o another manager

GetRequest The GetRequest PDU is sent from the manager (client) to the agent (server) to retrieve
the value of a variable or a set of variables.

GetNextRequest The GetNextRequest PDU is sent from the manager to the agent to retrieve the
value of a variable. The retrieved value is the value of the object following the defined Objectid in
the PDD. It is mostly used to retrieve the values ofthe entries in a table. If the manager does
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not know the indexes of the entries, it cannot retrieve the values. However, it can use
GetNextRequest and define the Objectld of the table. Because the first entry has the Objectld
immediately after the Objectld of the table, the value of the first entry is returned. The manager

can use this Objectld to get the value of the next one, and so on.

GetBulkRequest The GetBulkRequest POD is sent from the manager to the agent to retrieve a

large amount of data. It can be used instead of multiple GetRequest and GetNextRequest PODs.

SetRequest The SetRequest PDD is sent from the manager to the agent to set (store) a value in a

variable.

Response The Response PDD is sent from an agent to a manager in response to GetRequest or
GetNextRequest. It contains the value(s) of the variable(s) requested by the manager.

Trap The Trap (also called SNMPv2 Trap to distinguish it from SNMPv1 Trap)

POD is sent from the agent to the manager to report an event. For example, if the agent is rebooted,
it infonns the manager and reports the time of rebooting. InformRequest The InfonnRequest POD
is sent from one manager to another remote manager to get the value of some variables from agents
under the control of the remote manager. The remote manager responds with a Response POD.

Report The Report POD is designed to report some types of errors between managers. It is not yet

in use.

Format
The fonnat for the eight SNMP PODs is shown in Figure 28.21. The GetBulkRequest POD
differs from the others in two areas, as shown in the figure.
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PDU
L Vargind list
|-
POU Request Error Error
type 1D status Index

—
—

IVarilblel. Vglug I--- Variabh” Valug |

Differences:

1. Ertor status and error index values are zeros for all request
messages except GetBulkRequest.

2. Error status field is replaced by nonrepeater field and error index
field is replaced by max-repetitions hield In GetBulkleguest.

PDU type. This field defines the type of the POD (see Table 28.4).

Request ID. This field is a sequence number used by the manager in a Request POD and
repeated by the agent in a response. It is used to match a request to a response. Error status. This
is an integer that is used only in Response PDUs to show the types of errors reported by the
agent. Its value is 0 in Request PDUs. Table 28.3 lists the types of errors that can occur.

Status Name Meaning
() noError No error
| tooBig Response too big to fit in one message

9

noSuchName | Variable does not exist

3 badValue The value to be stored is invalid
4 readOnly The value cannot be modified
5 genkErr Other errors

Nonrepeaters. This field IS used only in GetBulkRequest and replaces the error status field,
which is empty in Request PDUs.

Error index. The error index is an offset that tells the manager which variable caused the errOr.
Max~repetition. This field is also used only in GetBulkRequest and replaces the

error index field, which is empty in Request PDUs.

VarBind list. This is a set of variables with the corresponding values the manager wants to
retrieve or set. The values are null in GetRequest and GetNextRequest. Ina Trap PDU, it shows

the variables and values related to a specific PDU.
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Messages

SNMP does not send only a PDU, it embeds the PDU in a message. A message in SNMPV3 is
made of four elements: version, header, security parameters, and data (which include the

encoded PDU), as shown in Figure 28.22.

Because the length of these elements is different from message to message, SNMP uses BER to
encode each element. Remember that BER uses the tag and the length to define a value. The version
defines the current version (3). The header contains values for message identification, maximum
message size (the maximum size of the reply), message flag (one octet of data type OCTET
STRING where each bit defines security type, such as privacy or authentication, Or other
information), and a message security model (defining the security protocol). The message security
parameter is used to create a message digest (see Chapter 31). The data contain the PDU. If the
data are encrypted, there is information about the encrypting engine (the manager program that did
the encryption) and the encrypting context (the type of encryption) followed by the encrypted
PDU. If the data are not encrypted, the data consist of just the PDU. To define the type ofPDU,
SNMP uses atag. The class is context-sensitive (10), the format is structured (1), and the numbers
are 0, 1,2, 3,5, 6, 7, and 8 (see Table 28.4). Note that SNMPvI defined A4 for Trap, which is

obsolete today.
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WWW

TheWWW today is a distributed clientJserver service, in which a client using a browser can access
a service using a server. However, the service provided is distributed over many locations called

sites, as shown in Figure below

Yite A Site B3

Client = . =

I | Srwrwrm |

=] B= E=

T (=] =i

[™
Waeb page A ‘ ‘

| Recjuest .I »

# [

Web page Ill. I

Each site holds one or more documents, referred to as Web pages. Each Web page can contain a
link to other pages in the same site or at other sites. The pages can be retrieved and viewed by
using browsers. Let us go through the scenario shown in above Figure. The client needs to see
some information that it knows belongs to site A. It sends a request through its browser, a program
that is designed to fetch Web documents. The request, among other information, includes the
address of the site and the Web page, called the URL, which we will discuss shortly. The server at
site A finds the document and sends it to the client. When the user views the document, she finds
some references to other documents, including a Web page at site B. The reference has the URL
for the new site. The user is also interested in seeing this document. The client sends another

request to the new site, and the new page is retrieved.

Client (Browser)

A variety of vendors offer commercial browsers that interpret and display a Web document,

and all use nearly the same architecture. Each browser usually consists of three parts: a controller,
client protocol, and interpreters. The controller receives input from the keyboard or the mouse and

uses the client programs to access the document. After the document has been accessed, the
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controller uses one of the interpreters to display the document on the screen.

N ammm—-.
s e <[—

lm]lm}lmnn| qml

nterpretens

erver
The Web page is stored at the server. Each time a client request arrives, the corresponding
document is sent to the client. To improve efficiency, servers normally store requested files in a

cache in memory; memory is faster to access than disk.

Uniform Resource Locator

A client that wants to access a Web page needs the address. To facilitate the access of documents
distributed throughout the world, HTTP uses locators. The uniform resource locator (URL) is a
standard for specifying any kind of information on the Internet. The URL defines four things:

protocol, host computer, port, and path (see Figure below).

Protocol |.// Host : Port / Path

The protocol is the client/server program used to retrieve the document. Many different protocols

can retrieve a document; among them are FTP or HTTP. The most common today is HTTP.

The host is the computer on which the information is located, although the name of the computer
can be an alias. Web pages are usually stored in computers, and computers are given alias names
that usually begin with the characters "www". This is not mandatory, however, as the host can be
any name given to the computer that hosts the Web page. The URL can optionally contain the port

number of the server.
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If the port is included, it is inserted between the host and the path, and it is separated from the host

by a colon.

Path is the pathname of the file where the information is located. Note that the path can itself
contain slashes that, in the UNIX operating system, separate the directories from the subdirectories

and files.

WEB DOCUMENTS

The documents in the WWW can be grouped into three broad categories: static, dynamic,

and active.

Static Documents

Static documents are fixed-content documents that are created and stored in a server. The client
can get only a copy of the document. In other words, the contents of the file are determined when
the file is created, not when it is used. Of course, the contents in the server can be changed, but the
user cannot change them. When a client accesses the document, a copy of the document is sent.

The user can then use a browsing program to display the document (see Figure below).

' Request

i

Static HIML document

HTML

For creating web documents we use HTML. Hypertext Markup Language (HTML) is a language
for creating Web pages. The term markup language comes from the book publishing industry. To
make part of a text displayed in boldface with HTML, we put beginning and ending boldface tags

(marks) in the text, as shown in Figure 27.5. The two tags <B> and </B> are instructions for the
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browser.

Bold tag End bold
N <B>This is the text to be boldfaced.</B

>

When the browser sees these two marks, it knows that the text must be boldfaced (see Figure
above). A markup language such as HTML allows us to embed formatting instructions in the file
itself. The instructions are included with the text. In this way, any browser can read the instructions

and format the text according to the specific workstation

<B> This 1s S This is
the text to be the text to be
boldfaced. </B> boldfaced.

HTML lets us use only ASCII characters for both the main text and formatting instructions. In this
way, every computer can receive the whole document as an ASCII document. The main text is the
data, and the formatting instructions can be used by the browser to format the data. A Web page is
made up of two parts: the head and the body. The head is the first part of a Web page. The head
contains the title of the page and other parameters that the browser will use. The actual contents of
a page are in the body, which includes the text and the tags. Whereas the text is the actual
infonnation contained in a page, the tags define the appearance of the document. Every HTML tag
is a name followed by an optional list of attributes, all enclosed between less-than and greater-than
symbols « and >).

An attribute, if present, is followed by an equals sign and the value of the attribute. Some tags
can be used alone; others must be used in pairs. Those that are used in pairs are called beginning
and ending tags. The beginning tag can have attributes and values and starts with the name of the
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tag. The ending tag cannot have attributes or values but must have a slash before the name of the

tag.

< TagName Attribute = Value Attribute = Value cee > I

a. Beginning tag

< /TagName > I

b. Ending tag
Dynamic Documents
A dynamic document is created by a Web server whenever a browser requests the document.
When a request arrives, the Web server runs an application program or a script that creates the
dynamic document. The server returns the output of the program or script as a response to the
browser that requested the document. Because a fresh document is created for each request, the
contents of a dynamic document can vary from one request to another. very simple example of a

dynamic document is the retrieval of the time and date from a server.

Common Gateway Interface (CGI)

The Common Gateway Interface (CGI) is a technology that creates and handles dynamic
documents. CGl is a set of standards that defines how a dynamic document is written, how data
are input to the program, and how the output result is used. CGI is not a new language; instead, it
allows programmers to use any of several languages such as C, C++, Boume Shell, Kom Shell, C
Shell, Tcl, or Perl. The only thing that CGI defines is a set of rules and tenns that the programmer

must follow.
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Server

Client =
Ca el
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Program

Dynamic HTML document

Input In traditional programming, when a program is executed, parameters can be passed to the
program. Parameter passing allows the programmer to write a generic program that can be used in
different situations

For example, a generic copy program can be written to copy any file to another. A user can use
the program to copy a file named x to another file named y by passing x and y as parameters. The
input from a browser to a server is sent by using aform. If the infonnation in a fonn is small (such
as a word), it can be appended to the URL after a question mark. For example, the following URL
is carrying fonn infonnation (23, a value):

http://www.deanzalcgi-binlprog.pl?23

When the server receives the URL, it uses the part of the URL before the question mark to access
the program to be run, and it interprets the part after the question mark (23) as the input sent by
the client. It stores this string in a variable. When the CGI program is executed, it can access this

value.

Output The whole idea of CGl is to execute a CGI program at the server site and send the output
to the client (browser). The output is usually plain text or a text with HTML structures; however,
the output can be a variety of other things. It can be graphics or binary data, a status code,
instructions to the browser to cache the result, or instructions to the server to send an existing

document instead of the actual output.

Active Documents
For many applications, we need a program or a script to be run at the client site. These are called
active documents. For example, suppose we want to run a program that creates animated graphics

on the screen or a program that interacts with the user. The program definitely needs to be run at
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the client site where the animation or interaction takes place. When a browser requests an active
document, the server sends a copy of the document or a script. The document is then run at the
client (browser) site.

Java Applets

One way to create an active document is to use Java applets. Java is a combination of a high- level
programming language, a run-time environment, and a class library that allows a programmer to
write an active document (an applet) and a browser to run it. It can also be a stand-alone program

that doesn't use a browser.JavaScript

The idea of scripts in dynamic documents can also be used for active documents. If the active part
of the document is small, it can be written in a scripting language; then it can be interpreted and

run by the client at the same time and the same is illustrated in following fig.

Client [E=
Gatore] 3

Rur the JavaScrgt (JS
to Qe the result
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